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[ first meet Yang Qing at Blackhat 2014 and was pleasantly surprised to learn such a young face
leads a team on hardware security. Since then he has accomplished several works, ranging from GPS
spoofing to designing various gadgets for protecting users’ security and privacy. When he told me
about their book on wireless security, | was delighted because wireless security is such an important
topic and needs much more attention and talents than what we have today.

With the proliferation of wireless technologies, numerous emerging wireless devices have been
woven into the fabric of our daily life, ranging from controlling our home appliances to making our
vehicles automatically seek for help in emergency situations. Unfortunately, the security on these
wireless devices has almost always lagged behind the plethora of the interests in integrating wireless
technologies into almost everything. Granted that manufactories and designers have gradually
increased their motivation in securing their devices, we have a long way to go. Spreading knowledge
on wireless security is one of the critical efforts towards securing wireless devices, and this book
serves as a good endeavor along this goal.

Many academic books on wireless communication and wireless security are available, and many
of them focus on the theoretical principles. This book is a collection of the systems works that Qing
and his team have carried out in the past few years as well as the state of the art. The book covers a
wide range of wireless devices, such as RFID, Bluetooth, Zigbee, GPS, and it contains many results,
plots, screen-snapshots from real world experiments.

This book can serve as a good tutorial for those who want to have their hand dirty and reproduce
the prior findings. It can also be a good reference book for those who want to find out the off-the-shelf
tools for exploring the wireless world. | hope this book can help to foster talents in wireless security
and to teach them necessary skills to secure the wireless world for many years to come.

WM (AT RFHE, dFRFLFHIT)



AFEHYESR | .

HEBITES 2 MRS B, AL HARRPA AT LRI 5, FHRRR, i R
AL B, WPl K. RE. REES. Tl BexE, EEREA
EANEH BT %, RRASBEERNER? 210, XHLHRRAROFRN—EEE
5 AN . T2k AR R AR RERTE B ZI M B O R M2 —, FATARE 2R L H o] Ak
AR AR, B ERRSE E L RRAMA — RTEX —2 2 0UiE0 . BT EE K
KRG N S IR W BN A 7 GUR AR R e . IR B TR 2 R i B A AR B g 2 A1
B 1 '

[FJ B A B A5 th ] BAOAO BRI S SO RINRE. Ak#  P= hBFRON R i1

MzESH,

VS

A1 B AERANETCE R L TP TR R BB B A B 0 e (1) JE

# 2~8 BRI EELBERE FMEARNZ LK (RFID, 4§41, ADS-B. BLE. ZigBee.
BalfEM %, PREES) REEIR. BilfAEe2FB (UnicornTeam) %R i #3k.
HUFET . SKEIMR. EWHLRARE.

B9 BEALL L EMALRAZOLAE, ME L L4 T B GNU Radio [V E4f# FH .
A H (GNU Radio V0.99 A1) 1EHFHEMIE T IHRAEH MK, A0 LHENLHEFE.



VI EEBRELFH KB

i8]

I 360 2w A R AR A AR R A SR T BB O TAER S S E A S N
T A 8

IR 360 24 A B w4 BRI AR X A A o A BA Al R T AR 4R 3 SRS .

It 360 15 L& 430 ] OkeeTeam 5K & . VulpeckerTeam A H1 77 . NirvanTeam /& %5 W 7E T 1
ERISCF S

U 360 Ay BRURIESCNE. RENNAN . EAAE TAE BRI SC R SR

K 360 ~alipERETEE . Fhok. MR, KRT. SRE. FEH. BR. s
. X BB AR R SR FATHE A TAERI S R S /8.

Rif 360 ARIZFERSE, K, FER, KE. BORK. K, EEE EER. K.
/NS RS R AR AR BRI B

& 360 MM BRI\, AP, TKBINE. . MIizE. S, B, G,
WAL FUIE. AKEER. KB, EE. BIGEE. BUONEE. IREE. BESE. Tk, AR, TR
Ry RESL. EEERFNS M. ‘

A (360 1k A AR LN )



1T BRI oo et e SR 1
Il TEEREERMEIR oo L R sl 1

(OIS B 2 o111 = = 5 <O 1

112 BRLEGBINE AR IN oo 3

113 HERL AR oo saes s 2

1.2 TR ETIBIT I ..o ee s st st s et e s nse e 3

B0 UL 7 - U T B i T 3

(WIS o e o5 i )= 3

123 FRBAEBTTEIEER ..o eensesseseeresseennesssssene TRRT JR 4

124 FTBERBEBHDY......cooco oo sneorcnssssesmmesssssmssssssssnsssssosasssssnsssssssassssessstmsssssmnesensene 4

g2 RE D B B B R T BT oottt ee e s 6
2.1 MIifare ClassiC B B TRl oo e e eee e teee e eret s s sessas s sesaesanenssaratesensnsasasnsanss 6

2.2 Mifare Classic 2 BE 8 B0 2 T oo e ee e een 7

221 RFID B BT [A] 23T oot e s 8

222 RFID B B SN oot 10

223 Mifare Classic MV F AL FZ B ..o 12

2.3 Mifare Classic B HERBEIEIEB ..o ess et eseseen st s s 15

231 ProXmark TTITETTT oo e e et s s eeeeeeeans 15

2.3.2  Proxmark BB BATFH oo e 17

233 PrOXmArk II1ZE B eeeceeeesseeeeseaesseeseesesesssssensassamsesesenssensassssessasasssnses 20

2.3.4 Proxmark [11% 4 i Mifare Classic F ...oooooeoeeeeeeeeeeeeeeeeee 23



X  EEBRELWFHKIEN
2.3.5  Chameleon-Mini 171 oo 29
2.3.6  Chameleon-Mini [44SR AT oo 30
2.3.7 Proxmark [[I5 Chameleon-Mini fic & #5548l Mifare Classic.......cccovvvvvvevennne. 35
2.3.8 RFID BT EGE ...ocooeveeecvcterenrsssesse s essssassessssssssssssssssssssssnssesssssssessanesss 36
24 AEHIID R A IIMT oot 36
241 fEBLID BT ...coosvissmmcssmsssasismissssesmmessnssescssssssssossessesssssesssassssssssnsssas 36
242 ID BIRBDIEIE oo st 37
243 ID FIREBIEIE ....coorieeresesnsaesssscsmenssenessssssssasasssissssessssssssesssnssasnsssssssssssasnasess 38
244 ID REIEIL oo 39
I RN | ) R = 5 o [ 40
2.5 (BB ID ETEBEIIT ....ooooecevieicrcencestveasesssnsmesssssasesansssssssnsases sesssssassossssssasssnsans 41
2.5.1  Proxmark TTARILIETE oot 42
252 ERFEBEBI .oooooccvveeerereescsssiminrscres s samsenees s sesssmssss e sssessse s 43
2.5.3  HAcKID BRI oo ettt 44
26 EMV BEFATETE ...o.ooooeieeeecs e ssassssae s sa et st e 45
260 BNV BT oromiscctiniinis st st e mmti oot eser e S D cresne SRS 45
2.6.2 A RREAAMEEE R ... s senssn s 46
2.6.3 AR A FRRAAMEFE I oo 49
PN R 2225 W o S S N N 50
R Lk B ot s s A OO 52
2 =N e 52
32 FBEIESEIIUIT ....ccoooveveinisiieeanenseesessssssessessasssessesmasssessmsnsessssssssassssssasmssassess 55
33 ZERETTREITE DI FTEIR oot s esens 59
330 BRI A I3HT ireerseseessesssssess s sssssss s ssssssssssssseseesssssssnssasssens 59
33.2  FEERGRE AR ATIEAE ST ooooooeeee e 61
R B L s s o OO 64
35 R A R R T A T oo s 72
b ot -3 <K= OO 78
A1 ADS-B BZETHIIL coveececeeeiseseese s eese st s 78

411 ADS-B R v snssisiassssrsiomssmssssasssssmessssssssmssnsssssasssssonsiissssmssasinssassssssssss 79



£5

%6

412 TOOOES FIET S oot es e 79
42 ADS-B BB IRILIIHT oo ceseecesaesis s sassesaesas s eas st eres s e s sarenes 80
2 B 1 15 VSO 80
422 RITEER oo e SR 81
423 TRPEDRID ..ottt s et bbb bbb 82
424 CPRBLEFEGIID coooooooeeeeeeeseseeseeeeeeiessseeseeseeseeesssssssssssssesssssserssssssssesssnees B 83
42,5 CRC I . corrrrerisrirersiessssinssssssssasessessssasessessssssnsasssssssssssssssssssassssnssssassssnsasses 85
43 ADS-B fZ S HRIRBIET ..ooovoeeoeeeeeeeeeeeeeceeces s sessssssmsesesssessssssssessssseseoesesneeness 85
A4 THBH BT oo s s s s sse s s s n s s st 87
SEIETPIE, coscovcnsionenTiah T o s ST AR S enaire @ benss B asron b Blormsuicmernsisysd 88
BRI .. b ccsmnsiamssainin i S i s e S TR RS 90
ST 7 2, N1 1 U 90
52 FEFIERID ......coooerreiniciessinsesesissssisniassssssnsessssmsssssonsonsnssanssssssssssnssssassessasss 91
53 TEFMRIR T UDCIOOtH .....oooeoeeeeeeses e sseeassssssssessssses s ssessssseesessessssssennees 93
530 Uberooth BAEEER .. mivsmsmmmmmsmmvs s sn 94
T I A = I 0157 £ 1o i+ OO 95
5.4 ARTIFEIETT oooovovicinnisnsssnsssssssss s s ssssssssssssssssnss 97
540 TIBLE SIFEr ...oooovoceeeeeeeeeeee e ses oo eeasessesaeeesesaesesnenenen 97
542 {EAFHES BLE WABIBYE oo 101
543 Bl BLE SR R EIEAL ooooooeeee e 102
AT | 1Y T O 106
6.1  ZHZBEE I AT vvueuiveercerecinsirssscsseusescmsanissssssmssnsrasisasisssensssnsesssnassnsanssssssnssnsssssrassnsessassnss 106
6.1.1 ZigBee X5 TBEE 802, 154 MR E ccsuismsmmisssssmsssssimmismmsssisoissisa i 107
6.1.2  802.15.4 MIGEH......ccoocrrerrcrerrerasersomnesessssessosinsessesssssssssstessassrssssssisssasssssssssess 108
6.1.3 ZigBee ] MAC MIZET ..ottt sessaean 109
6.1.4 ZigBee WAL TIHLEIID ooveeererceeese e s s sisssesassines 109
6.1.5 ZigBee ZIFNITFE ...ooviviereeee ettt s 110
6.16 ZigBoe BIBIRIRR .cccsismmsissmomsminmsisssiamistsassasinmsimmatsssssasissssssnisassisiass 112
6.1.7  ZigBee B THE TR oot 112

6.1.8  ZigBee N H Profile .......ocooiuiveeeeieieeeeeeeeeeee e e enaeen 113



Xl TEBRLBBH KB

6.2  ZIPBel T8 . scomremmasss iransisssssssusinsavissamasssbionsussastns iasssasastssgsasssassass svsesssninasniesesionss 113
B.2] BB iismmmsimesgicisssnisiossisncsininiaisammmminixnosissite s s a7 s0 i Gen s SRS 114
L 2 i 115
BR3 B ...t i nsesssssassusiiussessiimmssss SRR R 115
6.2.4  BEE TP L oot n s 116
6.2.5 ZigBee T AL A IALE ...o.overecieccieneeaes sttt 116
6.3 ZIZBEE T .....cveeeeeeecreeee ettt st r s er s n e s e ra e et 117
o T8 T = 1 2 117
T 7)Y T 7 L OO 118
LRI I S - S e 122
634 FHAEMNE(E BT oo et 124
6.3.5 MBS BIIET oo e s srna 126
Cz U O — 131
L R - e kL T 131
6.4.2 FIFHBHTTIEITHIBIE oo 138
0.5 TP ZHT oottt e e 141
FET7E BEBERBREINIR oot 142
T GSM BRBEZERIMR oo s sss s s ss s 142
711 GSM/UMTS RGEARERIEABES I oo 142
7.1.2 GSM I BIEHIL R e s s s 146
RT3y B 150
T2 IMST CAECRET ..o s ees e 156
720 HATE IMSI CACRET ... s esnseses st ss s 156
T2 GSMIPBTH VST CRChEr vmsssmonimssnmimomsnsssmsssm i 157
7.2.3 + UMTS JR55 R IMST CACREr ... 159
724 LTE JREE T IMST CAChEr ... oot s 160
7.2.5  IMSTCAtCher FIHBE ...oooooeeeeeeee e e 162
726  Stingray FHLIBEERS ..o eeseesseesseesssee s seseees 163
7.2.7  IMSI Catcher DeteCOr .. i iiieiiieiiiiiie et sreesseesaeesraesaae s 166
7.3 FOMEOCEIL ZEE o oneeieeeeeereeeeeeeeeseteeeeseeesesessseseaseessasas saenssanses snsasanensenasaneasasensasnessenensnen 169

T30 F@MEQCEIL 1T et e eeee et en e eeeee e e eeesene e 169



B® Xl

EAR TP = 1 170
7.3.3 CDMA Femtocell FRIFZE AT coovvoee e 171
734 T VxWorks 1) GSM Femtocell #ii AR ZRET oovovvoveerieeereceeeceeeenanns 178
T.3.5 350 JOHTHE FOIMLOu.ueuiriererieeereresseessssasserviassssesisesereesensasessssssssemenssssnssessssenes 184
TA  EBZEIAR .ooverereinesssnmsassssssssasessissmassmsassassssssssinssssasi idusss insasnssparssonsnss bsnasenmmasassinssssss 188
7.5 FBENIEAS PR A BB ...coooeeeeeeeeeeeeeeee e e 189
L =R L o ST 190
8.1 AFE PRI .ooooeoeeeceececeeeereeesssiesssssaessses s s s sssss s sssssessemes s s samssasnsseeans 190
82 GPS HIZEATIT oot e 192
8.2.1 GPS MRER G BRI oo ensen e a s sesssnsanees) T sssssanssnsens 192
822 GPS 55 Dh MBS IFA oo T T & S i s 195
823 BHMHTTIZILER L ..ot sesss s seses s smsss s 211
8.3  GlobalStar BRI 2 BT e sessssssassesesistes b ses et ts st sess et setes 212
8.3.1 Globalstar FIFEZ3 ZHETEAR oot en 213
8.3.2  GlobalStar ZIHETEMR ....o..ooveeoeeeeeeoeeee e enenes s 215
T - =1 0D i 2 <O 220
B TLHR oot s e e — 221
TERBREMETE——GNU RAGIO.......ccooveeeceiecicees e siesieeecess e eessessensseseasansnes 223
I U (5 5 1 S -, O 223
R BN ) oL N 3 OO 224
T 0): 3573 225
9.2 GNU RAGIO FAITT covveeiiiiviiesiceesies st issssessases s sess s sss s s sassisns 226
9.3 GNU Radio SLHRFAIELE T oo esses s ssssss s sessssessesssssessssnsans 228
93,1 USRP..oooeiierctmieresessesssssssssssssssiessansssesssessssss s ssasssesssssssssssssssssssssessans 228
D38 VTSR oo 50 S s AL bR kg b msemsnmsnghis s msns 232
9.3.3 HACKRE ..o s s es e e 236
L T 1 1 OO 237
0.4 GNU RAIO ZZ2 oot e e e e eae s e e en et e s esennans 239
94,1 MIFFDFBIZE ..o oo escecsssesee s sssssssssesas s snsssssssassssess s ssssssasssans 240

942 {f PyBOMBS %% GNU RAIO........orrverreeeirirerecieenenesess s censss e 243



XIv

LB EEYFHKiBH

9.5

9.6

9.7

9.8

9.4.3 U BT IAFRZAS ..o e 245
o3 ) =R D S - SO 245
9.5.1  UERFTIILE oot ss s ens e 245
952 HIBIRATIELE ..ot s 249
GNU Radio I —BEFEAHED ..ot 250
960 FEE (flow BEPRY .o smosissimmsviisssaimsis s dsirsinmsmssstosmnisis 251
9.6.2 (S G HIFTURL (EM) oeviererssreererensssesessesiesessssesessessssssssssssssssssasssessssases 251
T T L T 252
0.6 4 MNELAAALA ..........ceeeereniicniincermneenermsossosanssssnnsanssannsssssssssnssossssantassanassonsenasnssnsons 253
9.6.5 AEBEARKIPIFIH R FBERHTHE oo, 254
H12E 2 A0AATAE F GINU RAGIO .ovvveveveceesecacveescesesssss s ssessesssssssssssessssanssenssssansns 254
9.7.1 WA E P FE—Python BLFFRIF ....oovvvecereirereiseeessss s 255
9.72 WHTIRE B CHI CHAEBR ..o e 265
973 MRS HECH Python REHR ..o 276
9.7.4 TR BE I T I oo ess s ss s e 279
T ARAE——OFDM TUNNEL......ooveoeoeeeeseeeseseereseeeessesssessssenssensss s ssesaseseeeeeseans 283
9.8.1 RGHEERIF MAC MIBIFIR cvvoovrerceeresireriesieess e 285
DB AR cceiiossiontossinsion iinaisin st ot e ¥ vt on it S i sen 286

BBY  TIUETTIE s rcmexsearommimmsermmsssmsnimsmis i s 5 e s e sinios 288



o
BT EZ L

1.1 FTEERZE=H/E

1.11 EE&EZTERHEE

“TE” KERBANGEELERRT —THURIZH%FR . 4542, B Fr-mARKE
BRI ELEA, MiL#ilfs NFC. W BLE. 4 RF. LiZ Lk ZigBee. L RIKN
WiFi, F|FHL% 5 M Cellular. DA ELr GPS. EEiE{E SATCOM, XEHJE T L& H AW
B, FTUATCERIE (S HoAR LRSS IR, DN 2 A I, A P s & e 2 R AR AR BN (1
oL AR ERE. MIIERIACR, A e AN 2 A0 205 i s g 4R 0
. Fit, i EmhEHELBEREAR, FRIEHLS, RSk, 7. ZE80R
A G RN R Y [a) i

AR 10 F a0, HA 2B ENRENEARTHLL 2NN CCLREM. WiFD) 7
S, = Wik # S B4 AT M 4B IE R Bk S R B Tk . IR AEAR,
LRI %A KAEEN, ERLEMHAENEET I IRERLROTLM £, #iKA
CAR L LR AR - £ BUfE F] BackTrack . Kali 3X 2K 52 F MH B0 B GBI — M X —MELK

WA LI F B S H, Bah ikt A AR, WM % A
LRt A ST ¥ Probe (58, FREILHR AP 277 45 M [F] 44 74 AL (K BT EvilAP 49 i
Jiik, A TER HbRRL R A JE A B T R ke Mk, sl 01 U BRI 48 I R RS R
£y 5 FIBA BT SRR 2015 4F 315 Meex b WiFi EeA ML, WitE RN e LR em g
(F 0 B2 — 3 XN L AR T H ) DEFCON 2% K4 Wireless Village 4 4] The Wall of



2 KLEBREYFHAER

Sheep (4R=F3E), XATH RN THEAN— “IRR 0T REREN AERE AL, [RINdo2s it 22
SN, BN KRBT R %S, ERER 40 E L, BR800 S A o B
B () B iR R AE L T T — DN WCE N K BF % L, The Wall of Sheep KZIH 7 # oK H ALSE
(122 4 N 4B, AR TREAEAE 2 A B Ta) R 7 4 N 2 il DEFCON . K242t 40 9% (1] “hostile”
k4% (BlackHat 1 DEFCON @t 2 s) S EAVIN, WREN T, I AMRHIFT
A7 45 175 3 8 AT BEARE M Py AR o

1.1.2 E&KZE=5BITEHEXA

BUE R AT “B8” Kk “THhREE” MBS ERRME, SHMLFNNTLET
PGS, LR ZEMIETFHIRF LS. App I, KSR EFR, &A% WRE
20 NS A B4 . ARTFHR B ML 2 MR T L, 46 B A il 4@ 5 il 1 Jo 2k
AR %4, B “ R %4e”.

11.3 TSI

B T AL B A AAT H 28 M 10 B Bt o2 BRI RE K, #1%F WiFi #2520 R LA
i, AN N S RO X F P TEMNME T 55 2 3537 B L I8 S (R ARaE 3 ol AR, WiFT %4
B Mo, FH M. 280 a WX WiFi s RS B R 5 ) 8 %
HAEIER R M N T TR, ERAFFE i0S 8 R LN Wi 4t ATBUER
KL MAC HiEBENLAL, - FIRSR@EAE (] WiFi (R 28 0 ST “WEifea”, %
A TR A FAHL L3 N 1A AR 0 Th R, LATROR SR A P
WiFi I (9 24k, A8 AN 52 3R TO 4 ALl (K B -

MABATARIE WiFi Z4ia UL 7 ? BREGEN, HEVBRM (oT) MiFEEDHK
J&, BFERTFHL. BRE & AR LERBER, FREBHF KB, . GPS. NFC Fik
FOSCNLEI. SRR, RO ZERAEKRE, BT TEHXEEAEAN L4
HEFRA L

[ Todd Humphreys U280 5 LK FATLINE, /& GPS 4 F MURAE R 956 — 1
FIBA. L2E 2012 4, Todd Humphreys #{#25i/E TED K% T ik, WEFA ik GPS %4 . 15
DEFCON 23 I, o [E54 £y 5 ] B\ fR) 22 A0 75 02 Sk [l e BR 7R 1 A feT 4 IS A e B i o 2k e
W% MK FHL IR % H 2 JE AWML Todd Humphreys #(#%2 7E 2016 42 H X LLSL# Lost in Space: How
secure is the Future of Mobile Positioning? FHRAEH T 3T A KM GPS BIAR M) 14 & 715 5



F1E EBEEL&RLWPH 3

GPS i Ui HLACE E /I ABE 1], DA Fp Il = B it B9 484

2016 £ 2 H 18 H, SERAE T EEN Apple Pay AMEEH, BHAE JLEZAT, FHN
%%ﬁ%%%%ﬁﬁa&ﬂ%%ﬂ%%%Awmmﬁﬂmwc%i%ﬁﬁ%ﬁt%MQWQ

MELEPAN SRR BUR L, fERGM LR RN Z 24, B2 “Tolk” 2ailt A
FIRLEF RN, AT HERT A W 224 Dol #0620V L 251512 U 22 4 ) AR A B B JRURG:
PEAGHE ST -

12 FTEELZ=WEHRBE

1.21 BEBRILEITSH

TIRIVAAR . IR, D EEEES . TN R B TR
i —2RHL EEE. —FEE, RSN SR T BRN BT R, A
XKLL A TTRER T MR G W, BORF, HEBNR. MR FOAATEE
FHEEAR R B bR, EAEELLEEE, Bah 2R b EEE.

fER—AN LAV N R, 8 S0 B A AR 0 AT APPSO Mo de i . DA — 8RR 280, IR
(175 2R BH L RGNV B H A R AL 1% R 48 (TPMS) ZHCR H 315MHz 5 433MHz (1) RF A& 4050
W E T H A 2 R4, 22 R 125KHz 5% 13.56MHz (1) RFID A ; SOy 4 i
ik H % Telematics 48 EFERE J1, A ENIEHI RG22 B & 2G 3 4G MOk 55iE 56 /), IF
HA G —Eb 2Rk 2.48&5.8GHz 11734 WiFi W4, 1XELH 2 5555 70 4h al dE4T KU PEA4 it 2ty
[iP

122 RBRLEWHFER

ELB AR T =L Web Bidi 5 FBL ER —MEEZ A NTCLIEIE AR S, RAHRNI
EN GBI IS SEH], s MR ERANEEM RGBS A, T
M LIRS Zavr I, KB 8 R JUM 8.

Wi FRZz—: TREERSCHNT . (EH5 HARICER RIS AT I AR [ (0 I T 12 260 4
T A AT W S B ) AT« MR . AnENT WiFT I R, T R i FH W R
B, WEIT PRI B SDR 4% . F AR SRl A RL AR S, AT BAERA T 1%
BELARGMIZIFRE, RKBOTLIEL.



4  FEEREWHAER

W FrRz = LGS L. IR AR RGN LGS PSS LA I )8
SR BEALIESE P (55 BB, A8 9 AR R (R LB Rk — BL A G KR 1), &L
A DL I BUE SR A B R, B H AR RS, W#Ek 7RI TR A, WL
AMER IR, BEREEBOTT 18O ME S, SRR B AR T B A e & AR

WHFRZ=: L&GETHIGE . Bea ILIinr K, it 548 B b5 2 s ik L
R R By it s e . KR 7%, B A i al @ P BGAE R R0 S0, B H bR Lk &R
BiEE.

WHFrRzm: kiS5 Bl MUz Canis] Wikl #a #F MDK3) 5%
WA Z CATRH R EBUG S 015 5 T4 ) MES BRI ik, A CRZIR e R ss K, K H
o R 26 A5 AN ik S N T 42 ) R AR S, P I B b TR AT ok R A R R AT R R
WHHET] MDK3 /N B2 i 81— AN Ao e At B, 304 HL B A e (B 2 0t
MU 3G B 4G (55 T H0as . R THLEG TG 08 53 19 2% AT X224 19 19 468 L i) 81 ANig 22 42 (1)
2G MAEERKE, PR IR, ARIUEAT bR AT R G R A ShRE I .

1.2.3 &L= RE

T g P BN 5% 5, WREREETNL, SRAE. SEEmE . yifEs TR
—BHLBE BN Z S SRR BN, ST 8 RIS DGR B E
7R B B A S

1.2.4 EZ&HEEHEH

- N4, K% RTL-SDR. Ettus [f] USRP J% HackRF. Nuand [fJ bladeRF %5 % 5K {1 T2k ik
SRS TR PR X 52 38, 2 E OG0 LU B i — P T el 7 o
50MHz~6GHz I TE 215 5 /0BT “Hhas”, T4k BEA ] CA AR TR G4 K AERIH 2.4GHz (M4 M
RIEATHRAR R “ToLk” . AFAVENRZ, HRihi) SDR B&HEs) | L&k &M kR, %«
AF IR B B e 4 £ A 5 52 4 TSR 5 0 B R 2 Pl 2 A S, 15 kIR H 8 T
B TR FH g DRI o

JIRJLARARA A, T EARDRRN . AR A, s S BECEZ A B R IR
BRI, CASGEm . s B E AT A, (EL N AT A X i ok T TS
ERE LA . TSP — B, RAOVAA SN EE, TREFNSGEFR, AREMmA
R RAR, IROTMA =R EmMZ 4. BERZERIAN 6 i FRIFELCE 2% L
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4, (HEEF AL CPU IS LRSI 43650 ) = A4 anfr 486 KR th A H 3k . A&
GPS MG B X ML fs S B T — 8¢, HEIR GPS MAFERNEA AR, HES
Ho — A aE A AT BUR) A — e B 0 B A I A 50U 5 B R AT R A gk
th 1 A 5.

LB EARTHEBERKRZEHEE, SMEE. k&, HTAHKKFESREEEZH
AW E RIS T & BETR, EEHBEELEZERAER ZeRREER
—%,



% 2 =
RFID B8N LZEHR

E M —Bfla A, B 4k %A RFID AEESA R B RORB N FmE . #
KRR ACH . AR RS DBl DOE I LGB (S T AORTFI N A7, (2
PR RFID bREAFR AL, AREahC8 RE R RN BA —2 MEFae)). KAk =CE i &4
AL T BRI IV 77 KPR AT 5 ok 9 0 A 1 e L

RZ KVEE RG> A AR R R AR — B S NMAE A AE Iz s R4, )
B A IASE RGN Oyster K. ALt ACHIEk R, RAM#EE AR . BRZEKC
SR AR R RS AR IR, s AR R R CRHLY . FE )
WA AR A4 e R AT HE AR 1 T B

i35 LA RZF AR GE &, X RIRADN, Ahae. AAERADN THREREIEIANE, JE
bb, TERASRME 225 A RKOARE. —FRHAERZ. MAan Rk Mifare.
Mifare J& NXP % S04 7 (R B A CRIE LS 41— AR B AE RIOZR, Hal
AN RIS AT JUR 6B 8 65 Ultralight,. Classic. DESFire Il SmartMX, ‘& A4116 ]
BARH T2 . NXP B2 AF K Mifare R5IKL HHE T AR 80% MR At K17,
Mifare Classic 258! )% fE < 12181 ISO/IEC 14443 Type A #5#fE, @k Ry {E Crypto-1 I
7 B T AR AR DA R BE In 5 11 2 AR L X A& 7 R NXP - 3R A Rl R B9 L F),
I H B A T RERE.

2.1 Mifare Classic 258 E&IT

Mifare Classic ¥ fE— A Hfh, Bl Mifare Classic 1K fil 4K. XHITETF, 1K KA 1KB K
/W) EEPROM WNAF, 43R 4 RS X, AN X AL 16 NXHE, —ANXHR/AN 16 775 (Byte)s



2% RFID BEEEWRLHR 7

ifii 4K R34t 7 4KB A/ME) EEPROM A, 0N 4 N EIIXK, BNEXEE 32 MK, £648
16 MEIX, FAEXAE 8 AN, JLit 256 X B, HAXHREANFERER 16 Fi. 4K
K15 X HEFE B 2-1 s

Oxtf  KeyA, Access Conditions, U, Key B ~L

Sektor 0x27

16 blocks, 256 bytes ,
0x10 Data Block J

Sector Trailer

0x07 Key A, Access Conditions, U, Key B *
0x06 Data Block Sektor 0x01 -
0x05 Data Block - 4 blocks; 64 bytes '
0x04 Data Block
0x03 KeyA, Access Conditions, U, Key B -
0x02._ DataBlock Sektor 0x00
0x01 Data Bloc 4 blocks, 64 bytes

0x00  UID; BCC, Manufactor Dat
[E2-1 4K Mifare Classic i) 55 [X HE #1151

Mifare Classic & R RIH —MXIREE T — MU —E MR F5S (UID), & LR
WM A RTAR, I HIXAXREEM S ER WS HE, Tk —kEgs. §4
Fi X G — N X B, TR Vi) Key FOUG 380 260, IXANXBRIEATE 6 Yl P 8. %
FAAEN RO E— B KT A RE 2T, SESEXNMEX K GRIERTE. Fit, #%
A BER X MR ERM T — MR X, XA RS T R AU 2 D7 1] Key (Key A
il Key B). vy 1R i) 26 (R R RE A7 A AEIX AN XER R, PRSE T3 R 280X AN i X BE BT H A 26 A0y
P78 A o -

XX S TR Key, B Key A £l Key B. Key A KIZE TCIE#AMHB IR, {HE Key
B ] LA Ac B A AT 8 AN A S AS A A EEHL . 24 Key B #EAC B N AT #E T, R Key A
ST H A, Key B # RAITAAERIE. FN, &8 - MEROFT U, AEEA R
5, ZAFITRALEWE 2-1 .

2.2 Mifare Classic B8 LD

FATAT ] Mifare Classic & fE <RI BIINE 77202 Crypto-1 N 5k, tona 5k 4k
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F HITAG RFID £ 4t 1 (1) HITAG2 B3 1 R H R T3 925 %2 (Chaos Computer Club,
CCC)J Nohl fi1 Plotz W 7 42 4= 1F 5t A\ 5 6 Mifare Classic % fig 1 i#E47T 7 04F b A0 6 404 A,
I HAEFE T — RV %4 ) .

£ CCC L34t Mifare Classic ) figF 478 [\ 04 THEZ A0, b X TIXFh B e R AT
Rt fge s LI Tk SR TR B I R 0 95 260t . TR A BRI RO T AR R A
Fir LA A8k 77 2O 0 R A B i TAERE T I Bt B TR R A RA IR, PR TIERE
JEER R A T i 2R AR it 11 EEPROM 5 A¥E L& THAER Z S [E], FrbA-RIFASAE
HEAN b 5 s HEE AT B AR 2 2k .

SR 5 AR ) 250 ek 7 3SR A B 1] R R ). — 0K Key 22 KM 2 Sms, ZE0T 48 {71
Key BEAT 20201, W 55000 F4 RERBIERHAIAA Key. I RITRENITRMENH
BLERBEAT 75 B BGE IR R A W RERY, (B M T RINEMBAERE R RER, BB ETHhE
Eﬁ&*ﬁﬁﬁ%ﬁ%ﬁﬂ,ﬁﬁﬁﬁﬁm%ﬁﬁo

etz A, b At A e Sk AT 1 )5 R i =, et GSM S B A9 A1/A2 B
A R ) b B ) HITAG2 f KeeLoq 5%, {HRIX SR HAR R M REHK, i
ELE . Xt Mifare 55, i R EREM s il #A SAFhBh.

Mifare &5 0 T2 20 LN FORUHUR — B &E, ERELEMNH, —BRAMAN
HxH IR 7 2Ok AT RS FIAHESL, (HJ2 Mifare KA MIINEH YA 48 £, 1ROEHTHNA 1A
/Z\ ﬁ‘?z&o A

BJGHAE COC e s HRTMAERE . Mifare & B AR Key HEATRIN . #2HEHT
50 71 Henryk Plotz [ 15, X4 Mifare Classic & e K ARAZ SR EIFAZ—.

255 U LB T B AT REPERIPLER 5T, WEFEN R R NBEAFIE AT

ZZiRHDHHE#ﬁﬂﬁﬁ

RFID 5} 5 RFID & ERAFN, RFID &HFEE 7T — MR/ RFID 855, XA
Fril— B RER R RM 3, BRI —KE AR AR R . Bk, BFRA GG R
F O RFID &5 5 FH T A0, MMyERE S RFID & 5 . RFID &5 AK/MA ImmX Ilmm, % T
Mifare Classic R, EHE—NNMMISHEET 7 ZHEER. AT X SERRE, #R
A GIESE T —MAE € 1000 BB SBARHLA R0MEE, XN B R0BEAT LUK FAS8 3 1 i 1] B #E ik
PSR, HEHAT T B0
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RS A S AT DAVE S IR L, (E R [ A T L REE B 15 — R R, K
A 1 H B AR BRI DL 5 — 2 AR FE R 20 2078 3], (EUR 5 08 ASRE P A HEDI i S BRoR e -
FirEL, 58— R BORH A a2 . b S o R A AL h 2 7 . HE TR
ATRERBETF A A, CCC el % FLEER AT THUMAT B 52k, T 4T BS BRI, WA LR
F T H6 LA 0.04pm FORPARBEST T B5 T1E.

EATERR R, AT RERE - ZHREvEss, LT E g 2RI BEHTERH
RERHLES, DAR FAth— 20345 7, DRUHGES i AR Bk M A b4, 8 K/ Tmm X Tmm,
T Z AR R BE R A L um, GETHRAE 40 R ME . CCC S258 = 1085 Fv Jol Bl 30T 44 o5 38 2 ) 1L
JZHEAT LA fEATBE . CCC SER AL Tt [ RLAP MR ], —ILEESR 1 10 Bt RFID i )7, BR#
TR 7 2 e BR AR 4= E T BE oK T B Gl VR R '

(EVEAIIEE 7 RFID SR N ARG 2 J5, 45T ORBE /5 ZEX00E (0 v g S A AT VR4 73 M

7o ERHOE R B, R4 10000 > 70 R0 AREE 2. D9 1 g ToE, HFFEA N

FRIFR 7 —UAE “degate” £ Matlab JAIAS, HI Xt i Gl S n 10 1 i BBk B R AT ] L Bt 1F

. WAKRHEERZ G, SERA EARREEER 7R RA T et & 2-2 BERH
TR AT AR R “degate” MIAALEEZ 5 IR I xfEL.

ﬁh@‘@ﬂg@@}

o]

{r_r:ﬁ'ﬁ 3|

G0 =000

@Eﬁ"’&ﬂﬂl“ﬂ -

[£2-2  “degate”™ RHIASALBE T (17 ik AT L

A 7 adbRiR MRS 208, TN ST Rt (A fT A DE BRI AT A
Torhre B—ZHERAEE 100 1771 100 FIRERZ S, RAERL T, BrCARAEx B
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Fr -7 RGN 2R S M o PRIE CCC S50 2 R AR 78 5 /s 7 N B i v i b, s i e K
29 R ER R 10%, KRBk T TAER . Saniont SAE H (0 b FAR A R T 6 0 45 38 4 e,
BRAEL T BRI B, A — B ekl (XOR) FIHLF RS (flip-flop) #h4x7E b %
BB KR H . SRS AN BB 7 R L R TR, A SR XA X
B T s S T REMEIR K . MRYE Mifare Classic B RER18 FH 1 48 AL B4, AR I 48
ANFEREAE— BRSBTS, S R R AR T B U P — Bl L 8 A O B

INEEREHRZT 1000 A1 HLEE AN 1500 AN B2 5T 1o 1 1 AV JEC 2 1] HH i 5 4B e 1) e i 1
WFFEN 2B R R i B EFRIRIL, T 45 ) H b0 3 R A S B P o a AN i R | i Y RE IR ]
Fe A B s = AN R, R RN

?@?ipﬁﬁr—ﬂﬁﬂﬂﬁ, ﬁﬁ’ﬁ)\ﬁfﬂ]ﬂiﬁm 2|4 T Mifare Classic & f8 FHn# s, A
AN RAE B — P k.

2,22 RFID &/ MEEEMET

{E41 %4 Mifare Classic & ft - I 08 S5 2 4, BATTRIBH (& Bk A M F4 . Bl
—/N B R U A, Mifare Classic IN% BERI AR A ? 7 HFF0H I Sk 004 A F14)
A& AF, CCC SRS I LA BRI OpenPCD 23R &% HEAT 1. Z JiT AR OpenPCD,

R RN IFURIEE R A%, BF 70N 52T DAVE A0 2 B A oK 15 4G 50 -

AR IRATRHPTEERI 8, FASIHERIIE A AT N . Kk, K7k
INEFIEMWIAE &, RN AR RE T BRI, 25, WEHBMH TR, K
ML fE R T IRERGS TR, 2t NI 2R, WFFCN B RBLRE £ 19 UID Rk 2 £ =) i
T IME LR . 288, X1 CCC i = ki, XIFARMAERRIM, FALER L
Tt T Mifare Classic B A8 3CRE o S0 8 BE I AOBE A0 1 200, BT FEN D349 S in 2 57k
R AR AR A — A, (B2 UID XORIBG IR — R A, I UID L3R FI56E %8 L)
HATE NERAE i, HTFN RN, UID MRIES LR 807 sV A TE 2, ARG IE e
W B IAMA TR DN T IRIEX 55, AR UID FUIGHIE 2% 5 M58 — L &Rk AT T 00 /e, X
AU SR % 1 4 B 4 YR UID FEHIE S A R e &, I 4 st 2153 30 RIAE IEH 3G TE 4SS
Wo WA GABANET B G, KIS fa M UE R RESE 1 S0 b d il (e B, 1% 1 B
TR DA AR

! http://proxmark.nl/ﬁles/Documcﬁts/ 13.56%20MHz%20-%20MIFARE%20Classic/The MIFARE Hack.pdf
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fEXF Mifare Classic 2 fE R LG LA PR F, CCC L4 = I Fi N it R I F %
T — N AR AL /788 (Linear Feedback Shift Register, LFSR) i3I BENLECR 4
2 (PRNG).

LR R BT 4758 (LFSR) RRAG4AE AT —IRASHIMI, K% th 12 e o0 P FAE 4 A
FIRfr Ay frdt . MEAHFFRNPIGEMIE “Fir7, EARYERBB AL 74 e T RFE R,
T A £ 3 A7 s BT AR B 0 U e 4 DR T A A7 A 4 B Z T RPRS . T H, i TS ARk
SRAMWE, U ERAEESE—DERKEL.

fE—AMBEENAN RFID 450 5] LESR (i BAAE T, 254 At S8 SR pt e, X
SLEMRAE, BRI NS RSMER T SCE R Ly, MR RS MR LFSR #i%
EFAIAN, FFEFES ER—FERBENLE . CCC LR %N TIEHXANEISH ' — Lk, #
i FHEAE RS L REERERS. BUAERI, MRS EBBE R LR SR
)R LFARIE, F HAE 27 Re2ilep, A 12 OB RERA 1 AR R BE ML A .

WALt Gans S8R, AT BAMEIR/NE =4 60 TANBENLE, HP BN MIEE L ESR
T4k, iR, SAMEYIEENSTE 0.618s JEER —IK. FTLL, Xt Mifare Classic £ fg <1 —
Py R8G5 0 A O, o 3T Al i AT RO I B RRE, BANSERSHE T ik

CCC S56 % 2221 (i hn %5 2 4 v o 1 SR B PR 1] 2-3 o, Crypto-1 HEAE T 1Mk
P R ARBAL 2747 2% (LFSR) Al—/Nik € i 3 fx)

Challenge Response Keystream
A l 4

N

™

[ Jfix) ]
— )
48-bit LFSR
PRNG uib

[¥2-3  Mifare ClassicH 28 51318 45 g 14 [ 2 1A

ERERMNI Y, RO R E RIS ETIR. 85, ARENLECR A28 E 32
fr — BT, S EEERK UID #1778k ME, BRINSIREBAIHTE Bl T ORI AL 17



12 REBREYFHXIEH

a7 B BEHLEES R FIRE T AR A0 R 22 (] A Bk - AL oh . RIS
TFUREFEAER, BT B AN S AR PR AT 7 BN . AL 35 17 85 A 5 U T A7t K
ffi, BEE T IFREEMRITURES (CRC).

TEE A R, 48 AL E B IR B AL 748, RIS H UID 1 PRNG 55k
R (UID BAEEERIIARIRSF, PRNG FoRhFEHLEUR 282 A IMBEHLED J2 PRNG -
A B BEATLE R B A K BITER AT, A A Pkd-ve SEALE] b (3 — DBk, 3R A8 B JS 0k e S IE I
ERAA BRI Keyo 7E—Seftxii REEMIGE D, B & A HE S RBHITZH, T
DAH AW B, A TRk “BEMLEL” Sebr bR ZIEE R, TuE F s A i BE AL A

| |
VAOK | BUAC) 1.0 L0 L&
LIy Tfrr ryfer rrer jifit

48-bit LFSR

E2-4 3 i R ) 48 B

EREAI BRI, SLIERE ) #S A LSFR Hf) 20 A7 501 B9 1 47, R Ax)
SEhr B 3 AR BN 6 ANLpA R (LE 2-4), XERELR R G s
(Statistically Biased) —— ISR —EHRFFE R —MRIA, Wb R (1 80) MEIFA =Y
I (50%). EHEARBAT I IERETE IS B, BOLBIEE T LT T

2.2.3 Mifare Classic A 58k fg i 12 G

2007 FEAERIEAMEET 2R 24 Ji BB %5 K 2> Chaos Communications Congress |, A B Az
FE B THATEMERIR ST o — AR E ) %3 Henryk Plotz, 75— 303 Jé I K5 7E
£ 18 -+ Karsten Nohl, tifi 18 S58%, X Mifare Classic &5 5 BEAT 1 il 22 3] S0 1) 3% 2 707
SRIG 4 LA RFID B2 4%, 1337 Mifare Classic {0 B Z AL B, M 208 HiES iRl 54~
WG, AREEEEERI ST B A A .

AT X BB [ TR B T AR, IR TRIAE 1 e A AR . 38 R okl BER B ok
BRI AL B ARy, A4 AR B CIRERBER S BT 7 EY, ER R A TR T 1%
AR TIRE . S0 —B/EEHIEZIE, MATRI T Mifare Classic &/ I35 TR 2R,
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HehZ —ik RMATERE T —4 16 SIBENEUR A 3300 B, RERERRENS (E A b T T~ — N BEAL
o

2008 & 2 H, ?ﬁéﬂﬁ?ﬁﬁﬂ%ﬁ#&%ﬁ%%iﬁﬁ?@ﬁj, 5 H %€ T Karsten Nohl £l
Henryk Plotz (&L, {HEIN Sl TFIGEERA KK, Mifare £ REEPERERLZEN. 1]
filr i B BT AE B (OB E A2 9000 £ 6, FH3RI BN . ;

Karsten Nohl &_E X k% [ — & %A Cryptanalysis of Crypto-1 [f13C%, AJF T Mifare Classic
N 587 Crypto-1 B, $ER&—A 48 AL RBAS AL A7 (7 A b b LAt R BOL e B 1T
A RBOL RSN A T 3 MARIFI RO R, ARG G ARETERSE s, X LSS s
Z T EAR R BENUECR A SR, ERERE T R ) B R AR ROE U A PR S, R RENE A
REHDH 32 frRH 4. HdE 12 MR OB ELRSAA S O LT HE, H4 36
FYIEABAR ), HEH > FPGA % & 21E 30s i, HMEfEH %M PC At JLo e,

ASit, Karsten Nohl Fr A A {5 Sk 2 A A A (REIRG, A AR 1 GETrid, (BRARA
TORATT; Xt Crypto-1 [ /4 ZABRFA R BE A BN M. B0, JFRAHE T 48 AL R 5
BALAF A 4200 20 Mk i) BARGI &, A iER 3 A oR BOa4e 1T, SR AT Al B8
WA B TR AE S, FTCARANTMARGER 1 PC §b, Bk i siA B2 £ > . £k, Mifare
Classic ()5 — 2 20iE BA £ A ARTTRTR T .

TJ&, far2 Radboud KZFiHH 5 BRI AL AN GITUG R . J & 1K A5 Bi 1)
Gerhard de Koning Gans 5§ AZH AR — /NN A AT T AR5 (X Mifare Classic (1)—Ff#5 A
M D), XX EWA T Mifare Classic F () P45 MM SR8 m 1@ E i, 2
T e B IRRAKBUE 77, BN RHFES PRI EF S “ i TR E
BAFE—DEPA, RATRENSILIE B Crypto-1 7 5 & HS BE= AE MELAS IR BRATIRIFH 970 2 A ) 42
JEME LR LR X P AT B . IR H, R EnE R AR X AN, AT
AR MK . BefE, WVFRETlEE 2 MR, PlinEsar -

ME A B, XANAR TAERRAMIE, A8 A BRER — A R HX
HSCARSCA], BRORRER] 7 RM S REA it 7 F ERF SR EER . “EXMIGhT,
HANAFTERIE Crypto-1 5%k, R EMIEE R —MEMINFERRELSR " 55h, fbf1iE
AT ORI FH 0 DA S ) B (K AR TR Proxmark I1, & REGEBELG K ulis ko 5
X7, MiRJLE R . W T8, AMERTCERBOF S KRR, i BLASE R )
AT, BRAZERG A AR



14 KERBERLLFHXIBH

WA NIRRT ERR A “ HRSGE ", BOMRET SRy 5 R 2 BEE S, )51
[l S 05 T N A RSN TP EN SN R

ik, KEZHBRESEMNEHOHNERSRE, FABZADMBABA EARGE B4 % ek
— ik Mifare .

fif 22 Radboud K HIXAN N FFBA 1 AT TAE, Refudémm 7 AL, dntk rdes. i
I F— 5 0% (PRfE Mifare Classic) 24T [0 A AT T Crypto-1 )5 L1 B0 H o

TR £ AT T Mifare Classic R[22 2HLH], BLEFAUER L. XFRINE A
IEHUE, AR I 7 AAE T R b iR J LA 22 4, R IZ LSRR 1T S P R A
i, XPFIGE AR AT DA D SR A ARG P, b — B R R S R AT
KRB IRAIE 24K, B 1so “RIHFI 7575, Sodi i nl AUV 2R 5 1R 48 2 (8] 18 15
WA KIS, RS TR X E EE. XA E T Lok 5k, s RN E
KR B 2 HT PR

iXW@ﬂﬂf)ﬂBﬁIﬁl‘%T Proxmark [IT4b, X 223K T 5 A B4 {0 Zh B8 AH 24 1 — 2k iy £
GHOST i EHas, XA B &G 40 Kkot, L Proxmark HIXAK T — P EEK.

55 Karsten Nohl #l Henryk Plotz IS0 AN, faf 2RV E AN T2 T A 4075, £L45 Mifare
Classic &5 7 RISEZZ B AAT B St Ba B

Z ik, fif % Radboud KEFMIBF T H I AN 1 3 P 5. SR, ARGIIFEATIE T
5, 25 NKRFE T XLE Wirelessly Pickpocketing a Mifare Classic Card (7] LR “ T GIHL M1
%,’)0 - '

fE (FLGW M1 R —3¢d, BFARFEY T M1 ARAERSOE AT B ALAT TR AR
ANJTHI U s R BRI, o T Ll T RO i TR S 5k M1 Rz ] s {5 4
PR R] AR DI BAR % RO S 8, I e i gk

R, 5UERATTIEM —MERT M1 R B BGE TR 2R AR A, KK 4 FL
T REABEFE A LM R T ERT A0 3 FEET 2 JSLH R H
RYGhi R A%, EBGEN EAICE SHIGE R 2 B GO B R,
fEFH LARG A i, SRR BGEAL S AR, IR — MU 5 A ST b a3 st Bk (i
WORTSAK . XA RAPNE BN, OB 0 # B 22 BB B MR T WA R
b, XLt N ARG AS S A KT o T B ERUNE 1 AR BASKIR A SR
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FIKECEE L, WARERETH 4. MBERE 4, Sschyssiel i, ook
FXGHESEH . R E

2.3 Mifare Classic Z58EFIRARSER

5 WY Mifare Classic & HE RO EHI0MFAE, X B9S2 A Proxmark TN
Chameleon-Mini fid & 1772, SLHUHE e HORE LA L 2 R 5 .

2.3.1 Proxmark Il &%

Proxmark [11/&—# & #]H Jonathan Westhues & (I IEAELE = i, FH T 530 ORLUA]D | 32
. Bl M RFID @50 K. BISHS, S8 & atR— A T-0 R/ RFID 2%% %
(e iDL ~

Proxmark [11JL-F 7] A4 (~125kHz. 134kHz) 5%& @40 (~13.56MHz) T {E T $ 15,
ATLMERE R, SR8, LR — M R8EAIER RFID BEERZRMBEANE. H
ik, AP RILL#EE Proxmark [I{RAFMEWr BIFBGEES, ST, SFEEME
HE KRGS, Mkl —5%k RFID #atF.

0 2-5 Ao 42 Proxmark TTTARARUT E .

[€]2-5  Proxmark [IT#E#zIT

H, AMIEGS ) (IC) & —H FPGA, i TFEAMEIZ—F ARM7, ARM7 T4
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FT1E Flash HPAAEIACHS, FF H T LLEE USB SRkl S oy 35 i[5 RS IS . USB 34 Sk A7 T8 9
A bR, T NI A A T e R Ak ) I i

G SRAR NS L ARAIAR 7 S AT B Mk, IS Al N S R, —ME R
—ANEARH M EH .

P 2-6 e — @R i, @it —2% USB 45 Proxmark I3 HUERFE —iE.

Fl2-6  LiProxmark [IIACE M@ SEE R

b 2-7 Fir s —ARIIURZAR,  SLAER 7 30 Mt R R A .

[®2-7  EProxmark ITIHC%E FIME ML F K2k

Proxmark [I[/2 — MUY LA &, HOL A B R0 44t 5T Um0 AN W st gk 47 7+ R BB 24
MBEEFATHAE A K Proxmark [ EAEA T FE M, WWTLLZ] hitps:/github.com/Proxmark/
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proxmark3 T # T A [ GRS o (RIS AR 2 R IIX fE — AR IR BRI RS AL X, JLF4F
AR AT FT AR AR AT AR T 56 %

N TAE A CREH A B R E, BGEE X Proxmark TIEEAT 75 7 i AR A4 [ 14 1)
SR TAE. FindRA1LCKE Proxmark ITTA libusb iz A T+ 4% %] USB CDC A MBI T e S

T o

‘

2.3.2 Proxmark lll El4%=E E{ER

ERES 2R, A i EiE s, KN Proxmark I E 77 BHALE 1630 A ZHT, —E XA
[¥) USB BK#NA libusb #i:X, 7E r630 X UG HIRRA T, B J75%H T USB CDC #iz. 7F r629 2
AR, R B R S RS TR E TS, B4R AERA USB CDC
i, FEX T r629 K& LARTAIRR A, I #E4T bootrom H"JE%’?.,.

K i /283t JTAG 82 04§ FH J-Link %f Proxmark [T134T bootrom A% [l 44 94 E .
it J-Link 585 Bl B BT FLANR &

) J-Link V8 BECELM
2 Proxmark [II
) USB Mini-B £

1. BYHF

342042, Proxmark IIKE /7 Wiki*JEH VE4, MREMHLETEH 4 HE, F
Wiki HEAT IR 2T LR B R E AR,

{E [ f*éﬁi%ﬁ@ﬁ@!ﬂ , BRATE S EF| Proxmark [11H GitHub 5 77 b >4 Sl (6 Y AL hL va b
F| A . SRJ57E Proxmark [1I[¥] Google Project I &bt &% [ fF 4R K Hif, iX BAKEES

%N ProxSpace-130613.7z, J HAK#i 0 F1$27R A ProxSpace for the new USB CDC interface, Ul
& 2-8 fiiR.

X 1 7 ProxSpace for the new USB CDC interface Featured

[¥2-8  Proxmark ITI%w #4360 Prox Spacedfg 7~

2 https://github.com/Proxmark/proxmark3/wiki/Windows
* https://github.com/Proxmark/proxmark3

* hitp://code.google.com/p/proxmark3/downloads/list
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filé 5 4i ProxSpace-130613.7z ¥| C:\Proxmark\ProxSpace, ¥ M GitHub | vaf# R sl
RStk Ear &N pm3, &l H % ProxSpace X% T+ 3CfF % pm3, %4
C:\Proxmark\ProxSpace\runme.bat, #{ “set MYPATH=%~dp0” & “set MYPATH=C:\Proxmark
ProxSpace\”, #tJi {7 Al fit/E “msys/msys.bat”, T EKK “msys\msys.bat”. Al runme.bat,
SC RS D SR AT £ 28 RER AT A 38, e IEH I GNU 20 B 11, Wil 2-9 fios.

O wIwcwa2: "~

Uy e

E2-9 GNUZ G E 1
BEIE, WS R HIREHE B, 3T “make clean && make all” BV a] 347 (8 444w 13 11}
2. RS

EEH R ER, T#HIFL3EIF J-Link ARM, # PC. J-Link. Proxmark [11ifiid)ee s 28 4%
$EfE—#2, $TF J-Flash ARM $fF, #RJ5E$E “Options” — “Project settings”, 1l léq 2-10 fli 7.

Projed settings...
Global settings...

Connection USB [Device 0]
Target interface  JTAG

11 ITAR amnnd ELU-

E2-10 J-Link ARM -1

JEPRIT Proxmark TR 340, UIHREI“CPU” F, “Device” i%4% “ Atmel AT91SAM7S256 7,
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“Clock speed” %+ “Auto detection”, HAWRHEKIN, BEHERSF, WHE 2-11 Fror.

General | Target Interface CFU Illuh l Production'

[V Check core D
D [FFOFOFOF

(=3

Addk[200000  [64KB v

E2-11 THEZHEE

i 2-12 s, #E4F “Target” — “Connect” EFEH &, ERFERINNT Proxmark TITER 111
4 MR S ER R, WA 2-13 FiR.

&2-12 % EProxmark [1[

XA FULLLL
P L

2-13  Proxmark I1IH_E 4R 728 KT 453 e
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EESERG, TTLLERE “Target” — “Erase chip” ¥ 546 58 B2 bR 115
AR BE S IS, J%4E“File” — “ Open data file”, 17 C:\Proxmark\ProxSpace\pm3\bootrom\

obj\bootrom.s19, %1 2-14 fix.

m Edit View Target Options Window Help
Ctrl+O

Open data file...

Merge data file...
CerlaS

Save data file

Save data file as.
Bl2-14 L4 LT bootrom

Hihkes, HFE “Target” — “Auto”, 5 IhMTE, Z:4 J-Link HHNE R, SR50HH
BEPE, JXRHCS T Proxmark IIA R DS, Wl 2-15 fa, BIJy COM4.

"o@Es
4 "7 &0 (COM ¥3LPT)
T Intel(R) Active Management Technology - SOL (COM3)
T3 Proxmark3 (COM4)
R
L o
—as
U5 AREGASE

|
B B pesee TR

1&2-15  #4k Proxmark [T f 35 15

f17F CMD % 1, $iT54 “cd C:\Proxmark\ProxSpace\pm3\client .

© W) Proxmark 11, #%4EA1~ EIA%8E, ER: Proxmark [, ZF3|#E . Z0{8 LED [ANf A
I EVA %Tk%é 7E CMD % Hfgi N\ “flasher COM4 -b ..\bootrom\obj\bootrom.elf* ”, 1.2 & Wi %
P, XEEPEEME, 4 COM EHEEE, IR i hsibR Proxmark IR R 2,

A7 L%, 4 Proxmark 111, %5338 5., 405 LED [A]i SEASi #AJF f48, 7 CMD
@ b A “flasher COM4 -b .\armsrc\obj\osimage.elf”, FIh 2 & Wit .

B 4 (R IR 52 B2 5 Proxmark ITIEkELZF+ 44 %] USB CDC KA i 1 T .

2.3.3 Proxmark lll &A%
Proxmark [II7EIE® TAERS, AN 3iks 5 dr 24640 % Proxmark IREFF, fE{F(E
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HZlG, BizHERREIER it RoRG AP . ka0, Proxmark MIECER R i eI
AHATEMZESEAT N, RATHEREEE TR . BTUFE Proxmark [T A I 5 o 8247 B0
— P EERMT R, EhEERER, E@Fﬁﬁ?“amc”ﬁi%ﬁﬁ@$&ﬁ@x.ﬂ
fied % T AR A e B R A -

B4, Proxmark TII% /R PRI, FTLACEIEH (B, HrE S 280 £ AR
AR R E P AL . WURRE T BATHR RS R, A% R B AT A R E R E
ey, EAEEAEE,

%t1 USB CDC A [E, Aiki Proxmark TH2 304 /) runme.bat, 7£H I GNU 2%
s 1, N “./client/proxmark3.exe comX”, &) X By Proxmark IT14% EIT-F%?&EEF‘XT
RIS, @ RIITZIE, BEBERIW T A AR

proxmark3>

-EUEERT, N “hw version” BRI A 4T B - AORRAC . U SRR PHRR AR T 1798, 3
ARLZ A BT I R R -

db# Prox/RFID mark3 RFID instrument

db# bootrom: svn 486-suspect 2011-07518'12:4§:52

db# os: svn 486-suspect 2011-07-18 12:48:57 B
db# FPGA image built on 2009/12/ 8 at 8: 3:54 ‘ ¥

G R A RRATE T 1798, T 20k A A H 7 %2 T IX KA K

db# Prox/RFID mark3 RFID instrument

db# bootrom: svn.698 2013-04-17 10:19:38

db# os: svn 0 2014-03-21 08:15:55

db# FPGA image built on 2014/02/25 at 07:43:59
uC: AT91SAM7S256 Rev B

Embedded Processor: ARM7TDMI

Nonvolatile Program Memory Size: 256K bytes
Second Nonvolatile Program Memory Size: None
Internal SRAM Size: 64K bytes

Architecture Identifier: AT91SAM7Sxx Series
Nonvolatile Program Memory Type: Embedded Flash Memory

O RLRIEPEE Proxmark [T AR, W& 2-16 .
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' [E2-16 4K 28 % Proxmark 11 4]

SRJG7E Proxmark 11175 /7 45 ) CMD & I H 4N “hw tune”, B A] 90/ 26 100 TR,
BAER T, BT Fimf% .

db# Measuring antenna characteristics, please wait.
LF antenna: 33.17 V @ 125.00 kHz

LF antenna: 41.89 V @ 134.00 kHz

LF optimal: 41.76 V @ 127.66 kHz

HF antenna: 7.28 V @ 13.56:MHz

EIT XA, BATT LA Proxmark [IHEHTEAKHERE]. - EaSEE. &
R '

{HJ2 Proxmark IIHIIhREARD, XWMNKIMSMBHMES, N T HERE WEH, A
AFF% H Windows ¥ & T GUI BRAZ '3, 444 Proxmark Client, A K¥#&/> 7 Proxmark 11
wPum A E AR, SmwmE 2-17 B
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(03 Prowmark Client By £l Gaucho De La Livida Palude

T Boord TmeVew  COMPORT [OMS =

COMMAND TO SEND

Pu3

= HF (agh Fraguency)
150144434
144434 LIST

Test Bock Keys
DARKSIDE ATTACK
NESTED ATTACK
Oumg Mégre Casnc
Restore Ware Classc
Seift

& SIMULATOR

& Chirese Cargeatie UI0 Cards

Detngg Mode
MNeore Help

- 190148438
144036 DEMODURATE

PMIHF (High 0
Mifere Tag Type:

1«

ATTACK

Block Mambes -
0 - . o

¥ay to Test:
A

Yay Value (found with ‘DARESIOE ATTACK' or wizh ‘Test Block Keys'): :

Target Slock Numbexr (opticasl ~ lasve blank i€ unknown):
-

|
| Targes Kay (opticmal - leave biank if unknown):
.

Select where to copy keys iopsional - lesave blenk if cone’

| it balow buzton end waitl

|

TALLIE LIST
188438 READ |
184436 SEND FAW COMMANDS [
144438 SIMULATE
144436 SIMULATEGET
+ 144438 SNOOP
144238 TAGs
# ATMEL
& ST Mcrelectroncs ]
144438 Heo l
19015653
= ELECTRONIC IDENTIFICATION DOCUMENTS
LEGC

@ CLASS

Ture
Heo
LF faw Fregomncy)
+ DATA

#]2-17 Proxmark Client 5% [fi]

2.3.4 Proxmark [l &£liX Mifare Classic I

A i 247 hR Proxmark 117 P i #E4T — XK@ Mifare Classic & g £ 2220, %

454 T s Ak B Proxmark 111

R RE b Proxmark 11, EESEMRG, FEERREARTERLEYR, DAEER

EZL

£ Proxmark 1175/ 3 () iy 2 328 FF I SN W0 R i 4«

hw tune -

L

R R, WA Rl E, MELEHATCLE ], Proxmark TTIXRER L 24 5 H K
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CAERE, Wil 2-18 fis.

proxnarki> hu tune
dbHl Measuring antenna charac

13 U @ 125 .0

Uup

PE2-18 Proxmark [T1%F 57 A £k (1) 24 7 B R 22 T AR S

YA “hw tune” @42 )5, ATEAE RIS / RSURZ 290T M B HCRE,  BARARSI K 28
3 EREXT LA . TEP 2-18 FHERATATLAE B, MaT A FIEMRIIURZR, 1 i SR 26 1) i 1R
N 9.22V, REANHERRLEHNIETFERE. WMREEMFRER SMARL L, SMNEHESR
EHeECR AR R, Ak 2-19 Fias.

] 2-19 flt 7 & Bl 1HE—5k Mifare Classic R E B @AM KL FHAT “hw tune” 4 )5 (145
B, ATLAE BIER LRI HLE N 9.22V B46F 3.90V. 48R, BEZI I HEKARR THF TAEH %,
Proxmark [IJF#6 TAEZ G R IEA A TAERE, MR E K, IX 2 FE AR LA &40
FANERIRERA TIESBEE T,

FAT FEsR, B E—5K 125kHz A&, BXRIIT “hw tune” & (T REHL R
£, XIS EEIE 2-20 Fia i EIE & TERE.

LF antenna: @.88 U @ 2598 kHz

L5 % 1% I Y I 125.880 kHz
Aa.B8 L @ 134.90 kHz
¥.84 i 288 . A0 kH:

LF an #1323 0 @ } kH
LF op > A.BA L R ]

HF antenna: }.96 U
Your LF antenna is unu

.56 MH=z

Your HF antenna is maryinal.

B2-19  JBCE SR 2 A R LR 220 JR B F .25 R R HIE & TR
XFELPE 2-19 AP 2-20 AT LU 5y st AR KO AN ), T AR 2 ) ) H T AR A BE TR
PR G R BB E , XAANF AL T R5 — TR R R 2 s R AR R -
AT 247 ) Mifare Classic 1K -, - T
A TaT LLEIE AT “hf 14a reader” 4> A
RS RREARE, WA 2-21 Bk.

g4 84 b1 an

M 221 s BARATRT LA 51,

£2-2 : i Hi Mifare ssiciar s < (R4 5 B
B L -E[ATQATN 04.00, ATQA K2-21 Proxmark Ili:HMifare Classicia ¥l = i 5k 4<4
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04 00 B{E R, K4 &R T Mifare Classic 8{# /& CPU #A i T 19 Mifare Classic.
WEXTK FHIBYEZ G, BT LARA T @G BT T .

HAEZS]—5K Mifare Classic FZ /G, B GEMIHRAFHITEA Key £illl. Mifare
Classic R RFEN P EEEEHL, REFHERRMMEFHRIKIAEH, MKl
# YR L 2 ABAB/AABB M, BATIEZ #THEFIH Mifare Classic f—“MRil ¥ F], Mifare
Classic 7] Bt — A S H#E A H R 1 Key, FGIRITER 24660 T a8k
REFECHBINEN: ‘

‘hf mf chk * ?

M) " R X, “? 7 FoREM Proxmark TN EFIFTF Key 4T
R, &aam % i TR B H I Key. 8 GUI BASIR M S5 5 n P 2-22 fifr.

= M Otigh Fraquency)
=) ISO14440A
144434 LIST
144434 EEADER
144434 RAY COMRANDS
144434 COLLECT TIDs
144434 STRULATE
14443 SWOOT
= 144404 TAGs
= MIFARE (i ginal 5/Clones/Ch
= Classic Tags
Kead Block
¥rate Block
Bead Sector
Hucks

Test Block Keys

DARKSIDE ATTACK

NESTED ATTACK e

SCRIFT - Autematic msrms| |

Dump Bifere Clasmefl =
el Il

=]

a9 e A I ' O e - 14 i bon __
B

proxmarkd> he mf chi - 7

No key specified, trying default kegys

chx~dafault rayl 0] feefreeegees

chx defaulz key{ 1] 000000000000

chk default keyl 3] alalaledasas

chk default keyl 3] bOb1BIBIDALS

chi default keyl 4] sabbocddeefs

0l

chk deeult keyi 5] 4cdladicisicd
chk defsult keyl 6§ lad@iclesssa
cht default key! 7] 43274387437
chr sefault keyl B] TldcScie€es?
chk default key! %] E87eeEf33302
ShE default keyild! a0478cc3sds:
chi default keylil) §33cb§c?33LE
ch defsuls dey(ll] P£A0a4fI54ed
--sector: 0, bleck: 3, key Type:R, kay count:13 J
Tound valid key:[f2efeseeszee)

-=sector: 1, block: 7, key type:A, key count:13

--sector: 3, block: 11, key type:X, key count:13

Found valid key:[ffffssegeses)

--sector: 3, block: 15, key Type:A, key coune:13

Tound valid key;l£22888222828)

~-sector: 4, bleock: 18, key type:A, key counmc:-il

Found valid key: (fffeeeeeesey]
~~82eSTOX; block: 13, key Type:d,

F2-22  AEIRERN
M 2-22 PERATE R, BJE#RE] T — FFFFFFFF [f] Key, NA % Key.
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fEIX B 73T RT3, ERAEH — S PEAT

hf mf chk 0 A alala2a3adab

4B E AN 2-23 s, isOK 3 B % 8 a0ala2a3adas /& 0 [X ] Key A.

K2-23 4R

BRI —ANEHE, TR AR LSO R BT KA A X Keyo (HA2 a4
INEHFIRFEA K Key, BAR? BATSFHEHR A AN RH—— PRNG i, {f
H] Proxmark ITIA A X AN 7 EHAT 0T a4

hf mf Mifare

XA RRLE R BT [R) 22 UL, W R ik e ERUHIX AMRAE, e AEEA “Cul+C” 7,
ifij & FH} Proxmark ITI4AR b (&SRB #AE ; 75 W B2 B Proxmark T IEH LIERIILA,
HEEEFHEHR TG 7 AR NSRS R 2 G, 2 HBIAF R 45 8, —Fh 2 invalid key,
—Fp 2 valid key, RAEE _Fg RHEBE, 4 HE Key A2 EMR Key.

E2-24  #Flinvalid KeyffIProxmark TT1%5 4
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24 Proxmark III#E4T PRNG JHE &2 5, R4S B4 £ invalid key, B84 EidfFE /G
K Nt 8, SRJEAEH X MEHEST F— X PRNG I3 . g Rk 2-24 Fros, Bast

L)
TIAT U T i 2 REAT T — IR A

hf'mf mifare 4bllb6a2
ML —REHM Nt EZ G, BT E—kEE. 2T PRNG RIF B & LB R

), PRNG JRIAIGEMEE R fEo I Z K Nt 5 168, A HEERFXA LR, fURE

KHIERIA Key Bl 07 ARMAR . Wk 2-25 Fiamh2&—4 PRNG Jiti leah 4t B g 8 1) 1,

BIAHR T valid key.

[€2-25 PRNGY#RIh#ELE
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YBRATLRH SRS T — N IEHM Key 2 )5, #UaT AR IX S Key A 3RE 4= 30 X 5 1)
Key {H T« 7E Proxmark IIIH", XFh¥ai s X X FRA NESTED Kiili. LARATHEIRAG M Key A
a0ala2a3ada5 A, #ATW Find

hf mf nested 1 0 A alala2a3adabd

B al ¢ K347 NESTED B, Boikiah B2 1 & 2-26.

K|2-26 NESTEDMasHakA
IXEFIRATHR T Mifare Classic £ T X HLi9% 8, BI o] X R 3EAT158 0 50155 G 24 0k T

{EIX BIRATEX AT ES], S EER Proxmark Client ) IASEEf7— ANk 5 1 e 84k
$fE, B Automatic Mifare Crack Script #E17 H L8k, W& 2-27 fis.

T s :
T Zmpuod Tree¥iow  com roar [ - - COMIAND O SEHE
= WIFARE (Drigimale/Clones/Chinese) ;l]l PMIVHF (High Fracuency\ISO 1444 3AN 14443A. TAGS\MIFARE [OngirsieClonmes/Clinese N lassic
= Classie Tags
Resd Block This script uses:
Trite Block - dariside athack o find & Weyi
Easd S - thes nested attesk ¢o £ind Sther keys:

S Naedn ~ finally dumps entire mesicy and scaverss it in ceml |needed for simuletor) &
- o (€3len will be seved in cliant foldec)
Tzt Block Koy
c

LAVICY CRACK MIFAMY SCRIPT

& STRULATOR ize stop ssscution press balow bateon)
x STOF SCRIFT
se Che
| KT | 2l
|

ek

2-27 {4 H Automatic Mifare Crack Seript
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TERRIN R T A Key 2J5, {8 NESTED dif d EWEI DA Key HAEN
DUMPKEY.bin, #RJ5FIHATH A1 Key % Mifare Classic 1IN A S H .

2.3.5 Chameleon—Mini &4y

Chameleon-Mini X FRAF B 1y, 248 E A& 1 — 2 H T Mifare gﬁﬂf’fﬁwﬂ’ﬂﬁﬁ#f‘ttﬁh %
RS Mifare 2518 REK ) Dump WA S A2 J&G, Chameleon-Mini Bl o] 7638 B i3 g0, FHiZ
KHE R RS E B EHZEAT T, ML —k8 6

‘Chameleon-Mini 52477 (& i P 2-28 F1FE 2-29 ff 7.

[%2-28  Chameleon-Mini-f- 391 4= 924 4]
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[®2-29 Chameleon-Miniix #i i 4< 524 [

2.3.6 Chameleon—Mini El{44E5 & i A

# Chameleop-Mini f£ GitHub LM THREWEEAM 25, FATHEW T ILA &
Chameleon-Mini #47[E 455 T AE.
) Windows 7 £k x64 PC
O USB Mini-A &
) AVRISP mkIl

J Chameleon-Mini’

Chameleon-Mini & T AVR B ML —KBEH =5, BT E#TESEFHER Atmel
Studio FHAT[E-4miIFAEES, | AVR HIE M N4 Atmel Studio 6.2, %% 5E G 1.

. AVRISP mkIl. PC. Chameleon-Mini, JE& 6 &R B4 S 1 0 & xd v &
Chameleon-Mini [FJETH (BPICIE B eF ) — 1D, &R X wE 2-30 Aros.
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[42-30 Chameleon-Minil 5 i i35

{f Chameleon-Mini 4% %] AVRISP mkIl 2 5, # Chameleon-Mini 7445 b 4T e,
ify {# Chameleon-Mini A & AVRISP mkIl $£it 3 ANGAT & 8=de, Wk 2-31 Fiw.

F2-31 Chameleon-Minii& 4% IF 5

fik 7k #. i AVR Studio [f] “Tools” — “Device Programming”, “Tool” %+ “ AVRISP mkIl”,
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“Device” E#F “ATxmega32A4U”, “Interface” &3 “PDI1”, H.ifi “Apply” %5, W& 2-32
FT7 o

AVRISP mkII (0000B0026998) - Bevice Progressing T L 21|

Davice Interface Device signature Target Voltage

Tool
[amast et v] Atmesazem  ~ frr o] [Agsiy] = Bad| [ reut| 0

Interface settings

Tool information

Device information
Remories

Fuses

Lock bats

Production Signatures

Production file

[E2-32 AVRISP %5 i%$%

#EH “Memories”, % “Device” — “Erase Chip”, Hifi “Erase now” &8, HFREH A
T '

%k “Fuses”, KIKIAAN:

) FUSEBYTESI->0x00
J FUSEBYTES2->0xBE
2 FUSEBYTES4->0xFF
2 FUSEBYTESS5->0xE9

Hiii “Program” %4, $'5 AVR #. 4 HLA) Fuse f7, WK 2-33 Fox.
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e
Tosl »ﬁmvicg

IWRIS? mlIT " ATxmegadZadl

Interface settings

Tool information

Device inEormation

Memories

Fuses

Lock bats

Production Signatures #) TDLOCK
¥ BODACT

Production file (@) EESAVE
+) B2DL

[2-33  AVRISP Fusefiike’s

ik & “ Production file”, #£ “Program device from ELF produtioln file” #dv, &$
“ YourPath\ChameleonMini-master\Firmware\Chameleon-Mini\Chameleon-Mini.elf ” 3 {4, 7z ik
“Flash” fil “EEPROM”, ¥ “Program” %4, W1 2-34 iR,

P45 AVRISP mkll, % #1{fi{k Chameleon-Mini, iX 5 A] fE 2> Hi B A 15 A5 AH N DK 2 o 15 10
FIRE, SEORED, . % b on B B A (BT 5 SCIRIR) driver SO BIHT

FIHFE RS, X BLHEFE(# F XShell 5# SecureCRT, ‘B 7 HE#7 (4 12 Tera Term,
A AT LU B O a7 kI PR A X B 7 B 4%, 1T Chameleon-Mini 18 F 1) /& LUFA
B 10K, By DK LI B (S LR AT R B R A, MatEMA 74
4, A TE PC R LIRERIN, HAEET.

XU AT LA P 7 HE 47 (1) Tera Term $0fF, JEEBIR O )G, Ak “WHE” - “%Kig”
— AR, ARJE R E B AT RN A, (RN R S B R s Bl il
SecureCRT, E#EF|H 2 )5, Aik “HF” — “ZLHEO”, RIGE FHEMAEEHE DA
% Je B 4B AT
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Interface settings Frograz device

LF praducts
Tool informatien i !D Work Avg Chaszeleon-¥in: Chazeleon-Nini Chazeleon—Minz. elf _:J I
Device information ¥ Flash [ EEPRON IT Uses matures I7 Fuses [T
Memories = W ST
Fases ¥ Erase semorr bafors programsing — |
¥ Verifr prograzmsd content F"""‘__l ‘_X‘mfz‘_] |
Lock bits o

Production Signatures + Save to ELF production file —
[ Produ’cl;on }li; f | Foe I ;] __J
e S et | ovnin I = J
User Signature l j] -_] |

[ Plash [T EEFROM I User Sigmatures [ Puzes [ Lock bies

File Content
Flash: 18KB
Fissh. 148

EEFRCY

Kl2-34  BE#EERSE [

P 2-35 pi & Chameleon-Mini 1E F5{5 FH B £ 1122 Ho R AR

EO UD o " : USer memory i 15.dddd!052 — _;
ET 05 E7* User Memory | |B£4BE818ebeT
) E6 05 E6- User Memory 1] 54eBTe£1698

63 F9 B3 _ User Memory

R al— 10 - 8§ CRT
@8 seri com ecur el

w  XHE REE TEO Mm MO WES) IAL
o1 20 Qmmuéﬂa ;8}6 k& e;}~

¥ sernal— culﬂ b4 [

[101:0K WiTH TEXT
BT IMF_cLASSIC_4K

192fcceTE3dE

{d66dd3851dad l 2
WR11AAanRA -

ERERESE

45 2A

2B 17

81 F1

E2-35 1% 1l Chameleon-Miniff ) 5 1142 T # &
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2.3.7 Proxmark Il 5 Chameleon—Mini B2& 423 Mifare Classic

PUAEIRATA THAS “ KA BRXHT Mifare RHI1E 88, Hph—A 2 Proxmark III, Af
CAFFH & Al 205 0 % Mifare Classic # g, 3318 58 RIra XHE Y], M Dump R
W% 55— 2 Chameleon-Mini, ] LA AT Proxmark [l Dump tHi) RN ARSI RS
BHATRIAZ E, AT — 5K —#E —FEH Mifare Classic 8 HE . .

Chameleon-Mini #2&f#E f E4£ ) Mifare Dump SCHFRBINH —5k — 8 —F K 13MHz
Mifare bRifEFR I, FTLLH % Proxmark [TI3K 1 5% Dump Hi T2 & i 4 S0

Chameleon-Mini BL7E R 3 F#548 Mifare Classic1K +< 1 4K +, HRERAEF A bR BLAE
# T 1 Mifare Ultralight, ISO15693 GEN. 1SO14443A SNIFF, 1SO15693 SNIFF [ 1, %
TAEH BRI M L 2EP KM DIRE, BATE AR EX LT R SE A AR R i

% T RAT 5 A B ol ] Proxmark TR Chameleon-Mini #5410 i — 4% —FE£ ) Mifare
Classic 1K #fEF.

5 ¥s Proxmark [THERE R HHEHL, 47T Proxmark Client, #EZEEH L2 )G, 11 “PM3”
— “HF” — “ISO14443A" — “14443A Tags” — “MIFARA” — “Classic Tags” — “Hacks”
—“SCRIPT”—*“ Automatic Mifare Crack ", 1 L fif (1) < B HF K2k ., #.ili“ LAUNCH CRACK
MIFARE SCRIPT” #i¢4, %35 J5 . '

Dumped 64 blocks (1024 bytes) to file dumpdata.bin
Wrote a HTML dump to the file 7778863C.html
Wrote an emulator-dump to the file 7778863C.eml

i, R A2 2.4 Dump £ 7778863C.eml 17 .

fH/2 eml #RMBHE CHABEEELE Chameleon-Mini P {# [, FrLLE T4 #. 7T
Windows CMD % 1, $447 “cd C:\Proxmark\ProxSpace\pm3\client”, #RJ5 447 “pm3_eml2mfd.py
7778863C.eml 7778863C.mfd”, 1XFf, Chameleon-Mini % H]f) mdf ok O80T .

$TJF SecureCRT, #EEZEH 1, A “UPLOAD” 4, FTIF “4£4i” — “&i% Xmodem”,
R BIW A 4 i 7778863C.mfd A, fA Xk Th G MR #E Dump 9 F K B 5 AT
“CONFIG=MF CLASSIC IK” 8(# “CONFIG=MF _CLASSIC 4K" @74, XA
—5K Mifare Classic 1K +, FrLA#H A2 “CONFIG=MF_CLASSIC IK” fit%.

AT LAE “BUTTON” @A HEH ik, WE 2 G el DR ERL R UID {4, %
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ik, Ao/ ANsIE s UID {8, s BENLA- R UID {E Al BL.
2.3.8 RFID S3nIAph Ass

FIIX B, A5 RFID $ 89— K FHl—Mifare Classic & g B U RLE &5 — BUk
T s Mifare Classic % e K2 Bl fE KB A8 RGP R HER )2, BILAE 5% Mifare Classic
B ERXZERENZ G THEwEtdEEEX, IERMcE— iR RAMEZ Mifare
Classic 4K FHIfRR TR, WIRIFALEIR G mEd, W T7TERMAT. WhEEkE.

X A 7 2, A4 7E {8 B Mifare Classic 8 B8 R1EAM T ZH0E&, HRIH 5L
AT ZFrABRER 7y, RFEA NXP - F4 A 7 5 OHEH#H— A% T Mifare Classic 7 H
AT RN JE S R R R, BARG—HR A Mifare Classic g5, {H/2 Proxmark [I1
fsst IR L A AR Bt T UK AA SR AL 5 U R ) Mlifare Classic 8 6E < (3% fir I o
£ S E T C S T 3 el N A A

2.4 SR ID RL2E=DHT

fESAR A ID FEEMA T, EBERG, EHRZ, HERFHEKNZ 2R
B BT RAEPZENERAHUR], B EHME D RIS / MRS HLEIA Bret 7T, ot
FE 5 AR 2 0 MUK IR R TR (1 JEA T RACAPP A S 1o

AATHEXS 125kHz Hf 40 D FHEAT A AAE B EEEL, AT S R ID R etk f
BB TR

241 {K57ID £

{4 (Low Frequency, LF) &f&4BHH 30kHz 3| 300kHz LR MLy . — L oLk AR
WA (RFID £0R) ArEEE AR, IXEhR2EE % #FR N LFID's 8 LowFID’s (Low Frequency
Identification, fIXARZE IR . #R1fi, LFID’s/LowFID’s it H CIEME—) 9405 Jy 125kH2/134kHz,
125kHz/134kHz R {5 RFID Frdd T H%, ZRAFEERDIRErE, i imsE A g1
FAERTIE I ID HA). IS AN,

JEREfh s 125kHz ID R EEMA TIIEEF. FER. k- FaEFK, BT zSHH
[ 7 e BRME— 10— 64 AR, RMAT BHHESE, RARRBMAE RN, R
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P, ARG, —REEASGH M, BAREE, REE. T, HFakEI0a;
FENHATEEERAS. KERS. 1224, Dh— KB XM HFHRA AR, ERS
DEE WA R 2R, & AR ID K4 HID. T55xx. EM410x &%,

HIFE 2-36 RIE 2:37 Fi Ay A TEA D R SRR, — Mok H 3, — RS

———

B2-36  AnsEHRIDI 145

B2-37 & HSEAIDI ) 2E R

2.42 ID F4E3RIE

125kHz ID 4 is /7 SR A 2 W10TR %69 (Manchester Encoding). S /iy 4 %t {f:
748 (Phase Encode, PE), & —Fp[E]:5 i #hdmidhi AR, B3R 2 (56 FH kgt 520 A0 i i i
Bh A
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TEGBSOL 1/2 &b, HWGRIDEARL A “17, WG, RZAIES: EmRmIGAIITFFIEAL,
FRmMEEIEAA 17, WOAREY, RZAMET. T 28RS — ok
B IK AR, IR BRI P55 R AFFE A A . IR LA g i i 2
HAR MR, (E R AT LLIRTE BB B BT ke b

2.4.3 ID FiFmEIE

AR SN RO AD N, FE Al 1D R RA LT R AL 8 €07, T BRI N A A
Bl 17, Sl ] 8RR I R Sk B S (B A R SE BT @AV Y PR . £ S B N
H, ARG S RZEES. . RAEEZMRSIAEN, I ETHA T S e AR, o
R FH B H £ 75 ORI BB S B2 .

FETERET, REGHEES AR, A ID Rl SR K02 64 18k, 2l
g5k 2-38 fras.

B 1 | AT

DOG DOI DO2 DO3
D10 DIl D12 D13
D20 D21 D22 D23
D30 D31 D32 D33
D40 D41 D42 D43
D50 D51 D52 D53
D60 D61 D62 D63
D70 D71 D72 D73
D80 D81 D82 D83
D90 D91 D92 D93

5|43y —ay PCO PC1 PC2 PC3 |0

D E®~N DO oW -0

5
o
i
3

[®]2-38  ID K641 H 41

o, SR 9 Ay “1” fERSKEUE, RIEHUEIER MRS AR N D00~D93 2 P i AR
f7; PO~P9 RATARISL, PCO~PC3 BFIZFREAL: FfG “0” 245 Hbni.

YT EIR SRR O BIESE K, AT LUK “ortitinnn” fE REUE R bR IR . (E
SE T BARRIBFORE, RAER KT 0.57 KR A ik, 20 S MIHTReS b ) 25 Bt £ 4
BRI AR, (R4 ERSAERE
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2.4.4 |ID FEHFIZEB

ID RN AET LLEEHERSES, W 2-39 Fir.

i J RSN TR e ]

E2-39 IDFRiE k2%

(] ID Rk R0t HE Ml USB # O FERTENL L, RETHFiICEA, Windows
ka2 B R AR BanE i FA L. BmIBA T — kAR5 R i E 2 T+
HID R R L, IEFARERER0E 2-40 .

XK (3 kA — BER
9~ Helvetica ¢l /24 v @l 2 B I U |
Y r > » w) > b > »M M) >

lo PR TR P TR T LT
0013813671

BE2-40 IDFEERASHEERLF
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2.4.5

ID FFS1&3K

BT &N KB ID £ S Ra8 iR AR E, R R e, 13 i kil sk +
NI (Hex) 25 BRNZ2ME—R, {E&n] Rl PUR JURP = E 8 BE, AR 4211
S (DEC).

)

(2)

(3)

(4)

(5)

ID £ EE#R 0: 10 AL7Sitdl ) ASCIL F458:, B 10 Hex ka0, npeRigd
+75dtH RS A “01026f6c3a”.

ID ERS5#KR 1: ¥l 1 PRE 8 R 10 fiz Hidthl &5, ED 8H—10D. #
“026f6c3a” FEHA “0040856634”,

ID £ 53R 2: Kigal 1 )G 6 Lok 8 fotitl &5, B 6H—8D. Wik
“6f6e3a” ¥EHH “073022027.

ID RS 3 Rearal 1 REBIRR 5. 6 GLFHN 3 LTl R 5, FRREE 4 {1
BEWON 5 AR S, PEIE 7 0T, BI“2H+4H”. Wik 2H “6f " Fikh “1117,
4H “6c3a” HH#h “277067, BAKMBSELE—ERiH N “111,277067.

ID KRS 4: Kk 1 /5 8 LLAIHT 4 ﬁ%ﬁﬂsj{ﬁﬁ&ﬁiﬂf‘% B fE 440
Wl 5 ALk RS, R, 400, BI“4Hex+4Hec”s MEMHESE, 45 R 00623,
27706 (4H+4H)”.. »

AT — AR T AR 99 R A U 1D R REAT B, RO R b 5 B o %
B’J!ﬁiﬁtﬂﬁéiﬁ, IG5 FRH_ERPR SEAT A, B 2-41 FR.

BE2-41 A PRSP IR SID
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MR R A A SR, BRI MARK RS NE, SR, WEANESFiE L
FIbRiR e —8, W 2-42 iR

O ML M i .
0013813671
0009057639

F2-42 EREFRARANEL AT

2.5 AR ID £

M EHRHARAR ID R A7 30 % TAEHUER AR n] LAAS IR — AN 8, RATA k2441
LGS ID R0 9 9 20T DL EL MR R R B, R BER R IS, REALEI 5 fHhRiR
e R N ELE 64 AL 8ERE. 1—MRAES ID RAEH) 8T, SPEWELr, & RN
et R BT (HAE X R AR LA A BN, A RRIEREH, Xt
ETHMTV—RSUID R E R, XF RS LA R A BT B S, X R K
P —ES RS A BRSSO EREUE, Wi s ReRGh. RE R
Al A “TEREIAE R R R HDZ R ACBARE A A S RHEA 1D Rl i a8 R
HARE, REREEESAGFA, BMEE T
“TIEEFR R,

TE X B JRATE B AS A 433 Fh 185 2
o MRANR T A LR TN 7T /e A2 i 5
[ G T W

N EL ID RIIEERG 6], 45 KSR
B JLME . ID RITRARG R LSRR
WR, Ly, AR, EMAAME R

LG NI %R L o
IS 2 A 243 R it EN

XFERINVA RS REEA 3 M dnk: T8EmHI88, RN RS, HEMR, 114
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P ch Al T AR T AR R S T A 8D, Sl 1AE KA T A R8s T, 1484
il 2 A R ARSI A R, SRR A R, R R AR B R T B AR
U SR 3 11 44 L B A RS SR S PR R 4

WOLE D AR MAME LEA 3 R R BRI R, SHEX L 2-44 Fros.

B2-44  H WIDI1ZER AT EE

2.5.1 Proxmark Il #El %k FH

B AT SO E Z AR AU S AR 1D R BLIG A BelE (5 2 o BATTRERT LUR Z i Bir /48 AR A0
ID FiEFa#, ATLAGEA Proxmark IIMKSTIREREAT £ A fE BIEH. X BIRATH —K
EM4100 A2 (45 1D £ k38R, $TIF Proxmark 1%/ %5, $UTWF @&k ki B

1f emdx em4lO0xwatch
3 InE 2-45 FimH4 R

M 2-45 chRATAT LA B3 AR F 5 030031fb2a, # F 3Kk AT BUFF Proxmark [114
B REEAT R ID -FHERL RERTTIA B0 RREER, ST F i

1f emdx emd410xsim 030031fb2a

X Proxmark LI 46 1 408 &% % R 5 B8R, W 2-46 B . 7T LA% ] Proxmark 11
FIdE 7~ T Bt R o, Eﬂﬁﬁﬁiﬁﬂlﬁiﬁm&
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C:\¥VIRDO¥S\systen32\cad. exe — proxmark3. exe

proxmark3 f endx emnd1Bxuatch
Hdbit er s st BB A8 B8 B8 B B0 08 B8 ...
Reading 2008 sa

Done?

Auto-detected clock rate: 64

Thought we had a valid tag but faile at word 1 (1=45>
Thought we had a valid tag but faile at wvord 2 (

HdbH buffer samples: 9d Z¢ 68 § 318 3a le 14 ...

Reading 2048

1> 1f endx
This help
[clock ratel Extract ID from EM418x tag
urp Simulate EM418x tay
» EM418x tags
v Fron EMAx58 tag
y A3BA31Fh2a *

starting sinu

proxmnarkd

F2-46 Proxmark [THEA{KARIDE

252 Bfm=fENEH

PEE NO%TE 2 Proxmark [TIAIPRRBURIFE 2 _EAZHLEC & BORF AT, CERFF 0 S S B 7
ot ER), HRALPREHPHRARBHET . RABREREHBEBEZ T, £ HFHLM
REGIET 15 LRI, MSREFRZRW? FrLl, £3K1E 17 ID RAEEEE, T4 UhiE—ik
IS

R THRA: KBS HEMAIS5H ID K. 2598, fRtaa] LAk {EH Proxmark [TIRZEAT
HAEE, A ESLE A IRAT AN Proxmark [T EA L IRFaE, ArblfEtE KM%
ITRSAE S %, ] 2-47 & 2-48 s

AR/ SRR R, RRRREHEE SN, BEseis &, Wil 2-49
M]‘/]\
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E247 HEEME B248 SR

T EMESENERM (Qo: 106880074)

EMA10XIE-RRRTE

DFES: {030031fb2a g !

SR
ES: @ﬁbr_‘” A

E2-49 R/SFEER
2.5.3 HackID #&E#I &

HackID £ 360UnicornTeam 4k HL P %2 4 5050 % A — Sk MG 1D KT Hel Bt
MR, HAEIRA, AATHAL. PR 125kH KL, TEMRETER AR 2 S,
T D068 4 A0 MO REFR A D e, AR, /IS B 45 . HackID ScymiEl
I 2-50 i 7.

HackID I HER I8 D7, FTOF IR, MABIREIRCH ID K505, ez,
W SAEIR RIX 1D SR BERMRINTE 5, F B NG i SR AT TR IR 5 Ak
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[E2-50 HackIDZ4)E

2.6 EMV 2RISR

2.6.1 EMV &9

EMV, #r4%HF Europay. JidiikF (MasterCard) S5t (VISA) = K[Eprl4ly
CAMEI T . EMV 2 EPRERL A TR S S RKE POS Zembl, LLUAERATHL
W FTT 72 BEEL R B 304 B HLEE B il e 2L AE 5 SOIERIbRAE RIS, EE S A G R 504

+ (fiFidF) WIS RS (Payment System) A 5¢HCE {4 By 4% & IE bacE

CERFT BTERGH FOZmLSE SILE M & EMV bR ET kR,
2R EMV S HF, BFREMV F. X fh & — B RFEERE A ST, %o 1R e i 2 S Aok e
i =~ VISA HZ1) payWave. MasterCard 41 41[{] PayPass. UnionPay 41 %1/ QuickPass.

AR EEREEAE 2013 4E 5 AU T EMV 41, {H 25k b EEE P G848 H 6988 8105
FIHBASE EMV brdE, T2 MG b B4R A8 U5 () PBOC brifE, X AP E B0 - 4
[, #BAE CPU K, #BSZFF APDU (N H MR 8 o) st X 50 48 M FH 28 1)

H A7 A AT O H R 2 A bRidE: EMV2000 Al PBOC2. Horft EMV2000 2 EMV 4141

il E 1, fEE 2R, fEH A /@M PBOC #& UnionPay 423 1), (ErhE A, 1EHAD
77 ANRER o
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X BN AR EMV FriErh 3R OO AN AR AL MR 7, X RERATT 5L 10 5
VIR EA “QuickPass” FRERIRERE o VERE 2-51 FrostRAT e 2 O B A A i s

“QuickPass” #ritio

UnionPa
e |

E2-51 #4 QuickPassThBEIEMVE 1
2.6.2 FEEMCE R FREFAM SRR IE

WERARI FHLH NFC ZhfE, I HATIF SIS, KA “QuickPass” r&HIE A RIHE F
HLETS T, W2 BT EAEHCH P SRAT R 5 24 X e RS 8URME R, Wi 2-52 Frs.
Ak, SATEREIE B2 E L LR EE, [ERSEE EERIT RN RS2
5.

BERiy
: g &
~ | m-mnn
wFRERE: 0.005%
| 13K

HEWOOERRER

ERER
' wHEEE
| sEosms

B2-52 SO EERBEAREALSUE AR RSS R
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i FI A ST E B NFC FHL, AEIRERAT R AT LIS S AR, 045 A

% 2-1 Fizs.
F2-1 MiksR
HITE +E2BF FH L A& AL THIEE | BWES
BT | A A i AT ATk
BT 4pe AR Al Wik | Sk, KRR
CHEAT | JE 44 R AT i R
R ke AT i AT i Fsk. KIBHf
hEESF | 4kE R i i Rulis
TR 4k Rl i AT R
wlsr | 2k A Al i R

EEMRT T ZFRBATERENR, BRI SMRT EREIEIERIRAIM . 2R E1BS8E s
W, A ERAAE TR 0201 DGI HFHEHE IRARIT £ SH, Ki% 00B2011444 54, HEE

0201 MKEAZET 44H, ZHEHMESRE 6CXX, BILEIEMIEA R H .

HIXAFF&

PBOC3.0 #MyE3ER, PBOC3.0 Mt H 4 B.12 iEid % C-APDU/R-APPDU HEi3K le 4 00.

B2 f5 BRI SEINE? HABRIT RS, %Eﬁ%%&:ﬁ:}#%w L 5A FREEAFALE,
—EAFIAE 0201DGI 1, A% 00B2011400 Fi 4RIV AT X 5% BA 70 BT AR 0k dhs, 1R
15 TLV SRR ARHT, BRar i3I ansR 2-2 Frs 80 .

Fz 2-2 00B2011400 5% M Rz AT 45

¥ EX KE iz

5F24 JSEFH 2 4% H 4 03 241231

5F25 o7 Fi A 3 E 3 03 150622

SA o7 i =R K 5 0A 6230910299000378541F
9F07 I FR A 42 ) 02 FF00

8E CVM %)%, &5 0E 00000000000000004203 1 E031F00
9FOD TAC B BT 05 D8609CA800

9FOE IAC 4 fE BFid 05 0010000000

9FOF IAC BALE TR 05 . D8689CF800

SF28 RFAT HE AR 02 0156

9F08 S RRUA 5 02 0030
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M2, Erfrubs 9F6l fR%Etn] LAERRE], —AS AF) DGIO102 #, af LAt 00B2020C00
L, X FCE IR ENEME S 9F61. #E4 5F20. iF{35A 9F62 2%,

HTWEeREAERANH 9F79 HZEFRIR, KERMN 6 797, Hulm AXMEN 1000 sl
000000100000, HikHEHE 9F77 (B FIERH IR RE, PELGBAHEE IF78 (H
TG RERZ G IRED Rl YHFERARBUN 9F6D (MTIEEERE) i, K&SEIM
TR P B A S84 9F79. X AR A X L 5 diE # 0T L@ IS GET DATA 454 3RHL, f1l e JE
T KI%E 80CA9F7900, ENRIRHXHL FILERA. (HRHRTR AR, RAMABIL PIN
%, TEBEHLIE N T A AT LA,

5 HERSRLEAN AECEFE ) 9FAF #2080, TEERBASAR P HERE T 241, Flintk{y
4 9A039F2103 9F0206 9F0306 9F1A02 SF2A02 9F4E14 9C01 9F3602, 4 3\A Tag+Length, #7
ok HEH RN E: 225 H (9A), Z5BE (9F21), #R &% (9F02). L4 % (9F03).,
K EFAARS (9F1A), L5 MY (5F2A). W/ 4 FK (9F4E). 25 HEH (9C), WA
St Beds (9F36). MEAR bR A7 AR 75 8 1 5 S & n] LB L EUEdE (GET DATA) i 4 3k HL
OF4F ffl, {EAEHEM T %1% 8OCAOF4F00 HI T,

I8 2 T ik A ar e 7 oo ifiid AOR AR 2RI H &, iR M s Ry A e Blinki%
00B2015C00 154, RN —2%&idat, HRYE PBOC3.0 MIEEE i/ B.12 thigE X, BIMAFA
00B2 [E5E, 4M%2% CLA. INS. =741 01 Fridats, A FHEEIGEL&id®k. 5CH
BEHLC R SRR, 76 9F4D e U 0B, HF4 0B*8+4=5C. filfniL s — &K id iR [
1407080955 15000000010000000000000000015601566368696E61756E696F6E7061792E616263643
132010003, 4 L i 7 910 b S AT A9 B 2 2-3 FTom 944 .

]

< 2-3 00B2015C00 {54 MR fRHT 4 R

RE EX iR

9A 22 5 H 140708

9F21 7 5y ] 095515

9F02 B G0 000000010000

9F03 Y 000000000000

9F1A S E SN .| 0156

5F2A 25 B hACHY 0156

9F4E [FIREA 6368696E61756E696F6ET061792E616263643132
9C 28 5y H 1 01

9F36 INEHIAZ Sy i KOS 0003
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RSN TR EEIIRE AN ryry eyt ..' \/7 /51204 1470

F2-54 Windows% F it AR B R T KRB R

264 JEfEMRTUEE £ ASFAGR

X PSR g, X dEEMUO R FAFMPINAG RN EZ >, BUREEEHK
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(19, Bt AR LLad ek BE Wy i 805 5 ORI AN B B4 2.
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FEIE B I EIR AR

A, RS T ORI AP S JCAANE, GIIESEAT . IR E N RHOEE UL
REFEEPETRAE IR B THEAT o ISR BRI TARSR — B 433MHz 53 315MHz,
KRR, PR, ERXHAIB, HIRZSIRERARBCR TR, BoRAEH .

BT R E LA, A — I (R AR EE R RE BRI B S A
EF, BIIREIRE DS A SR .

SR, IXFhHE WL E LB E R B R RN ? X — R BA TR 2 B e B s N A 1k
LB RGN L2,

3.1 BEBRESIRESZE=DOMN

T LA — M 2235 BB AT I RHEAT A7 (I 3-1).

B3-1 R SRER
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B, XHERE ST RE. EXE, EAMEAR T AZ HackRF Al USRP B210. X#§Fh
THMERZ R, M REERES, WaTURSES, FTRAE 433MHz f1 315MHz 4
BRIMIERIENES . SN BEESHARESHTRE, MEESHEFEFE N 5T
FEdE S, 2RI HCRAE S TAEA . ROTASUEMCRE R, WS 9T EmMmB, R4
(= AT & TAEAE 433MHz LY. T, HAMER 8MS/s KFEER, X %ﬁi A 433MHz (1915
SHRAE (HERR L SIE N 433.935MHz2) .

PRIG . XERAERBIR(S 581d Matlab BEAT 2047, 0B 3-2 Fras JusRFEqs 5 1 247
ELZE S R OKM AT R, BG5S KA ASK/OOK -5 ik i i fil 45 & f 7 ik
e, ASK/OOK 72 F 8 A0 BE AR (A AL B K075 B . 7E OOK H, S e 2 A wa e
ZUARE, o5 RE EHIER “0” 317, Bkeb i, BIEESERE E AR T, Bkab i g
FE R P2 AR 57 S5 A — T4 S A R B ) A A T AL G 7, ek B4 B H

4000

3000

-4000

B3-2  REEE S B o i A

BT oK, M SRR, SRATEAR TR R, HIXERREE BT, BR A
SCHETT IR AEITT . ARIR . RN S A RS S, W 33 Fir, A RR A
7% FRITHEFFH.
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Modulation), P &% EANRIRIAEFERK PRI G, o 28 LU 545 5 ORI SRPFGE R EL ] . (B
B 3-3 sh R ARF RS “17, B ARERFES “07, hIaTHER H I EFE TP
574: 1111 1010 0010 0011 0110 1000 0,

(EEAFFHRAFS) N 1111 1010 0010 0011 0110 0100 0.

REU LGS LTI SRS, T HEMNME ST S ARREAS, BUCREER
8MS/s, AR EIGE ST SHERABA 1205ps, BIE S5 BAF%E A 829.88Samples/s.

T, WTRATR T Bk b 4 R e L SF B SRRSO 891Samples, B[l 891/1205=0.739, &%
t2yh 3/4. '

A2 ks 4 5 7 H P (9 SRAE 20 285Samples, B 285/1205=0237, (525 H43'1/4,

FHEEATA 4 L iH FoRFR — RS AL, AR 1110 RARFFS“ 1" CE A 3/4),
1000 FAFFS“0” CEZ A 1/4) . BIXEREE) 7Nt B R shkot, 7Nt 8 &R A kot

BTSRRI AT AR A:

(=7 FH{ES 4 1111 1010 0010 0011 0110 1000 0, X7 [ 175idk i b 4F M & A EEEE
ESES 88E8 88EE 8EES E888 80.

(ZEFFFHEAE SR 1111 1010 0010 0011 0110 0100 0, Xf B2 #1753tk He 4% 71 & & EEEE
ESER 88ES 88EE 8EES 8ES88 80.

32 ERMSSENNG

PR A 3 B RO 5 AT R OR S BT AIEAT U5 5 R B E AR, @l £ HE 510
i, CLBETRAMESHHRER. TEBRMSEBE L RIE S A LA GNU Radio
I, MEFEFFTFEMETHES, UREHEFEER.

%5 PWM s, {#H GRC itk 3-4 FraifiE.
7/ 3-4 th.

O “Vector Source” {EAVRAEMN[FI B4 HFMHEL, WL B & URE, MEFEAE K
F%. Z & Repeat (RERTER M4 BARELHIR.
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Options
1Dz door_off
Generate Options: Wx Gl

Variable
10: samp rate
Vatue: 1M

Variable
10: off_signal val
Valve: (1.1,1,1.1.01.00,

Vartable
1D: on_sigrai_val
Value: i1.1.1.1.1.02.00.

WX GUI Text Box
1D: center freq
Default Value: 433 935M
Converter: Float

WX GUI Text Box
1D inter_rate
Detault Value: 302

Vector: off signal val
Tags:

UHMD: USRP Sink
Samp Rate (Sps): 1M
ChO; Center Freq (Hz): 354
Cho: Gain (dB): 60

Cho: Bandusidth (Hz): 10M
Length tag name:

1

WX GUI Scope Sink
Title: Debug

Sampie Rate: 1M
Trigger Mode; Auto

Y Axis Label: Counts

Converter: Float

Q

Q

K3-4  PWMI il ifit
“Repeat” BHURFFRAN MR EBATRE R, ¥<ab.c,->Hiil N<aabb.cc, >

“Deinterleave” fifAc B IVE FI K “IQIQIQ " ¥ srpk “Ill---" 5 “QQQ-+-" M
EEEAR, 2 RERE S RS R A s N — MR

“pwm_mod_cc” 4 5E i1 PWM iEHIBLER, JAE RGBT S “17 HH1D8 /Nt F.
5 “0” H oSl “8” Kik.

“Float To Complex” MEHI{E F R A4 (5 5 iy ST 5 e # & 3 A — B AU S 4t F
42&0

“Multiply Const” #EEI{ER ¥ (E SR —/NFEE, ARG SHRE.
“USRP Sink” & AE R R LI EIE(ETE .
“WX GUI Scope Sink” HitF TH & & H H 200055 .

TR, RIVLFREERN IMS/s, B TTER S ATHIIN T “Repeat” Kb,
54> bit THE 302 K, BIRFER (IMS/s) =HHFR X302, HLEFR=3FF3% (829.88Samples/s) X
BN IR A B AR (4D

e B ERE SRS, @ F USRPB210 REFTEIMMES. A THRIFS R ERSH, £
Hoh—G PC LiEid A (RTL-SDR) R4l Eel i B210 FliE s i kS 1fE 5, dEmdd



$3EF EHEBLLEEERZ 57

HDSDR ¥4 KM 8255 Hamis, K4E AM ERMESHE.

b 3-5 T 3-6 s 73 5l 938 722 PR R BV B EAT (5 5 55 B210 KA RBUE 5 14 &,
AfLLEY A, TS i e (e, BT ATE SR B AR D SR B P A — A
i TR B210 BT A S {5 5 s, |E N, BrbAE A0S B AR By — & i 2 AR

- HOSOR ifabait] vetsion 270

WTg 15

LO A

nATSA OND Nnn

RAST 00D NN
Tune 313.993 i

F3-5 RESEPIRRIE S R |

nASD Moo Nnn
a o

Tune
.
.

F3-6  B210%& 5 5 B4
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R ALK SE I AM 15 5 OR A7 wav SCAF, A ] Audacity BEF 23T P AN BE 2 75— 5.
WiE 3-7 Firzs, AT CABA A B IS PR R SO 5 5 B210 RO IS S EIE 8. &G, [ER
(EAF AT B STEH I B210 A RIKIE S, 45 R AT LRI 1 AT R0 T 57
.

B3-7 RHERETE SRR LT

KEGESHTER, BT USRP. HackRF PA%bh, &4 RfCat. Chronos F#. Hdv, EHF
T.H B4 315MHz fil 433MHz SELHI % S .

il 3-8 Fra, BiRER Chronos FRIZHIFEFEATFMTE (http://v.youku.com/v_show/id
XNzMyMTI2NzE2. html? from=y1.7-2&qq-pf-to=pcqq.c2¢).

3-8 i il Chronos T2 42 il {5 24T
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3.3 ZFEREEEBSRDIRAE

E—W AR E BT, FEES o, RE R FERE G S LR U .
AN BEANGIRADEBE S IR T, TR I8 .

ERM G D& F A LLERPRRNIEE FET], MERPELERNTNERZESKEX
FH ] s RSB, DR ad st 7 1 7 sk vl LB DR . R I RAT 1R E Samy Kamkar 7E A7 sl
ESHENF, ARG D FETTRELZKEE (I http:/samy.pl/opensesame/ )«

33.1 RAWBHEZREST

il 5 P H AR R BRBE S AE T H P 2 a2 A PR K. &u39ﬁfw BRI
e, R RAEE 12 MEEFFE, —A 12 MBEHEBF TP EEREREE]
SOLTE 4096 Fhél A, TEIXHE, RATLAE W) 8~12 £ %4 R .

- U
-4

4 T
5"“""""'..3

F3-9 EIEF RN A

JATW R, Ak, HE RS S SRS RIE 5 IR, FFHEA bit RS
a9 2ms, AN bit (6] I (a) (E)fE A 2ms, FRPARST—/> 12bit FI4EH]{E 5 7 2 12bitx2ms
transmitx2ms wait x5 times = 240ms. [, /WA 8~12bit I HA & S 3L 7 ER S bit £
7L‘J:

((2"%)x12) + ((2")x11) + (2" x10) + ((2°) x9) + ((2°) x8)) = 88576bit

it 2 [ [ A

88576bitx4msx*Stransmit=1771.52s=29min
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BRI AL, FTHF A 8~12bit BN ] AL T5 2 29 70 Bt al RASE G CHij 2 Sl i
B ROR R 9, REM K R A LR . 29 8RR, (HRILSE T Loy
I 1) 246 1 5

FIREREHI(E S 55 5 K, RN T IMRESEMITH, B2 0REsiL T b ) 5
BEZERIES . BOREGSARE TN R, 0 E6ES REem K wk—k,
it — AR PR T RO IR TR g 2 AR 9 SRR A 1/5

1771.52s / 5 = 354.304s~=6min

TESCPRINAF, Samy Kamkar A2 RIS T 2 8 2ms (ISFRFIT (], BROGREAS bit #ET 4%
fetm, AT LUASIH K. IXFE, AL (8] SCREK 7 1 6%,

IRAERE A — AT TR B 1) 2 % %) T 3min.

1771.52s /5 /2 =177.1525s~3min

!

P SBRA PR e, 2 I B B b ORI 406 1 5 75 2
DU AT REAL A7 A7 A8 RSB o FEAL 27 A7 45 HORF AR AE [ — i g
Fe sl m A1 ¥ 8 o

i — R A A A 2%
T Bl T LU )

A NMAT IR, BALZAF2E T i i e i, RITEAT 20 Z0 o4 A (U T 29 R0 4 4
ANMET, BEZHRMAGESAEX, Fkn] PARIESAEA 27— AN b 8 W~ 452 k. i
1, AT IR A B B TR MR BRSO “ 1111110000007, KB, FRA1&RE— 13
A A7 “ 0111111000000 ” £53X M2 HeWicke B, 12256 B i el “011111100000™ CHf % );
%E.m?%%%m$ﬁ@ﬁ%ﬁ%,W%ﬁ%*?ﬁ%%%ﬂ%%ﬁlﬁ,F*?WW@%
B E] “ 111111000000 CIERD. K, &% 13 4 bit gh A LG R AF R 126it 8], A
FERIE 24 A bite [FFE, H 12bit (¥ I0ARS AT LR B £ 0% 8~12bit KIEM %4 dtkn] I,
RIETF PRGN bit S BED IR 8 A] AAR L A1

R, FRATEL 3bit 4 BT SRS AT UL, LR B FE 1 7t
AR — A 3bit I EERK A S R

1bit 10bit 20bit 30bit 40bit
bit: 01234567890123456789012345678901234567890123456789
000---001---010---101---011---111---110---100--- 3% 48bit fif ]
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PR 2 ) SE A O bit B[R], SRR XA

bit: 01234567890123456789012345678901234567890123456789
000001010101011111110100 K3 24bit

HEAT bit 4.
000 011

010 110
101 100

000 011 00 4L 10bit.

AHEFR I, X 10 4> bit PEET 3bit HHKMESHE. MOMREFETURI, EHT bit
FEARRY, 000~111 F:38A45 TR 15 RBEAT AL &4, TSR —FIm i 7 s, 35T
e G| A T 47 24 £ %: 5 Nicolaas Govert de Bruijn 1515, iZMHEF 725 /E De Bruijn /741,
De Bruijn /75 55 s 2 0] LRIER P n M BAL T F a8 A AT GeRE (BUETIEE).

DRI A FH 2 VR O BB — A 8~12bit BEH (KB T) (3 -

(2"2+ 11) x4ms / 2 = 8214ms =8.214s

3.3.2 EEENHBERIEHEISIM
MW athse 2 JG, FIkRE B A= an ] SEEL A .

Samy Kamkar % ] T B2 —3KW{/E IM-ME M3t E, XHRbrE F 8 TEiE &G 2
FreliERGR IR, R&HETICRA TI B CC1110 @55, JEH&A LCD Sonp. @i, 5%,
RIS RN ER, Wi 3-10 Fic. 1 H IM-ME 7] BURRAE S DSBS AT A0, 12358 8 SRR 9
L[N 281~361MHz, 378~481MHz F1 749~962MHz. X hithinh 1 4 1% v K 2 $0 BR 40 2
M, b rESEE £ E R ISM. LMR. BAL. SN AL AR 95 .

FritbZ4h, IM-ME i3 F GoodFET, iXA% kAT LLE AR JTAG X i & #EAT . Wik
—K, FEHFTE AR, B 3-11 s, BIFE IM-ME %% b — il 548,
PLJ5 85 GoodFET ¥ & AHIE . %G, (#i#id GoodFET Xf IM-ME #4784 it . Lt
BEHTFERER FEE TR CClLI0 & E.
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E3-10 #f# T EIM-ME

-Samy Kamkar #31X % £ %74 A OpenSesame. FLH', OpenSesame ¥4 4r HIfCHE A LA S
% Samy Kamkar [f] github [¥}5: https:/github.com/samyk/ opensesame.

RTERMERE. BEFEEFGRTUER HTKSEXHELREE XS AN
300~400MHz, #Rifi, XABEKERNIELAL 100MHz FREHENEL H R ERFENGES
BHATIEIOWE 2 SEBRIE LR B I AN 7 B AR E A, @ BB FCC 56 T [ 2 SRR R S PR SCAY T LA
wiE KA /DA IEAE A, -3 25 300MHz, 310MHz. 315MHz. 318MHz #1 390MHz, fif
DA B X i i b 25 B R T LA T

SRR, FI K 2 BRI AR > — AN i e A%, R T DA fo VSRS A R
fOf5 SiE, e F“L\LM Jeh, R 2MHz 95 S R
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FCC i PIYLTZ81H1 Y

E3-11 % #GoodFET

s, BT RBEEETTRER ZSHE S EEid ASK/OOK 74, i cas i3 B th
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B R, RN R CATR] S BRAR 2 N AT L AR, IX SR AR ) () R AR 25 7
T A5 e 2 0 A P R BER

34 AREFEELARESSEZEDM

FEPIRL IR DR e AV ok TR, TATH A 48 H S RLIE R R FLRAT IR D] T
TLERHARKEFIAE, A SEHRP LR 2 0] LAY /RE B =850 1e, 1 1HZ)
fRB: MU BRI, RES S BB X @ SRR LG 5 S, B
AIRFE LR “1557 KHAFER?

WL ELLH L TEEMRA A, B 315MHz 1 433MHz. i) 77 20 Ee e s i)
HPFE, B ASK 1 FSK. HZ+— S HA WA FSK, 04 2405 ASK.

fEix L, JRAMd ) RTLSDR 14 A1 HDSDR #x 4, 4E 40 A 1R VR 45 4H e g FH 80 2 b, 4%
ER IR IO P T LA BRI R A A

wip 3-12 fras @ — A SR (5 S AL B B a] LUE W, (5 5 4B 433MHz,
OB 433.96MHz. {5 S 7ERANMILE A RGER RE R, BoX XU & FSK 55, BIRI#
PRI AL R R AL (S BHPRAE, BOAEB AR — #6750 0. 1 REMAR. Jridi
JUKZH 433.97MHz. XN EHEG RGBT RKE, ARG, & FEn/~f—
B, TP e —B.

BI3-12 HFRUL AR S A
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P 3-13 Frzm g — 45 Bl 4= A L O 45 5 0 B« B AT B H u'f;-xﬁﬁj‘bllr”“

%4 315MHz,
HLa Bl AE 315.04MHz. % HDSDR %89 AM fi# i, % — IR, s — BUd A 2 5 e,
RN wav U

L=

N1 NAD NN B
Tune 1 ;

B3-13 B A= g (s S B

=R

Rk, ZH S8 ik Audac1ty FT B SCA (a3 Ath B A8 wav SR8
#LAl AR B 3-14 R, Xt — kg kEnES, SREmBES

£ T

’

X HDSDR 20 ¥| 1.0
BEE, 1200062
215 %S 05

S ‘b—
2 31 0.0~
Q

;70 T |-05-

a -1.0

FE3-14 #HErESHEE

==
H Je

WERTE PRI S — g, e 3-15 s, BT 2RES

(SRE RIS SRS L ERe R A
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fEf% MRS A, SRR SR —BUBE 5 . R B IEKE BUS S0 N, EEAX.
FHEFAEE TBORREIT, FHE— TR BESHET. W 3-16 i, AL —LLE
Sk, (ERANTSEERL, BRI SFFIE, AR S I Fbk,
AT DRI B E R 5 AR o A R Hdhs .

El3-16 {558 BEEIEE
THBIHE—KIZEHPHBRE SR &, tig—T, Wl 3-17 fir.

BE3-17  [F]— URA R 1 P A B L T X L
AEAER], —KIEERS RN R AKE S TS,
AT AL B (G 5 — AT H R, 45 3-18 .

BI3-18 7 i f ) e B B 0o L

AUER, PAERIEES RN, BEE R, AR, feraE, AMES
R BRA—FEN. RS, REARERILR, RENGESEHES K. EXIFA R
P A RS SBOR AR X FEROME S, thin s E A= SRR SR, AT — ¥ 4r HORD 2 [l
1, Ja—EBor RS R AR, A EER R . XA RS K E R IR
(Rolling code)
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TRANG ) 5 B K BUR XA 2

O

R BN — AT MR D BEHLED . 81 fn— A 40bit KE RENIG A 2% Mg 44 .
i BAE R 7 B RE ARG K HK T 40bit.

YR EAFA ARG . R PIRLAL T, IRBDADIn_E T RERD (L2 T e,
ERIFE#FE) —RAERRE. ’

A A A T IR . e B B IR ROTR BRI, BEHRAT AR R K 82 R (%

AEs WREE KRS A LA, BAEAETEE.

YIREANR T BLAR hS 2 CRFF R 20 (.«

%iﬁ%ﬁ%imﬂﬁ,ﬁk$$@ﬁ7%&$%%-$%%E%%mﬂﬁ%%ﬁﬁﬂ
Bo WERTREARFSRARL 1. N7 BHRIZARE, RERVHRBCIATSCER (Lt
) JUEANG. A EREHRAREER N E N Z N, IREEAARA A

IR FARPOR R R RLE IR, B4R G B RB DR R R Z R T .
X, A EE SRR T, REWRE RS R T

M B R LU R, WREERREIRE SRR ‘27 M8, ABERFROZ
W, SATLUEEEATIT. AR RERE — MR R EA ANE? LA B0 T ik
B 3-19 BRIz FEf - '

q%%

@¥5a;

BI3-19 R i) S SO e

Tl —BUE S, REFREMIL LRI
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BE AR 3-20 X bEERy, —idsk, —ildke-

B3-20 S E A

AEERM T ERMBI RS, OB R RER DI . E TR0 TR
R, MArEERIR E AT L. SRR AERZ A, i RfCat, @il 3-21 fros
(http://int3.cc/products/rfcat)

E3-21 T ERfCat

FFECUF A TI 9 C1111 & A, Unicorn Team (11— RF Wk 534728, @& 3-22 Fras (1§
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iy PA Al SMA).

F€3-22  Unicorn Team RFYSC AR 2047 8%

R, BATE 3.2 FHREIB S f’ﬁ'l E ST Chronos F3, Wil 3-23 Fiok. WRAFE
REHES, EFRE R E S8 Matlab #HATE, B30 S 000K T IHES S ULH7s it
Rtk E AL E F&. B REIE way XFdE Matlab $L7EXHE S, 7T LLERIES 4
SR, K. BRNERGEREAKERGE, HTFRWSEEE: Ravt2kEL)Em itk
Guh et/ it bl gats: fEEE —NIY4E “USB access point” El‘]ﬁ@#-%?i%iﬁﬁﬁ%o

%3-23 Chronos F#
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AR B 715 SR, RATME 3.0 Wb @ FH /28 1 2ASK (55 WA 7k, A%
BRI AT LA AR (K] way SCPFARRS R bt KRG Z2l BA R 9 D

(1) EEESHERKD .

(2) ERESHNATIEME, abs(x)"2-

(3) HAREIED, ETNHRE T H B LK.

(4) DhFR—Ak, AT TS0 TR k.

(5) [TPRAR, LLoS AT, & 0.5 WA 1; HAO0.
(6) MR EFHHT. TFEHT, e RS .

C7) ARG F % ) e SRR

(8) WERFLT G, 5 Hor B h A .

(9) mfa&N SWHRFHAT L.

T EE IR, KM Chronos FRAGHE T R BT, AFEHLN S0
i, FARMAREREZXMES, BERESNBOENH BT .

2FSK {55 W2 A M (5 5 R hARE AN RS Bk . Bife “17 {550, Kk
N L BB 2 “0” (FE0, REMEN f 108k . UM 2FSK (55 2 F A A [F 0
A B RIEMPA 2ASK 552 M, Ktk 2FSK 155 MR A 2 T @ 8 B 48 Fn |- ASK 4%
Bi. R, HFARIE AR R EXAEMEG TR, SRR e FHEdEL FFT
AT S AT .

MARBEAANTEEAPIR, HAESR R H BRI R ENE?
HRBEAH, MR —ERMBTTET - & TRENEHEFHF AT
http://www.cosic.esat.kuleuven.be/keelog/

XA AR 2007 FELLESF LR LM, KB — MR s i 7y ik,
AT BARACKET 1 /N B (AL X EH R IEAT 65536 IRIR, fili 64bit H1 1) 36 4~ bit, IR/
16 JUR Bhopt T LASE R A R R BTG . SE &M BB, XAMBEVLED I 4 A E A
SRR T, WLLAE F AR A
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TESEER ) 752 FAH RZAR S i (UL 2R 4= 3w B 85 D PhiE — ™ transponder and encoder,
ik'& T{E7E IFF (Identify Friend or Foe) #3X, XA HAFRIES (challenge), FHHRLK
i — 4~ response. % HRLHEE =4 — K response 75 E 60ms X 90ms, KL EE 65536
challenge/response 71 S X, 753 65min 5(# 98min (IR [A]. 4, ZAHRLREWS SCRF IFF #X0
BB R ZEWE? BOZRAEFILIERE. bR EAZ R E 3-24 FrsiXFEm.

(@) Wi
I G 1
%:( A _/\\g‘\ I
G 1 R0aRI R |.‘;;i‘.
Yt X e

Ki3-24  BREREIG T

2008 4F, fHE SR KK SN0 9T 1 side-channel attack (P CHBIRAFZELGE, M
ANAFEERSE) K77, a6l 48 M D FEM - T KeeLoq %9 Chttp://www.
emsec.rub.de/keeloq). [l A4 48 76 MO RS BN AR O DA R A — R, B PB4 281
¥E, 454 KeeLoq A GXFPEIEIEAR FRAR ORI E KD, AT LAHE T 430 88 h Al i)
EHRMN 4. AR FURE, E# KeeLoq 2SI [RI4A4E 3] 7 LR EP.

1339 oman
O AP 3.
R TR M
R—i’@@i}j%
© 1545 8R! fﬁl;

D reiA R 1R

E3-25 KeeLogH it fi#
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BRREIMTEREA B, (HRTIAEEMPIPIL, EEERE AN 251
e, st A SRk, fHam@Esng, Hal st M AR ABAZRE .

FTCL, FFETIHFARMBAEL . LR, AMiiIF4 5L 902 1 3-26 FromiX e .

N /f/ 6:5
£ "

El3-26 Mt ETTiE

DAL 350 ) A Rl 1 B RL B TS {5 5 MR A0 T - BUFE I 4R OR R i, tHIR T R A 4
FFHL APP i3t o & P 4 E RS MR T 26T 1000, IREEANEASTITR ITERE . (HREE —
MRGBE R, BREMBGHESEE, ATRHIKRRMRS .

Ao FFRENMEIHRERWNGSE, THEMTRAEHRE. U 7], HiR
MEREETEAE . ARCAOAAEH PITAR e 2 S it — T ARE A SIS 7 AR AR AN 45 R 5 A U
MAEFTHER T .

35 FAEREERESRARE D

JEJUAEAR A T R R IR 31 T AT 2 X, BORAR 2 (1) ECU i 8 764 S FI 7615
b, WTiSSBA SRS, SRR et amMEXERE, il L5750 T4 %
SHEFREBENMER, 2002 4, tiT AUHHE (Firestone) ¥H4H0F B i, &k 78t 100
AFET-A 400 NS, SR TIERRERBOFNEEEN, FIHEA T BHalkE 650
FiR#H . BARMG, P E R AR RN CEFE 70% & i THIE3 RN, e
£ [Eix— I % 80% . MIBEFFIITLS SRR FBBAIL, BERITH BOUKERS %
e i — T B 2 4 1L

AT R L PR 2 4 3y — B B

B S R TS 0 47 26 B A AR A, R T 2 AR AT, SLR R MR 2,
RALHERAEE, TR, WRERRAIMIE. T mE A B s — S
R, BRI AT S E A S R Mt — RS R [ e S MU B A1,
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FRAERENG s J0 B SR — I ()R %, RENS 2 Tl 53 I A A B R A7 0 4 B 5% I ],
T PRAEAT 22 F) 22 42 o

X RR R, FHeZED gl FIRERN A%, #{E TPMS (Tire Pressure Monitoring
System), 4n 5L H{ 3 (] R £ 5 BhR % . TR W 2R 5 75 B 7R 3 R B R T T A A G
o, W 3-27 firaw, AT DR SERRIBG R UE, A el ] DL LR BRI . B 1 45838 LLA.
I FEA NSRS, SRS R E £, WA U REE, FH e 1 250 G B0 L R

I RIS

F3-27 JfifEfE kS

(EIX BPA B TR IF] A2, AR AR SRS 2 R Bl S — T L e ?

BAVGE T —FS B WThEEHORENRERNARS . AT HEELEENHRIAE
FAERBHES, BRAMEBERARBEHRERTFR 7L, R PRI —erdE, @il B
gt B] LA SR B AR A B2 R I HIE 5.

B 3-28 BIRH MR B L EERHIET .

A XS T BT, T LU BME S 0 O s K22 433.969MHz, & —FH 2FSK (5 5.
SO O AT — N WAL B AE 433.9598MHz, HiUHE — AN FEIWHLL B 433.9781MHz;
AU S A FIRAOAL B A 433.9493MHz, 4345 A F WAL B E 433.9873MHz. [A 11X 4 FSK
S5 MANEMZ (frequency deviation) K%j/2& 10kHz.
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F3-28 RSB RHAMES

TR, X T FM REIE S RAEN way S, 85T Audacity W%, A VEHIESFEE S
N4, EHBERMBNESR, WE 3-29 .

05

[g]3—29 Hé fu JH_.”) /))(’F/l’i}
#E— 45 ] Matlab f@H%0E, 2FSK R0 17 R A

(1) KHE S FFT 458, 1’%§IJXJ‘J_/KFJ%»H}QI it Wm Hfg BRI P AN s, X2
2FSK T HIRFER “0” F1 “17 MEAEILL, foo

(2) FMRIEIER: A8 IR i, B3 P o 08 P A5 JE R K.
(3) RIFHEIR 2ASK R A IR AR, 15 2% 3.4 1 eh 2ASK (AR TR 7.

%E%ﬂ%fﬂ]?ﬁﬁﬁ@ﬂ, W el AR R R Ry . HEAEM S EER 19.2KS/s, H
FREZERZ 9.6Kbps. B, KRiZ—XKEIEE (AFEFE 2 XER) MR KZ8 20.83ms.

G R F g X an i 3-30 B
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9Byte

1Byte

2Byte

1Byte

9Byte

|Byte 2Byte

P
e
-
-~

-
~

~
~
~

00 | 0x01 D Eh

R

iy

A

2Byte 1Byte 2Byte IByte IByte 1Byte IByte

I3-30 fif s HdE g X

i

BWHEAETEZ0MISES . RERIMTFHHERER, BTRE 147, K247

=

1223 59 56 63 106 252
1223 59 56 64 106 253
1223 59 56 64 107 254
12235956 63 107 253
1223595663 121 11

1223 59 57 64 106 254
1223 59 56 63 107 253
1223595663 107 253

, FHE AT, BEER 8. BRIONEERLZX 9N FHHHET 7 MFHENE.
T 5% A R B — SRR P A T AR

XRREMEALHEN — 8, Kb #FREF SH-AFH AR ERERNE,
PLARF LA X LT & MAKAL (LSB) B|&AL (MSB), EMEANF MIRAKILRR R RIE. RIRKH
WA FEEON TR DA B IR iR A

MELEREATT R, 3 2. 3 FHRRIEREN ID. 20 EN, &F - MIRTFIE

TR0 6 MFHLLEFHRAMMLER, RBFHIUEL 8 AL

i, fE—MHEARRRRER:

1+223+59+56+63+107=509=111111101=>[11111101] =253

BRMEARRRAE R -

1+223+59+56+ 63+ 121 =523 =1000001011 =>[00001011] =11

R, F£T#TIEERBROBERAZE ATUNEERNEEET . SR, MRz
A feREBH ID SULAUER, BB ERAAN LK.
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B AIRATE B 3-31, %A T I DU e 85 E AN [FPIRIL T B S 7 1 100«

FE3-31  fRESREARFRA TR E RGN
SRJG, #ha] LLELE Matlab 4% 88 LA 3R s A= R 5 0G5 X BETFR, #EER L
2% i 15 USRP B210 B 308 A 0 25, REERWE N 19.2KS/s.
T RIBGE T — M es, M 3-32 7] LAE A 85 W16 S BUE AN IE R 3414 5l T
e SRREE N, BUAGEI R BRI G FERRIE T A s e AL, BRI X 5 4.
5. 6 A FE I EUE, ﬁ45~6?%ﬂmﬁ%%%mﬁ\hmmw CERULN -

B3-32  RalE I

BERMNERE TIERGSHEHHTE, NERTERIAR RS 0 HESS, #2dn%
Wr AR BV ? FONEA IR R RSB HHEE A ID 5, ZAID SHRIDRER R, #T
He, FAVIHT— B TR IFER -
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3 o FE IR MO A RS ARBE S G A RS 10 ID (A 2 AN, B 16 LeAE, BIsEA 2'°
FhATRE. MOREAE — B, I LAl AT SR, BREKRZAN 2ims, BREMIKKIZ
Z IR EF 21ms, HBAZRFTA AT R ID BB

2'9x(21x2)/1000/60 = 46min

XA AR T, SRS, FCLITHERZANT . MRS ROGEEE AR
E4ERE] 11ms, RS MEEEO R KE -, 1370, EHFERN SR KL H)

2'%%(11)/1000/3600 =12min

%u,EEEE%#%,%—¢ﬁﬁ§ﬁ%$ﬁﬁﬁﬁm%ﬁﬁ%,%$ﬂi%a%ZE
ARmAY? EREERLAMN, H2RITINAEEROINE.

HRLE—MEFAMERGITRER S, —BURE —MEdRE, BT USRI S R i
AN D, KRBT AR AR B b BT, B R
ik, BAMSMER TPMS RERHNEIR. 4%, UUEERMCD, A2EBETHERK
ZE.

SRYE, BRI ERAK TPMS R4 FEZE VISR, BRRIERILFEE, RES
W BIT I Ot . T RE DR AN TR B /S8 T BB R P R R, Ot e R 20 ¢
SRR, B, B AR SRR AR AR AR, RS T eI
EAOSGEEEAR R, MESEE T EERFLMNENITE, ARG R™HE 3
EEMANS Mregd. B, 5SAMVERSEMXHZEEHART M. =0, IRta] CU
HNZFE AR R, BRI BRI TR & (PR B % b, S a4 T
PRI At 3 o (R OB % AT M 2t i, XA TAR I T LU B IX W 4= 19 TPMS R Gk
B G L, BYETEEREFIN, BWLKE-

wfa, MR ERE, Bl

D TPMS A& —EBESEHM P R5H LR E . bt &, TPMS R4 &k HER,
AW T ANEEX R B ARG TN B S, A E R EFL AN AT A

) TPMS R4S RGERN BERNFERNHE, b XEMESRAmMA, EX
i R G

) HELREHEFMEAMS AR T, &SR TPMS &5 FInEEFH.
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MZSTCLEB FHN

TEHILE T R RN AT, JeM MR — R S RO ER AR, T ¢
TR REFRE S, TSR 2, AR A, SRR S
W& EEREEERLAT WS L2, WS MRS SHRE R TR S,
Hu G b A A

RAMZ L R I BT RIRE B TR 2, FROREAERU. REMTE
[FRA& R RMIELGR AM. FM 615777, SITIEEARE . %A RERES MaR1
FHMEIERGEM, i TN — G35 LSS AR &6 fa B &30 T MBEHLA % X
ulis RINFTCA G T8 1 AT B 6 s LA RALRT R FEALAT 7, (Al SERLAT (s I e [l A
B o2 BB RE A %, EARS T TS .

Ma, BB T 21 H, At amiE Tk BB &REME AT TR ZREARE?
—ANER R T & ERA S L, ENR BRI BN ERRERRER R
KT, AM IRHHEENEILIESES R ATEEREN —FEETR. HAARRBER
RO BT SRR A o R R 7, X BRSO R N LRI B 58 KR “AAS” RESD.

P L HRIEA — MR “AnE”. PR a2 InER, mRREE, T
BB A INERZ I VAF IBFEEAR. WIS HHRE HCHEMREN —LES,
HEAMER, HEHRRTREEESRAE “RERXE, FOR4E". Bl BAHBA LR
HFH — N, O BB LR

41 ADS-B RGN

EERNTIE A TF: hiE— T 1090ES 7 ADS-B | #%-
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411 ADS-B 21{t4

RAVIEE Bl o WL B R EA ML, W3k 4-1 o,
®4-1 BUEANWHERERS

£ 3] EBRMI TIE EREEMHERATIE
—IKIWEHEIA (PSR) BT ph R IAAROT e BT B A B ]

ABST: 1 RHLIRPEN B (5 AT | % B KT 8% TIE/E ATCRBS HIRLE
Regl] K& '
HAK AL (ADS-B) | A4 i WHLIR LI 0l | % 2 /AT H & A ADS-B Zhfi

ZIRIEME A (SSR)

PSR ( Primary Surveillance Radar) Bl “ — R4 38", 28 & R SR A 2 CHLIN R
AL E R AL E

SSR (Secondary Surveillance Radar) Bl “ — /R IR LT IE ", %5 & M4F nUE T B CHL N,
HEHLE CREEHEAEES.

ADS-B (Automatic Dependent Surveillance-Broadcast) Bl 5 i< MiA i, Wi B X, %
AG LM TIRESGA, ATUAAZNH (R 1K) MALEE & IRIDUH 5 2 5 m S fh Lt
TGS, AAEESRME. &E. EE. BiF. HS%, CLELE S R R
ARATHIE. ERTAET ADS (HaHKE), SR B AT RIS E AT ik
MR, A SR F T I it s AL P 2 e P T

it ADS-B Z 4% B (8 F i B 54 4 f, b Mode S (S #X) ¥dfisE. VDL-4
FEEE R UAT 36 2 K £ 50 ADS-B R4 ik #R(. S BExUR CHLA R LI —Fh TAEREK.
RIAHEE TR, w1, 2, 3/A, 4,5, B, C, D M1 S R, s A £ #0542 Fk e i o
E5. ABSR C B, HREMERR ZEA. S ERMRF ARG LR
H 17— 24bit fRbbERS, AT DASEIR £ 4 S ] AR

S FEA MBS A R ML TR A TAER, M f A X RALR S 455, Si2% A 1030MHz;
KL R SNBSS, SE N 1090MHz.

4.1.2 1090ES & X
AR, FRAVE hiE—/NFEET 1090ES () ADS-B | #%, B4 1090 ES X &fHA?
1090ES (1090MHz Extended Squitter) &%t T S BN ZHL LA —FpEE 4 cig, Em
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R R RA R S BN N AT TR SCFF ADS-B RGEHIH A, H AT BLERHE 1Mb/s (975 9 .
JFA S B R RIE RHLA R EA G 5 (5 5 a8 Dk B HE S RE R, sy R THER
KB, AfLA B CHLIAE. EE. &E. IFSEER.

K, ADS-B Mode S 1090ES fy& 8. f#f] ADS-B Wi, #7382 & S 5. Extended
Squitter. _[{E7E 1090MHz 4% .

FF A ADS-B i H 3 B — UM TS A R0 A Ik 7 o 1 XA PR, R i A i
A L 1 ADS-B BRASK . BV BEER, ] DLPRE R d KA X . 1090ES #dE 5k
TG IR AL A, 6B B A BRI BIR AL 71, Rt 7B A Mkt
P BRBPRIZEE G0 S B ADS-B RAEAN AT LA F ¥ AT 8% 5 Hhu i £5 3 2 [ )15 5
i, WAl LA T ¥AT 8 i(E B4 H. .

IE9 ADS-B HRT L, A, A LA KRR BB AICL /L2 45 & B O fliE ADS-B
AL ,

W ERIARZ, ADS-B H2E WA WAL E IR E RGP H—F.

4.2 ADS-B {=SS%RRIEDHT

ADS-B Mode S 1090ES il 7T LAZE S % SR b R 3. 52 MmN EREZ, XEHA
PB—Fhi R, BIRHLAR S 2 AL E R . BRI 2 1090MHz.
421 EHIAR

| ADS-B & 5¥ 0. 1 kb B BSEGIERD: b . 4 Lus ISR A, BkobE 802K 0, 1
AR 1, AT 01 ®78 0, 10 RIR 1.

— % SE¥M) ADS-B HEKE R 120ps, S2EA 112bit BHEME R, HAHSHMR: #Fhk
B B ik 5 45

IR AAL T TSk B 8ps, SLAEF R Dy J A SR (P R SR (145 5 BIA I R A bk b 2% v
VSR MRS AR AR X L 2 MO AT A B RS T BRI B G <07 A1 <17 HUE.

A SR AT Tk o3 LA 0.5ps Bk &R, A4 B 4-1 AT BLE A9

10100001 01 00 00 00 |



N

000510

lf'l'r 0 M 0':'1"' o M T T T I g Ty
[ 11 [

F4E MELELESM 81
PREAMBLE DATA BLOCK
|e—— 8.0ps 4" 112ps ““““‘“"—‘“—’l
bit bit
| bit 1] it 2] bit 3] bit 4 [ w=1] |

35 45
TIME(us)

Example. Message Data Block Waveform Corresponding to Bit Sequence 0010...001

8.0

(7L |
7/

[ T O

9.0

Bd4-1

4.2.2 WILHEX

53 Pk s 43 ‘

BAEIKer O T AT Sk 2 5, BEEHA 1126t /30, 58— ANk 7 B HITE 8us HiE .
AT HAER S, 2% S0 T —NEE BT WS FTUR, % ADS-B TR, 4% 112bit:

8D 75804B 58 OFF 2CF7E9BAG6F701D0

8D 75804B 58 OFF 6B283EB7A 157117

HEM & BRI SOE WR 4-2.

x4-2 HENBFZBEREEX
EEEEE | FREX HIEE X
5bit DF (Downlink Format) , FT#EEAE | &%+, DF = 10001 =17 , FnHF S HxM
[1:5] KFE LK S ADS-B i B
3bit CA BEH17BL HT DF=17 #30) Aflp, CA=101=5, #p20HEEAS5E
[6:8] RN RENLRE S G BAES, H KN E eSS
o A, ICAO = 0x75804B,

ICAO ( International Civil Aviation o
24bit ) # 75 CEB [5]] Cebu Pacific Air Registration

Organization) , ZrACE: CAHLI— 24bit s .
[9:32] N RP-C3191 Airbus A319, FEHCIETE % A FEEmE

S f—2%% 319 KHL

5bit A, TC=01011=11, FRXLE—N2df;
1 TC (Type Code) , e e T A (1257 - -
[33:37] BIHE
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gx
bS8 | FBREX HIEEX
, STC = 000, ®Ri&ZFFERIGELE, W
3bit STC (Sub Type Code) , 7/ I 44 1) zg;@@g . ﬁf;;:;ﬁ&TEi&f
(38:40] | %% (5 TC SLFMEAD o AT e ;
=1 H
: : = B =p i
12bit - A, Altitude = 000011111111, & FE400 W,
[41:52] 42375
1bi
[5:] T, Time FRifEEEE UTC [ Aflth, T=0, XrEHES UTC A%
F, CPR %3, /x/GM A CPR fLEHE ;
1bit A, H1IMKF=0, B 2MWKF=1
[5;] RANDTERBEBH. 0 BT EHH, ' ke
| RARTEHR
[Thit 1WA 10110011110111111
1
sy | LAtimde: AR % 2 WA 10101100101000001
[55:71] CPR 4wt W, 4.2.4 45
i 5 1 WA 01001101110100110
1
- Longitude, £ {58 2 WiA 11110101101111010
’ CPR 24 4at9 . 4.2.4 15
24bit
CRC, BRFER CRC 25, 4.2.5 5
[89:112]
423 BESmRE

- AR ML RIES A OO 2.2.13.1.2 T A PRAEAOHEAR . F i H— A T S A AR
i BEGRTS I 12bit:
|11213]4] |5)6(718] [9]10]11]12]
Q bit

HAH%E 8 LA A Q EedE, O=1 B, FoRiXAEERMELL 25 ERANBL; 0=0 1, &
IRIXAS R EHE DL 100 SEROF AL, KHLEBER T 50175 BEREF, #fEA 25 e R8T,

LW QU IR, FAR K ELRFA R — 2 2 N
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KHLEIEEA: Nx25-1000 (FERD)

A TAFIMNS, Altitude=000011111111. Q=1, [FkLA 25 TR AL, E£5 O thksy, BA
AIELARF 2 0000 0111 1111 =127, UL KHLEIRBED 127X25-1000=2175 ER. 7E =1 MtEH
BALREIR BEVE R 9-1000~+50175 % RAREEE, & T 50175 2R & 4TS KA 0=0 HE M.,
LA 100 25 R E A .47 .

L

424 CPRZ4%&E%HRE

£ 1090ES ADS-B #%tt, AT #te ADS-B il B HIMEMAEE, §EM S B Wi 4L E % K H
faj v 7 B4k (CPR, Compact Position Reporting) il RE MMmMBLEMAEN R, EEMH
B R E RS KR A AE (R R, B, (ELRRE I RIS eh, A — BRI E LA AE RS
FEREAEEER, BT WU EASRAERE, M EKNEARSREZRN, HEATFESR
FRIEX . AT, BRI B RLE, Tk ERE A AL &M, i CPR il
A P A A [ £ 5 SO SE B, 23 B AR SN mAD R 2 T s\ GmA o 3883 76 S i [ Py 5
WA 5 e g B P 9 S T DA S KAL) HE R o

e 4-2 o, 8 T HRE KL RAAALE, CPR BVENHERIRIBITA BRI 5, ek
BUER A ORFF— UL E PR B A HE R . ZFEMBUETEENARZ 180° ZFZ 180° , SR
fE i R4 90° FAL4 90° o« SRR 17bit T, H BRI R T 74518
mFp R, HAPAEXBRA T EKPXBKE: 2EXBMAEYTFERRFSMR, HK
PR A 4 BE A XHE KT, ARIEMHE S X BRI RS R, PIRRE X B RS 8K

SR X BRI AR

. 360
Dy, (i) = E)Tz

He, D ARGEXBOKE, i RraESH.
2 X B A

350 NL(lat) > i
Dion () = { NL(lat) — i’ s
360, NL(lat) = i

Rty D BRGEXBIKE, | RnaHBS L lat RAEHE, JEHEA-90,90].
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— AR AR R G X B N -

( 59, lat=0
1, |lat] > 87
2; |lat| = 87
NL(Rlat;) = { m i
1—cos|s5w+
floor| 2m|arccos| 1 — i (ZNZ) - others
\ cos (m IRlatil)

Hrh, NLAAER —ANGELHEBLEXBRNEE, —MELNEEXBXN—4A NL{HE, %4
NL {8 &2, 45 FRME “NL Transition Latitude”, NL Transition Latitude - [fJ{iE Fl {5 25 &
XBAFEESSES.

R4 X B 5, HhERE A S R0 B A EOL BT i 4SRRI K . 7 ADS-B A fir
B, CPR 4GS M YR H 17bit B4k, K, 258X B AL R X B g 2 A
HIH9 27=131072 /.

’ F4-2 &85 X B
T4 1 CPR 4 AR ..

 Function [clat, clon] = cpr_encoding(lat, lon):
ven enceding AR 4w
i o Bl e B
. elseif odd encoding
NZ = 15;
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Nb = 17; % odly for airborne position
scalar = 2°Nb;

dlat (i) = 360/ (4*NZ~-1i); . e ;
Yz (i) = round(scalar*mod(lat,dlat(i))/dlat(i)); 7 o S ;_ﬁ,;w,,A“\
Rlat (i) = dlat(i)*(Yz(1)/scalar+ floor(l::lt:/dlat(:I.))"T—~
If (NL(Rlat(i))=-i)>0 !
dlon(i) =.360/(NL(Rlat(i))-i); % P
elseif (NL(Rlat(i))-1)=0 " ' ,
dlon(i) = 360;
Xz (i) = round(scalar*mod(lon,dlon(1))/dlon(l))
clat = Yzl;
clon = Xzl;

425 CRC KR i :
CRC Kl (155 A J5 7% 24 4k 3k 75 A8,

7£ ADS-B 1 {di FH ] CRC B2 i K OX 409, it B4 POLY =1 1111 1111 1111
0100 0000 1001, HA K Z A

Glx) =22* £ xR 4 a2 4 21 4420 £ 27 440 4

L7 16 o 1S ool o 13 o 120 010 B

{E K 5 i 7 N CRC B30 EL R Fi2oh: FFRT I 88bit BrLAZ It POLY, £% 24bit 3/
CRC 56 tb%r.

fERUm, X 112bit BREAZ T POLY, #EHARECH 0 (EPEHRERE Y 00, MIAT BLA)E f# 64
BRI EEE SR ERM; BN, X 112bit B E AR R R A TR,

43 ADS-B (SSHIRINTE
M EATFUERS ) ADS-B fRISETRZ, HATFIFMIZE Nick Foster & GNU Radio 5[¥]
Gr-air-modes'”, iXJ&—> ADS-B 2 HLFER .

IX A {# FH 2 GNU Radio FIHEZE, 7] LASZHF UHD (¥ USRP #1 osmocom ff] HackRF.
bladeRF. RTLSDR %14, -

ADS-B il 77 AR H (o] 5, PR MCAE BROHUSEIE T IS K2 W2 37, e oLt
RERR I R 3R R 2R S A O AR O R R 4R AR . REIIAL B k¥ 0k, EREW HEED|



86 ELRHERLUFKIEH

ITRRIRES, BT

RNT PR ADS-B (55, {§iH] Matlab 2577/~ T )L/~ ADS-B 30, A2 4.2
F R L6 1 B i 360 A R KA B A S, HAKEEEAEM. Matlab FEFFAEE T !

D CPR %if% (HEA6Z% 4.2 45 CPR 4wl OhRD A );
O CRC %whg;

O ks il s

I VN IR 35271151

B15 5 B KFEE RN AMS/s.

AP ETHENL, 5L A 48 Matlab /=4 F5EE SCHER USRP & ST K, RETHHEL
B i%#% bladeRF, | modes rx F2fFtAT#0L, WK 4-3 Fios.

ADS-5 Cr-oar-meday
Sl e 5
-

USRFP bladaRF

F4-3 ADS-Bf5 5 3B sLi

W 4-4 FrRitHHL B 2K E|—1 ADS-B 55, i @b Bomh—4 KHLE 360 A®] T
2175 R ER . W 4-5 Fiw, B R ADS-B {55, £ Google Earth b i/~ —2421E
7 360 A7) 25 S e Khl.

alin@alin-desktop: ~/workspace /adsb

K44 HWFIMADS-BES
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Kl4-5 #EGoogle Earth 7R KHLIAL E

4.4 TNBSDHT

taiEEMRH) ADS-B {5 ST K, AMIKM ADS-B FSHHAEMES, FIFRMEK
TLR BB & BT AR LAY ADS-B T #E B 8l S 0, S8l A/C B 572
FER—FER, R S AT LUE KHLAALE .

MEMEF -RRMEVNNOEHACE, EHLRTERBEEVE hitp/www.
flightradar24.com 55K 5k, 4] 4-6 Fias.

K46 BRAMEIME



88 TERBERLEWFKIBR

B SR 1R 2 A ] 5 (¥ 7 i T CAKGE WHLAORS AL B, A a4 WHUE R s AL
IXE” WE? PRI T AT KRR EE, SRWAE SR “REXE, REFEE". K
Ik ADS-B H BB N VRN, WX LR

A&, fE MH370 Hf+, ADS-B ER# XA T, RFE T 5iFHTLEIEER ACARS 24 H
THJLA ping i35S . MH370 A AN, FEER I REEER LA ERGES .

BTEL, WIXAMFAER UL, 23 CHLELEIFAR — R, 1M —Fh 2 fRiE.

RELE, FIFBRM M TR BE % ADS-B (55, wJLLGBRME MR ADS-B HAx. ¥l
el VRS —ME T, R — 2R CHLIEERRBOEL 7 — 4 WL, AHILAATRE, sk L
R BE R AL

B2, ik HlsEhmEEREEIX N ERE S, AR MRS H.

A LT 5 MR AR A5 5 AT TR BLAF 20W L E CREZAFARIBIE, (L1 5L T %0 -
TERBMIM BB, XA KE R I FRARE 5 Bt i Ao 2k i H I i & R . B B2 R
HERES, —MERE R PUELR RSN . BRERERZG, JHE WA
ERANREH, WAR—FESOEE,

MWESE S MAE T 5, MU Z ADS-B R4, BT A Wi 2S5 B &l i s 45 i A5 5 1 st
AT S A 2% BB P T 28 b M 0 o 24 0 T 2 L M U 1 1 2 A A Bl sz RS & 22 T (1 o
G, PUERWAE 118~135.975MHz JEEN, AR BT AM Jaf]. ToLk di a2 i & ] LU
FIRRABBATEGWIT BINUAE Y, UKIEES CHLZRAIEE. R, RE el UAER 40
BARMTIES, SRMRESRIENE . ’

M@ (5 A st G . TR AM O], [EIRER Y T ORI AT R4, FERRIRASIRLE
WEOLT, NELEHLER S 5 o AT SO ) 75 8

L3 LRk, ADS-B RS Z 4N R BAFER,  5HAMZEE RGN L ERE .
B2, ABMIOTERG AN, BIRE, EREMSERSNZE, HAMENEE
KRS S RTAEIAT BN R RX P AT HRAT -

a3

[1] Z=%, ¥¥.1090MHz ¥ R W44k % ADS-B X TAEMRERR#E (DO-260A)
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[2]
[3]

[4]

[3]
(6]
[7]

(8]
(9]

http://adsb.tc.faa.gov/

RTCA Special Committee 186, Working Group 3 ADS-B 1090 MOPS, Revision BMeeting#29,
An Expanded Description of the CPR Algorithm, http://adsb.tc.faa.gov/WG3 Meetings/
Meeting29/1090-WP29-07-Draft CPR101_Appendix.pdf

RTCA Special Committee 186, Working Group 3 ADS-B 1090 MOPS, Revision A Meeting #14,
Proposed Revisions to Appendix A for 1090 TIS-B and ADS-B MASPS Changes, http://www.
anteni.net/adsb/Doc/1090-WP-14-09R 1.pdf ‘

http://www.lll.lu/~edward/edward/adsb/VerySimple ADSBreceiver.html
http://www.lll.1u/~edward/edward/adsb/DecodingADSBposition.htmi '

Appendix A Extended Squitter and TIS-B Formats and Coding Definitions, http://adsb.tc.faa.gov/
WG3_Meetings/Meeting30/1090-WP30-21-Appendix  A%20Mods.pdf

http://en.wikipedia.org/wiki/Cyelic_redundancy check

https://github.com/bistromath/gr-air-modes

[10] RTCADO-181D;,http://adsb.tc.faa.gov/SC209 Meetings/WG1- Mtg06-2008-0414/ModeS-WP06-

1

08-DO-181D-v1-6.pdf
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BFR—Fh LB S brdE, TIETE 2.4~2.485GHz ) ISM SME, FTHE0E & 008 &4,
T LB ST FTIE ) PAN (Personal Area Network) M%& . 15 A & &5 DL AN FH A2 & Fb DL F LA
iR BN B, Bl S FYIERSMEREET BV, FILSRESWE B, WA
BB, WA B ST T RGO i 22 4 1 .

51 EFERARENT

WA B B RAE 1994 FHELE RN, BPIME K2 AL EERNAH RS-232 &4
HER.

H 8 ¥ A= #E B Bluetooth Special Interest Group (SIG) ZHZEHE . X —H 414 L 25000
MRRAT, HAERE. THEHL. PRI 2 140

“Wi”, B Bluetooth, f&HrHti)4A%E V15 = AL Blitand/Blitann FJ9EiEAL. X2 10
20/ —{ [ T Harald Bluetooth [I%15 . #AfE, fhgi— V& TAHEHERN—EE, H3lA
TEREBH . WA EARKIF K #E Jim Kardach 76 1997 42 HH A Bluetooth iX AN ZFK, 4 b 24 1E
FEBL— A4 N The Long Ships /M, =& #HAR4E 5T A Harald Bluetooth [ Ef# g . i 15 i
FRILME & A TS A RS, AR BEE R — &, RN E g F
&+

K logo RS 30 % (Hagall) FIB (Bjarkan) 44, thit 2 [ T 4 F Hagall Bjarkan
iOf=EEa i

BT T 2.4~2.485GHz B, A 79 NMUE, SAME Y IMHz #%. A 24GHz
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ff) ISM ARBUR AR # B, 8 T FIHAR RGN T, BOFRABRY ek, &% 18
BhEEER 1600 K.

BLE (Bluetooth Low Energy) H# 40 /MiiiE, M4 5% 2MHz # %

15 R —Fh TR BB B, R -SRI 25 . f£—A piconet 1, 1 ANFTT
ATk 7 MAAERE. AR AL E X AN B . BAREEL 312.5ns B lE] KR
FAE e, XA RIFRA clock tick. B/ clock tick #IR—> 625us IR BR, AN BRA R — A
1250us FRIBFBREXS o — b b4 /) S i i BRAC B 2, 79T s e AR AU B R R4, 76 7 JOt
VRt MY SR, FEBE BRECEER L, EAEN R AEREA. X BN EL
FF i, BLE B A8 O il S & S8 T i isCR IR KEI AR '

B ORI RFZ A piconet EHAE—iE, ZHAK scatternet. FEXFHFIEL T, S & AT AE
—> piconet fFfE.EIfﬁﬁ'i, fE 55— piconet 1 R &M .

BFBEARCLRRETIREZE, BFMEARLME, ARFKET 1.0 F 2014 FRAH
B 42, FHMIET brk R BESCREJLE Kbps HIMEHIER, M2 78T 3.0 ik, &b
Frf# 24Mbps HIfERIERE . B 4.0 \RASI AT BLE thil, BMEIOFERF, HInFEIFHIK,
AT LAE 2 Y et AE R AR R R ], [RIEAEAR 2 T F RO & PR 2 T A .

BFE WiFi, FREZMUZ4. WiFi EEHTESENGLESE, AREEER, &N
WLAN (Wireless Local Area Network): 1] ¥ 7 /& WPAN (Wireless Personal Area Network) I
©. WETRZNHZEAMEATHER.

WiFi LA SO0, R—Fh “& P -k 887 41, raiiEfmd SN sfk: mi
F RN R R AR & Z A SR SRR, BRI, BT ES F7E— S 5 b
M5, MR EE A TR EmECE, flindk—T & m WiFi &8 HE—
e O O AT I REC B 3% B b AN, SeBR B F U A B A BN SRR O S5 M,
il WiFi th4 “WiFi Direct” XM EEH R, HHHEBE LT, XEAHEE.

52 BEFZ=HE

AT 2 BERUR T 4k E R BER

" https://en.wikipedia.org/wiki/Bluetooth
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B I MR ThEE . B 3§ AR R R T A () PIN A5, PIN i3 24 A 2
BA BT, BE ) M EgE ARG .

fE3k FARAEBARM T W - — 1l 4 %2185 (Guide to Bluetooth Security®), ¢
A7 T L A A BoR . EF A BORAER IR . B, EMEW RS, BH#
HARSBGE. i ARG BB A BEUE. U W R, AR oy
AL S B4 S X B UG . X dE e Rl thea il 7 —2edR T, fEQIEMYE —MNES R4
I, n ey 26 BRAR e i 22 4 XU

2001 4, DURSESS % (¥ Jakobsson Fl Wetzel KM 1 W4 7" Bt b s (08 be,  LLA NS 77 ik
TR . 2003 4, A.L.Digital 22 7] FIPIAZHF SN it Ben #1 Adam Laurie &3, 75— 4 7~
i AE TR, G SR ARREGEMEE . T2, B PRt B T — R R X — i
i) BlueBug Wik Fi%, 46 R I H X — IR iR i £ 35

2004 ¢, H—AFrHEREEA R L, B R LIE Symbian #4F R G000 FHL AL 1 . XA
] RN “29A” MBS PoC F2FF, BHRZ RS T RMENN, Fite R
A EE, (BHEA R IEMEHRERIL . 2004 £ 8 H, —ISLI0 B4 A B2 B A BE 20 I 2
T L8 AR, SRR T PR RS . X T W RSN AR, Y
FE 08 A 38 P A A ) A 4%

2005 4F 1 H, I T —MALR “Lasco.A” WIFHUGELHE, %% Symbian FHLA.
FI P — B W BBOZ AR SO, AR B SR AE RS, RIS TR 9K B A
T Wk 2 Gy, 7o, PR E L Re e R Y RGP HARK) SIS XfF. RAKEREFHT
PLRGAFE

T 200544 H, SIHFRFENRET NG A AT 1A TABLE — st Ak 75 K, RE
HeF PIN TS A BC X B i o AP 7 AU AR R AR F R, UESE L 2F 6 AR B A i v
FBIAR . T ARAR B, BTN SR T — RS R AR AR A N

2005 4F 6 H, Yaniv Shaked Fl Avishai Wool &% 7 —Rib 3, #H 1 #zhz0r Eah e
Wk, FTLAIRAR PIN i, fE#ihaNBctieh, o (0 5 18 & A UG BO T (1B %1k e 97 07 2
BAE R AR i o ah 2 W 75 B AE RN S B 20 H — R kA o (R i 2, i T S
MAT S E R ECA AR, 2 JE k] CA e sh SRUGE R RO R I R P T B T . XA R
9EET, EFEZRBELEH P ERGER EHH PIN /8, N E&SHFRR. B &

% http://csre.nist.gov/publications/drafts/800-12 1r1/Draft-SP800- 121_Revl.pdf
* https://www.cl.cam.ac.uk/~fms27/papers/2005-WongStaClu-bluetooth.pdf
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Fp e e 75— AR Al [ 2 E TS A ) 20 A H — PR s I R £, BRI S F A
REMBNIX— 51 .

A AT DL BB & AL . 2005 4E 8 H, k& 22 SUMFRRIIE )y K 1 ¥R, &
MR EF RIFEE LN R DA WSS FHE RS S, R AIEAE KT Thaent
RERHAE.

o
2006 “F 4 F, 3K E Secure Network Fl F-Secure [FIFFCA R R AT T — sy, L&5H KEH
£ “AfIL” REME G, B E T EMEF RS LFRE, DS ETG R ERNaEREE
?’{-FF]?EH“&Y#??D
2007 4F 10 H, 1€/ #R & (1) Hack.lu Security 231X I, Kevin Finistere il Thierry Zoller 7= 1

i3 15 T root Mac OS X v10.3.9 Flv10.4 B4, i35 T /N6 4 PINFL A Linkeys Wi 58 .

U BE TR EA R UL X F e A R B E DR 9 FLARTENE T . AR,
T o 52 A U AT TR B A5 7 L BHOR 2 S Y A B TR S BT AN

5.3 BEHFIRIRT A Ubertooth

P 5-1 Fr7r, Ubertooth J2& Al W MLER (F) FRURBEF, R4 iE 4B Michael Ossmann
AT FIBA# 9 . 2010 4E 10 A, Michael Ossmann 7E ToorCon12 43X b J&/& T A1 IF R H A5
—4X Ubertooth Zero. #7—fLH) Ubertooth One J&1E 2011 58 %« [KI 9 Ubertooth & FFURAELF,
FTCAF R 2 HRAHTT, ks KZR 120 &I,

WM WM MW

[€5-1 Ubertooth
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5.3.1 Ubertooth {423

Ubertooth [KI¥EAZIMAE GitHub |, HutikS2 https:/github.com/greatscottgadgets/ubertooth .

£ 42 %% Ubertooth B2 1T, /B %% L KHBIE. LA Ubuntu REGAH], %k bA T H
P -

sudo apt-get install cmake libusb-1.0-0-dev make gcc g++ libbluetooth-dev \
pkg-config libpcap-dev python-numpy python-pyside python-gt4

P TR 15 libbtbb, X — AN R MR . JEAD R N GitHub L R 3.«

wget https://github.com/greatscottgadgets/libbtbb/archive/2015-10-R1l.tar.gz -0 libbtbb-
2015-10-Rl.tar.gz \

tar xf 1libbtbb-2015-10-Rl.tar.gz

cd 1ibbtbb-2015-10-R1 :

mkdir build

jed gl dig
emakel i ; ,
make ' T

sudo make install LR
sudo ldconfig

LR T I SRR 0 TR

wget https //github. com/greatscottgadgets/ubertooth/releases/download/ZOlS 10-R1/
ubertooth ~2016-10=R1 .tar.xz -0 ubertooth-2015-10- Rl.tar. xz

tar xf ubertooth-2015-10-R].tar.xz :

cd ubertooth-2015-10-R1/host

mkdir build

cd build

cmake .

make

sudo make install

i R, TR, 3E ubertooth-one-firmware-bin H :

$ ubertooth-dfu -d bluetooth rxtx.dfu -r
Checking firmware signature
No DFU devices found - attemptlng ﬁo f1nd Ubertooth devxces

= i et

Seléct;& evice tb*?l&sh‘(défaultti{ ékiﬁ:O)@ P T o b

WMABZEZJE, Ubertooth & Ha#A DFU X, REFHREAEMF. 5xzE, AHE
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P Afi—F Ubertooth, 52> (7] 3] 1F 3 B/
5.3.2 {#EH Ubertooth

Ubertooth =8 —ANJFRFA, A LAGh S A& ARG AE AT X M-k 2 A S E R, X
PEA B H R A & 1R o SRR RIRISEE) Ubertooth, JUIAT A5 B A i MBE o o — BS T A
AN SR A — S a7 B K 5256 .

1. SRS

552 16 8L () — /NS BRAR Fl Ubertooth MBS . 42 Ubertooth H7EFM |, #: F— AR,
X UR2EE RST Fl 1V8 XFAT 354K, RST 4T #oR LPC175x (sl 8 EALEIET, 1V8
KT3I~ CC2400 & 1 28 B, W AR Z Linux £%t, USB/TtH&REXK.

# N host/python/specan_ui H%, 1Z{T “ubertooth-specan-ui”, 1R} Al LAF F| 2.4GHz SMEt
MG S, wmE 5-2 Fras.

Ubertooth Spectrum Analyzer

E5-2  f# F Ubertooth i 2471
BERT RX 4T 2 5E# K, #K7R Ubertooth IEALFHAR K
2. {5l LAP it
WA BRI T L E4r 2& LAP (Lower Address Part) #hihlk, LAP #hhk 2 W5 7 & & Huht
(BD_ADDR) [{fiifz#4r. BD_ADDR f2& 48 LbAFIdthtt, LAP /& BD _ADDR FMEALERS

24 [4F. LAP HuhbfE® — N R A SR k%, Bt s B i — ok sh 0 v 77 Rt &2
LAP #iht, iEid LAP Hudik 5 vl DAKNIE P A R 5 oF 4 %

(£ %% Ubertooth # AR, CAE— Sl #iTRF ZRE TR HX N, Bt LlE
{&ﬁg%?:

sudo ubertooth-rx



9%  EHEREWHKEN

L 559672, Wi 5-3 ik,

Al UG BIANE] 7 —se8din . il 26 LAP Hihik £ 2552

test@ub1404: ~/ubertooth/ubertooth-master/host /bulld/ubertaoth-tools/src

{ "\
.fubertooth-rx -t

LibUSB Error: Timeout:
ACLLbUSB Error: Timeout: -7)

/ubertooth/ub ter/host/build/ubertooth-tools/src$ sudo

er/host/build/ubertooth-tools/src$ sudo

t/buud/ubertooth tools/sr cS sudo
=-108 n

th/ubertoot

tooth/ubertooth-master /h
err=2 *U‘ wOn =2500769347 clk 12

Clklul.:-;')ﬂ()

425268

=559672 er
5 rgf):’r:
59672 ¢

=559672
754653636

559672 < 759266422 clk
th-master /host /build/ubertooth-tools/s

E5-3  f#i FH Ubertooth{i r LAPHfik

3. Kismet EL & Ubertooth {i
RGN

B W5 iy, AT PAE G Kismet SEFR . Kismet &= 010 802.11 R%if1
AR A, Ubertooth 4 Kismet 5 | —/MEfh, T2t 7 LA Kismet 4047 86 F 884 17,

 5-4 Firs .

:00:38:!28:1!&97

[&]5-4 - {4 FiKismet + Ubertooth il i o £ 42 fu

{E host/kismet/plugin-ubertooth README 1, ] LLF #| Kismet {1 F4E S .
(¥ 8 Ll (UAP), @@ /4 2 ML

Kismet MY bRicH LAP #ihilk, iAkmic 5 5
fiEEhH i R R B PR 17 N peapbtbb X, T

PRMEAEIR . Kismet 5 — DAL, &0 e
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REFATTERT LAH] Wireshark HEEH 1, T 047,

— SR A WiFi W848 5= S o 3 F B ThiE, #R B KT Kismet+Ubertooth iXF
7 OB S

54 {RIDFEES ,

BLE (Bluetooth Low Energy, KIIFEMA) 2T 4.0 lRA T H—E4 . BTE BLE HiAR{E
ZMAFBREEPRAKEANA, LnEFFR, NEH, EF Beacon HKHEMbrid, #
{E# ] BLE o8 . PRIUE R REREAERAR P, % T LUE B)5C T BLE BEARKI6IF.

BLE S54E4i1 F7E il E AR MR, Ubertooth 1373 BLE IMINT, EJ % H
fyiW7 - H & BLE Sniffer, ‘& /&M CC2540 USB Dongle #f{ ] -

5.4.1 TI BLE Sniffer

BLE Sniffer #fFal LL7E TI MUT M 385, Hubl2 http://processors.wiki.ti.com/index.php/
BLE sniffer guide.

CC2540 USB Dongle [I#F 1 5-5 Frs.

[5l5-5 CC2540 USB Dongle

TR H #6072 )5 (Windows #5%), #di |- Dongle, #TH#4F, W 5-6 A,



98 TLREREWEAEM

: Packet Sniffer
INSTRUMENTS

Select Protocol and chip type:
Buetooth Low Energy -

Possble capturng devices:

Smar tRFOSEB + CC25408M
©C2540 USB Dongle

Chck Start button to launch Packet Srvffer:
R P —

&5-6 Packet Sniffer/d 30 F 1l

Wb “Start” #4601, BATEAEA B Sniffer . 40 5-7 FiR.

I 3 i o =
Q Texas Instruments SmartRF Packet Sniffer Bluetooth Low Energy = & =
file Settings Haslp

Dawolhw e

Caphunng device | Radio Configuration | Select fieids | Packet detals | Address book | Display et | Time ine |

Filter off RF device: CC2540 | Channel: 37 [0x25) = Packet broadcast OFF

[&5-7 Packet Sniffer ¥ F1fi



H5E BEFRE 9

EHIX A Dongle W &, iy “Play” %4, #ial LAMiiWr #] BLE ((8dR A, #lan, (EF 5-8
i, aTRLERIR S EEEA, SR 37 S151E i B8R .

#B Texas Instruments SmantRF Packet Sniffer Bluetooth Low Energy = @ =
fie! Getongs  Melo
Jador 1y 3E

Tarwe (uu)

Paobe. Adv POY !yn

3 =0 '

= len) ;. Cata s [nis

L (bt mmm- - ” J\
| at0002 || ox28 R i 24
'r-iu-n Adv POU Header = AdvData
| s1ma7sz l""'""""\np um Radds F-Lesgn AdeA 116351 66 13 T 4¢ 00 05 O£ 60 FO TS
-su" | ox5Es7ED13304% ||$D 20 10 CE B 37 92 3 M D 48 || oxsTLNL

-* -""“'"' - T

“

-54

) u
ox:nun
oo ms| % fos
[ T I -«

| | eyt T_l’_l *
f |
/

Capuerg devce M5M|wm]me|m:m|omuullmn|
Advartarg Charnet TRRMAE
I Corrmet 1o Irdistor Addiess  [BEOF1DBASCAY el
Lomg Tamn ey | fhex {L50 to MSOI)
Pasi Key 000000 (Numesc § diges) ~
- — —_— - — |
Packet count: 15 Error court: 1 Fiter off RF device: CC2540  Channek 37 [0x25)  Packet broadcast OFF Z
| iy o B S i csolelloe ) bies s i &

[El5-8  Packet Snifferfui W 2 (1)) ik H 4

H18% BLE W& # XA S/ #EE M, iBeacon FZ& N 6] 1. R AT LATE
B R B E iBeacon ¥, WIEMFHLIVTEIXA 25, SUnT CUER LoRIRG 1k
HEETEER, WE 59 frns.

5-9 EstimoteZ) i []iBeaconi& #& I F I 15 FL {4 HEi%
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Bk 1T L2 4k, Packet Sniffer i 0] LAt Wy 21| 3L Ath (1) 898 €1, . {H/Z K24 USB Dongle 'ﬁ
AR, EAERR R R BEFE —AMEIE LT, T LS SURBRA, FrRLE A e e
BRI A E R

I SRAE T I AR 1 B B AN A W & IEAE B S04, T4 Packet Sniffer 2> H ) FRERIZ Mk
TEBIT 2, RERX D ERRBE, TR AT DU BIX M ER A 8RR, & Pl
B, 4wk 5-10 Fras.

Q Texas Instruments SmartRF Poclm Sniffer Bluetooth Low Emrqy o B &8
File S!nmgs Hdp e - v

Data Header

NESH SN MD FDU-Lengeh |l

g 0 0 0

ACK Status 11
1
SIIHJI

Data Header CRC
. LLID MESN SM MD PDU- Lemr.h
M->S OK m 1 1 0 0 9 0x929550

DaRIair n[Hl3S
Pabe. || TIMe (us) Adv POU Header AdvA =
e +1287373 Type IxAdd RxAdd POD-Lengeh| /62 01 o6 18 ¥F 57 01 06 0F AC & 70 4E 35 K
»20617379 ) 0 37 OxBB0F108ASCA3 ||BS 19 9D DO EF 4E D2 §F 02 B2 OF 10 8A SC A
el Type IxAdd RxAdd POU-lengzth) I
i s 1 ] 34 0xF46222589900
Data Header
== _°"““°‘ ACK Sacs “"" LLTD NESH SN MD BOU-Lengch
_0xO0A ¥->8 1 0 0 1 [}
 Time (us) ! Data Header
l:.unr s mﬂ Direction | ACK Status fDataType i . oo o up P0U-Length
23 f=20642187 % 5->4 BUnexp. SN f Contzol § 3 0 1 0 £
Time Data Hesder
|‘C”"'““ """" LLID WESN SH MD PDU-Length
| Dnexp. NESN 1 1 0 0 0o

[—j—ﬁ,.m|,.m..m||wmll B — I——

R P

Captusing device | Radio Configuration | Select fiekds  Packel delait | Addwss book | Display fiter | Time e |

| Packer sniffer frame header 1
L

{info| Packet pbr. | Time stamp

| |01l17000000IZOOBHI!O!MMOO'HMIlll!ﬂ’ll!’ololxO?OIMO!Gl!!St"(O!A

|
=—— »
1

Packet count: 15 [ Error count: 1 " [Filter off

RF device: CC2540 | Channel: 37 [0x25] | Packet broadcast OFF

BI5-10 {iFilPacket SnifferM B8N KF 35 FHLINE R R it F

A LA 3| Packet Sniffer Wi ®| 7 —4> ADV_CONNECT REQ A ffl, Hrhsh T
AccessAddr=0xAF9A8BI15, # T KM~ BLE ¥ & 5t ol AME X AN A b BE(S T

RS AR RN, B AEIXAE R AL E,  RIH R R e 1 (&
), #B{dF Packet Sniffer 34> BT RE @ T IR FE .
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542 {EFAFVYINAIES BLEZENEM

FHAEf BLE &1, Ak —2%FHl App RERSERE A K] BLE B, RSN HELLR
VAT IR S Bl BIWsERTHLA — SN LightBlue, P 5-11 iR,
- LightBiue - Bluetooth Low [

Energy <
Punch Through ‘

q
17
|
sese ke ¥ P o e Ty sarow
LightBiue + ¢ Lghifin e Peripheral
Poripherats Nearby
s’ s Machock Bre Little Robots
- I A TEACRANS J0M- ot NG #0T2Y
Unnat Connected
- Ny
Uit ADVERTISEMENT DATA
Py e
UUID: FOOGFFCO-0451-4000- ‘
4 @ B000-000000000000 |
- .
' Tig ideridy
-l
B o v
T
AW, Infoer
Virtual Paripherals -
ALY

5-11 LightBlue App

M App HIfI AT AE . ErTLARK “RBL” FEK BLE ##&, B AEERE. 5=
R 30 (WK 22 44 “F " el ——RTHFE T (BLE) #¥4%5) 4, v48 7 W A LightBlue
i/ KFH. BhESEE ek .

TEIX B EKF MBI T, Y LightBlue &8 L/ KFHZ G, ATUEFEE—14%K4 FEETH
UUID, il 5-12 Fhzs.

* http://drops.wooyun.org/tips/10109
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BeEyn ¢ 12:42 & 10 3% 16 BB P 17.42 & v e R 36N "
< B4 Peripheral Clgne M Alert Level
| kb0 ‘
M
Alert Level
Connected
UUID: FEE7

WECO

Immediate Alert

Pd5-12  {d fILightBlueffi/NKFH RN

by OXFE** 5 /& A4 Characteristic (1) UUID, [ [1]“ Immediate Alert "2/t 1 & F5,
Fr AR ANKFAE I Service, iR E 75 AFFE X Service. ik A\ Characteristic, % F/iX
/™ Characteristic /] UUID &y 2A06. fE BLE fJ#I7EH, % I Characteristic [ JLAME K7 X
0, KW, 1, EAMEE, 2, WMAMEE, 3~255 Fif. s “Write new value”, LIS
AN HTHE, HD%EE)\ 1802, #i] LSl FIHERa).

. %7 “Immediate Alert” Ufln AR L2 HAL R @, 2B F|FAF Service 8 Characteristic
i, EE L App i Al SRR I A S KT T .

{H 2T LightBlue 524 BLE (@M BT % H2, LightBlue ZAEW & FXGE Bbr. —
ki, WM BRRA VI, BH EATERRS, Badah#HFERTERLE REL
A '

5.4.3 1% BLE i2& % 5 4IEE

AV EENMBERERLSH A BLE KA LTH, UL GitHub L, Ml https://
github.com/JiaoXianjun/BTLE.

EATE A KB, MARERER, WP BASEBIT TI #) Packet Sniffer
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frhig. BNEZRE—TFREERF.

TREEZ G, MERF. REIRCERHN | HackRF 2(# bladeRF [(1585), X4
R F TR SR PR -

G EAR AT B, 4R s

cd host
mkdir build
cd build - .
cmake ../ (F{#ifI &% -DUSE_BLADERF=1 i, WIRRRINHEM HACKRE)
make B f

sudo make install (HBALIRZSS, HEMER btle:ﬁéol_glsfc HFE M btle_tx)

N

BRI T I readme BN, Ki%—~ iBeacon {5 il .

btle tx X : i
37- 1Beacon-AdvA—Ol0203040506 UUID-BY940 30F5F8466EAFFS25556357FEGD-Major -0008-Minor-0
009-TxPower— C5-Space-1~00 Cel00y T ’

HhZ8E -

37, {51837, f£37 ST #HEERE .
iBeacon, ¥4 @& /2 iBeacon & \..
AdvA, J bl #4 010203040506.

UUID, # A Estimote /=i [ € ff) UUID: B9407F30F5F8466EAFF925556B57FE6D .
Major, iBeacon %2\ Y] major Z4(, 7 0008.

Minor, iBeacon %2 ) minor Z4, 4 0009.

TxPower, KIZEDIFEE N C5.

Space, ARIEEHEE IR ] (A]FE, ¥ 100ms.

rl00, HEEKI% 100 k.

v UV U U U U LU U G

FEFZfTERRIXNHEET, WE 5-13 k.

S, B — AN BLE DHREMIFHLEEIT BF . SERFHLAT LA Locate Beacon App,
ik 5-14 B,
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66EAFF92555

El5-13  ff fHbtle_txf% 571l il HackRF /K i%iBeaconfs 5
sosec hEHY T 18:06 @ o FA6% M | | eesec thEEG T 13'02' WA ATH%

¢ Back

Visible iBeacons - tap row for more info

Estimote B9407F 30
Major: 8, Minor: 9, Distance; 0.35m

{5’ Radiys Networks

Tap here 10 configure visible iBeacon UUIDs

Use your phone to locate, measure,
calibrate and transmit iBeacons.

E5-14 & TN 8258 1 HackRF & 3% [ iBeacon (s 5
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A LAZETFHL BB RIMHL A — 4% N “Estimote”, ID 4 B9407F30 [f] iBeacon, FRIRA1ARI%M)
&5 —5e

P b, B LR R IE Beacon 55 B 77 kw2 HEH FHL. Bl 1A Locate Beacon App
it 45 Beacon Transmitter ({1 IhRE, AT — & L E TP Beacon KA1, iX &3 R T4 Beacon
L, A 5-15 FioR.

coec BB T 1867 @ 7 ¢ 79% mm>
< Back

Visible iBeacons - tap row for more info

Radius Networks 2F 234454
Beacon Transmitter Major: 1. Minor: 2, Distance: 0.14m

D1
2F734454-CFOD-4ADF-ADF2-F4911BAIFFAS
102 - r |
1 | 1
D3
e
Power ‘
.56 ; | l
Advertisements Pet Second | ‘ ‘
10 (Low Latency)
Transmittes Power ) |
High 4

| Beacon format

Tap here 1o configure visible iBeacon LUUIDs.

{Beacon

Beacon a8 ademere of Apgie nc. LoGymtans 4 » Mademan of Geogle

4

FHLA K i%Beacon(s 5 FHLBHE Y Beaconfs 5
FE5-15 i FHlki%EBeacon(5 5

1 R A7 208 ] LABEAL — ™ Beacon {55, LT WL, 40l —> Beacon /5 S 21IRE 51,
v MG Y, BAERE.

G RAEN A BB FE: 2014 CES KE&®RIT T —AFEES, ILSUEESHTH
&/~ Hh /% 4E iBeacon, fit)ih AT LAZRTG 2L M. SR, FES IR Z AT, Make Magazine ff]— 1~
PASBE AR T iF %% 52 APK, #8577 BTA i Beacon Profile, TR N2, Al LA LT
£ (] Beacon, FR1FHFRK.

HE AT AL, Beacon XFH N RiE&HAEN Z&MHERAENHE. FRED Beacon
IEE IR E MR T HAl— L )55k 1 58 Beacon (K% 21, 7EMBIAEEIR T . A3 5L iBeacon
K&, H2013 FEHEHZE, F2014 EHMOAZERE AL, INXMEAREA “8h”. &5
BB EE, RN RAHERT.
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ZigBee Z%

AT (RN G ZigBee FHI4E , 3X A — b 3= 3l T AEPIE0 o L PR 2 AR i A5 e R

6.1 ZigBee &N

ZigBee & —/MhrdfE, B LT B, R ARSI BT ZigBee 1% %
TLAET 868Mhz, 915Mhz LA K 2.4Ghz $iif%, fi AXA&HE A 250Kb/s. ZigBee = B4 AL
R Tt A P AR DI (S (AR I L FH o 7 SR (S FH D B e 5K | 1R IR SR 25 5, ZigBee
B A EBANI ] (99% LA 1) #B T 1F (R TIRE th I R IRIRAS, A ZigBee 4 T LAESE T {5 1
ST AN i 45 it

ZigBee PR 2 H1 ZigBee HEMIE LI, ZigBee BEWIHHVFEZ K Sk WA R % % il
EETM LA R A A A K. ZigBee B 1% Bob Heile ifiid il F & S iff T ZigBee 11435 :

. BB P A L9 ZigBee 094 1R, (R BMEE -G EOHT 2 5 mamag
WFAEE K TEMKIERE, ZigBee £ —MNAIFe D4R, SR VHE, B2 CHMAIELIE
FATE, AMMTRAEEE,

—kR, ZigBee B EFEAMRE F A AT G TRHEZLMI 4 AR, €LI@HT 2eh
B— P AACEIR, HRAFAZB A KA RIBAET e

A —K, &“/l\g%ﬁfé‘éﬁﬂfiélv — /4w Haarold Bluetooth #9 4 B E AT ey 5\
LR, B FRGE R AR R A DRI LBK, b TARK, ket T RTEE D
ETRT KA XA KA, &%) LK) Bluetooth 18AEfE 3K 2] A A A Z T8 4n AT R, {22 4
BAE KIZ, et FFATRAEARZ T R, Wity ZigBee W 2| T Ale, BACLER T
K, €A Bluetooth — 4, LiEk—TFFH #F4H204F 2%, Frde 2P 440 Fok, 3%
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EAFSF T S|SB N T2, € ASITF T KRR T sk, RETHT.
HERAVERAR K A ZigBee, B %4 R Bluetooth, ZigBee #6495 — 4 & Skel4+1 .
LA LS 5| Hl H ZigBee wireless Networking, {F# Drew Gislason.-

Ff MRS ZigBee MMM M5t (fR&BME%. BEEH AR KERMEF). T
MEREIE CREBAMI B TAEEARIRARAS, AR Rt (o) P T34%, BolR ARl 50D, s
ARV, BHREERARD DS RXH (BHEEASD IR

N ZigBee ST BIAMIY 5 (R I P A3 T LA RE 5 ] 391 SR 4R L A
#, WEilid ZigBee ¥ ¥R AL IX R R PC BEATHIA 434, mi:ﬁj:tﬁﬂ%ﬁﬂ%ﬂ“ﬁf@%%
B3 N AR A B AT — 2B 4

6.1.1 ZigBee 5 IEEE 802.15.4 X &
A2 $ i OS1 4} ZHEARU KA 4] ZigBee 45 1EEE 802.15.4 HIX &

i 6-1 Fiw, FEEBILEA 17 i 2RI t IEEE 802.15.4 #5EsE X, 1fi IEEE 802.15.4
i1 IEEE 802 #r#EZE 51 22 5E L. ZigBee brtfE R E X T2, NHAZ UL ZEE, TR T
1) IEEE 802.15.4 ] MAC JZ & ¥E ZE N ZigBee W& Wl i1 — 543 -

D IEEE 802.154 NI.D! SAP —r - uuwﬁz .
— ﬁﬂll"’ Aliance Mes Routi Netwack :
|_] defined [L?: l&éll l_-ﬂg_l 3
End manutacturer MIDESAP | | MUME AP |
difined T Medium Access Coatrol (MAC) Layer ~
T Layer —
|| tunction - | PLMESAP
Layer o Physical (PHY) Layer
‘! interace 24 GHe Radio $68/914 MH 2 Radia
lo-1  ZigBee Jo4k M 4% il 2 K 45 F P!

" IR 5] I ZigBee wireless networks and transceivers, {F# Shahin Farahani.,
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6.1.2 802.15.4 hiizkis
ZigBee Y1 )Z 11 IEEE 802.15.4 #rifEE L, NIIH ZigBee fUE 802.15.4 KFLIFE

ZigBee P2 7] LA L{ELE 868MHz. 915MHz, 2.4GHz —/MMEL, X SUAE X &l o v 27
AMFiE (channel), W& 6-1 Frs.

# 6-1 ZigBee MR TIEMB RIS EE

518 FEEE MESEE ER

0 600kHz 869~868.6MHz 100K bps
1~10 2MHz 902~928MHz 250Kbps
11~26 5MHz 2.4~2.485MHz 250Kbps

55 IEEE 802.11 2616l ZigBee #HH E/F¥ 3. ST AR, ZigBee {5 R A4 EHiAc &
W RFFE R —AME1E LM AR, AT AT ZigBee [ 4% (0 288 1217 IUTUHUAR X 7 B — 28,

ZigBee HE Al 4 #0 &l i Kot WOk AL s, N MEEREZEEAT R, BEHEEE K
EFH AR . Wil 6-2 Fial ZigBee $ s iz 4 B

AHR[Auxiliary HDR | APS Payload | Mic APS Frame

NHR NWK Payload " NWK Frame

MHR! MAC Payload MFR MAC Frame

|sHR|PHR PHY Payload PHY Packet

Transmitted First Transmitted Last

K6-2  ZigBeeif it 4 *

WLAE . ZigBee BUR(ERIEN N LRI T RZEITH, BRI LARAIMWEL K265 2
TAE B SN T B0 5 44K B B BRI 8 I 45 5 o PR 0

O Yy ZHE M (PHY Packet), [A]253k (Synchronization Header, SHR) ] PLil- %4 %0k
5 REF#ATE L, Wmie SRR, Y ZER K (Physical Layer Header, PHR)
S SR, YIEE#EA (PHY Payload) U8 & FESRMEN, A5 T EEE105
A4

O MAC ZM (MAC Frame), "ERBAENEZ KBHRERR, HEE& =187, MAC

? JLIEBIF A ZigBee wireless networks and transceivers, {E# Shahin Farahani.
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3% (MHR). MAC #fif (MAC Payload) 1 MAC J& (MFR), H+# MHR 2% | MAC
B3R w58, MAC HATE A T % Z83RM, MFR B8 T 16 i CRC Wik5: .

O MM (NWK Frame), Hk# (NHR) FI#fit (NWK Payload) 41, o3kt
HETMREFIRE4AER, RFQE TRAXHTE (Application Support Sublayer,
APS) . 7E APS Wi, Wik AHR f7 7N HE FhE&ZEHIE R, MBIk (Auxiliary
HDR) 8 T 41 B84 2 M4 . ML ZER MAC J2 1 7l ks Bk T 1458
g4t MASCEFE#AT (APS Payload) *FELE 7N HHEaRm 4. HECHBMHER

UEfY (Message Integrity Code, MIC) HI FAGEH B2 BHAREIE, FIEER MIC
BT EEH, B LA SR R AT B T BT A BOR L .

6.1.3 ZigBee B MAC i35y

5 WiFi FHAMTL D UAR, ZigBee RH T U T JLF MAC JZEUHR WKt &b -

O fE4rM (Beacon Frame): FiTF M4, B ANF AR, S RIEE R
3K (Beacon Request), WEIEFRIERATNT ik iEH CHERR, By s BNE br s st el LA
FNIE XA P28 B AFAE «

D M (Data Frame): F TAR#AEEEIE, BAKERN 114 77,

D M N ( Acknowledge Frame): ¥{#fi &% 75 vl LAEE SR AE S USC WS B B48 S5 i — /i) 1o
W, SR E X T B HE .

) fir4 i (Command Frame): 2T 802.11 FrdfE (4% & Bl (Management Frame ),
Ao Eml i ocE . 2 kBk. Wbk rp R UL R A R 15 5% .

6.1.4 ZigBee iZ&EEI K MEHFH

{E IEEE 802.15.4 %% R4 81 & 58 1 AMF & 2 ThEEW# (Full Function Device,
FFD) Fl&B4r2hfEi% % (Reduced Function Device, RFD), FFD ] PA5Ef& IEEE 802.15.4 Friff
HUSE IR LE, T RFD W REEse st/ That. Blin, FFD o] LRI 4 S (1 T &l fs, 1m
RFD M| R #EF1 FFD ififS, RFD FA7E S mBAd, w— Ik,

{E IEEE 802.15.4 [ &% rpi B 25 Fr I (0 M €290 —Fhi& %%, B PAN (Personal Area
Network) 1/1if#% (Coordinator). i 28 fIMid ik . hiAEEZE—/> FFD, BJLUS M H)(E
B Tk, mRFEMIRESGE— PAN B EIEHEE, WXV PAN thillds, ¥
% W2 A B R 25 ) FoAh B %
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1t ZigBee ARG S, [RIFERI M OA AR PR, ZigBee [F11pif 55 i& 1IEEE 802.15.4 {7
PAN {hifi#5, ZigBee [F1i#%H1#F (Router) #f/& IEEE 802.15.4 F{flhifi#s, ZigBee %% 17
(End Device) i/ IEEE 802.15.4 H {5l e 45, W& 6-3 .

O PhifEs: EThEER S, TSt AN AR S T R 4k, 38 BTN 2% T s
BEATSERL, w DR S

D AR EIhRERCE, TR BT Th AR R, TT LA P R AR AN £ R A

O Ll W TIRER R, AREF B, ASREMZ T S, R AR d1 8 2 7 U
a5 .

ZigBee M & M4 2R, HEHA MM nds, BAEE (Star). FERE (Mesh)
FIR A (Tree), WK 6-4 frs.

JLE R ZigBee 48 H it BN D 28 K BLEE AN 4%, LA 0 2 4 P IR PR GE RS T 7 2
R e AR B AT P Ak

ZigBee Coordinator (IEEE 802.15.4 PAN Coordinator) ¢ y
ZigBee ZigBee Router (IEEE 802.15.4 Coordinator)
Device Roles y
ZigBee End Device (IEEE 802.15.4 Device)
Star o _

PAN Coordinator (FFD)

EEES. I Coordinator (FFD) ko
ice Roles ‘ Cluster Tree ) @ ZigBee Routers
Device (RFD or FFD) ® " () ZigBee Devices

Kl6-3  ZigBee XIEEE 802.15.4v (1) 845 ffy 1 Fl6-4  ZigBeeld 44t 41

. 2igBee Coordmnator

6.1.5 ZigBee AMiTFE

ZigBee M MR (NWK Layer) $137, MKZIEMFTIAKIL. ML, #%
o NSRRI

—/Miles (& FFD) BB A8 (RIATRTHH 2RS40 REMAEE (FUth
BIFH)D) ETAERPTA NS, RIGRILERE D5 CAH M bEA R R bk, s EoR
% R 48 T e B R S U R R A RS SR, N RO AR R I, B R84S E B — A 16
DL Zg it . WP 6-5 BT 815 s N R A AR 15 A

T MBI 1 ZigBee wireless networks and transceivers, {£# Shahin Farahani.

* B 3 hup:/www.efxkits.co.uk/role-of-2-4-ghz-wireless-communication-transceivers-in-communication/ .
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$6% ZgBee %2

I —— ' - ey g p—er g \\ il
d . il of gy | (5220 omep oy e ]
i

[ saszas if e i T %
{ : S .
asees | wea | we | -
. o | s | 283eps e -JF. x.p:.
Conanna | I T £ @
i i B
a | LI

e

6Pz EMAHERE

il R AL L Fre i _w. =

W40 Bl ek _H -
"

RUTTTE TR TS ]
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6.1.6 ZigBee I FHE

RiFJZ (Application Layer) & ZigBee trifth iz X2, £ X T ZigBee N %
( Application Object) H:{ERE T, [ X % i1 ZigBee ik 0k # ZigBee /= &) %5 L, ZigBee
IR TE ST IR Z ARt TSR AT R o

ZigBee &% % (ZigBee Device Object, ZDO) st HEA™ ZigBee 1% & #F L ZISLHL), ZDO
SR DR A W BRSO (Ehinbhifas . B8 88 s 201 50 2% (b 8 sliipx
D PIEEEE CHLAny s XHE ., 2508, ZDO & L T —1™ ZigBee % % Profile ( ZigBee Device
Profile, ZDP, Zx{E/SIEIVHE), ZDP FPEfEdm 5 0 IR FHZ 455 (Endpoint) F.

~ Next Higher Layer Entity
APSDE

SD)

6.1.7 ZigBee WM AXZFFE

% 1 3 #5712 ( Application Support Sublayer, APS)
30— RS ZigBee N 2RI 4% 2 2 [a] 12
it TR0, ZDO AT K E € SRR A RonT A I
SR % . APS L HESLA (APSDE) 45 B SE{k

(APSME ) A2 {t iX 46K % . APSDE ifiit APSDE-SAP
KA A HE(E SRS, APSME iliif APSME-SAP KIRALEHIARS, H4ed—A{E APS (55
[ (APS Information Base, AIB) [HJ#¢EFEX REHMEE, W 6-6 FiiR.

N 3CFF T 2 8008 924 (APSDE ) ji i 3 7 (¥ iR 25 H2 N 25 APSDE-SAP $2 £ ff iR 45 i F -

NLDE-SAP

NLME-SAP

Kl6-6 N RISCIFFIRMEH

> R R R A —— RN AR EE G (PDUD In-EHhk, A AE R A SCRF /2 8
.

O HE——BEWMREYIE, XA BEE T AEATIEME T .
O AR H T 0 —— AT DR 7 FF 2845 5 2L IR Sk it 30 L4 3 stk Do B kb B .

O AT SE R A iy — e i 803 ) FE AL, 7 OO 2% J2 (R B bt — A5 4R e M A 1 B )
CIE A

O HERHHELE. -

O R AN B T /2% 2 i B A I K B RE, 3 mT U B Stk 17 3 B
ik, (A FERRCRI 4 o BU% X RSO I th B APSDE AT BT 414,

R SCHF IR E SR (APSME) AN T WS Z (Bl 544 1752 ELHe 1, St 2%t 17 ) ke
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5%\ 5 APSME-SAP 2t (9 IR 55 w1 F -

O G P —— R N B R A% RN T SRR UL IC P AN VR Th
) AIB HH—R LR &5 5 AIB NIRYERI T RE. .
) HAE—RLESFEHEARIE, RS SRR ).

D HEH—RELEE MR FhE 2 A BE R ID, DURTEA AL R
HHIRA 8 26 1 g

6.1.8 ZigBee i Profile

i F Profile SE XL T E. WHEMKRA, LA X AR SR, EARKRE LETH
I F S SRR 4 A B £ Profile #ERT LASSIRAZ B, 10 FH i Profile & BHEXE, AF %A
eI HOELEE AR E] K Profile AT LASCILAZ H..

6.2 ZigBee &=

ZigBee T 128 fft) AES M HLHE, H% A R HE %2 EIUR TRFREHI 15 2 147
A F OB P BB T B A 6 e B IE ST, T LAMSAE 22 2 e e & PSR L2
f25 F 3 ST WA A 5 B O e P B A7

ZigBee F-H] COM* 4 HE#eds 5 B ME RN , CCM* 2 3 T CCM( Counter mode with Cipher
Block Chaining Message Authenticity Check) HGltifisiIsiz, albideft g, Hg®vEAiE
DA Bz [ Bt o 4 i o BEMEDAGE = FP R4 47 e B 6-7 Fias NAE ZigBee ' CCM* ¢ Fl T- 4 0%
o Hdis e 8 EAE. B MIC (Message Integrity Check) 245 7H B e MM

L) L

Y ; _—

R

g s
mne wan

i
s

ARAEER
R WEIMIC
MiC

| 128" e o [mic]eesspuscchonicnnnianans »f vsaceran [mic]
R ' Eaad WHEIMIC

El6-7 fEZigBee' CCM*# HI - T-¥udi i & 78 #AENIIE

S T COM*i] L) %% hups://en.wikipedia.org/wiki/CBC-MAC.
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6.2.1 ZH£EX

ZigBee &R LAl LE =AM BB RN Z 4, X=AZmalE MAC JZ. W% 2. NH]
YFE, EANACRH 128 f7fY) AES &5, Wk 6-8 fin.

' CCM* Output.

1
. Al
NWK Apsl :g: | Encrypted APS Payload | MIC

(a) APS Layer Security SVNCJ PHY' | MAG

HDR [ HDR | HDR | HOR

1
| #————— CCM* Output ———"
]

1
1
et A5 1 |
(b) NWK Layer 'Sef:urityleNc :g;l::gg m:l:g: Eﬁ&ypkng.lNWK"Pay&ud‘ Mic | -

4———CCM* Output——————
\ 1

' _— ;

sync Py [Mac AU e e
HOR | HDR HDRlHDRI' | PeopndMicRaiond [ |Me

(c) MAC Layer Security |

!

[&6-8 ZigBeel 7 7E = ANIBHT L N 22 4 HLiH°

{HH T MAC J& [ IEEE 802.15.4 frdfE e L Cifi H—R& G MR, BTt T ZigBee %4>
BATAGHE 2% 2R S 2 2] T AR 2 S8R M i, AR,

T A 8 2 e 4

BB HCR B 6.9 F A .
e BRAERERARZAEN (sl fox | Boe | Nor| Mioe e MiC
eEP L LE! —

(Auxiliary HDR) Al MIC. - T4 E M0k, nmuwmmammmc.zu xr;WAI

SRR, (] Pi6-9 111 1 %124 LRI

J M Hﬂ }:'z—i_ u é *J—L ﬂ’jJ H’\] ﬁ / NAREHENNESS | KRR MIC
Wﬁitﬂ@ 6-10 fime ABL (=2 paY - -
R AL 2 ok 1l
S NA B CAuxiliary . — I

HDR) fl MIC. &, X
H K4k A MIC 5
I 28 12 1)t i Sk A MIC 2 AH B BT 1 .

Fle-10 (&R 1 B A JZ 2 AL ) B s ot

© UL G Bl ZigBee wireless networks and transceivers, {F# Shahin Farahani.
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6.2.2 (LR
ZigBee & X T =RE A, %8, WEHE . BREY.

O FEH (Master Key): XFEHR BB L MOLAMERSFRAN, FEHTEH
— B W&V i 2 ( Symmetric Key Key Establishment, SKKE ) % 8 8% % 8T (-9

D M EY] (Network Key): 128 i I8 % A &2 s 2% b BT 1 101 3L 200, s
PLRRAN RR A . 2T A T RERAE T SN P B SRR Y

O EEREH (Link Key): XREEHANTTAEIEENTH, T 0P w6 s 5 21T
e, ERAMAERER, EEKKPEHERELBT LA, '

6.2.3 ZHLZEL

1. BRRL/MmA®EK ( Commercial Mode )
SRR (ARG R 4, —H AT 5% ERTH & &I T 3 S MR
EH, XS O R EERE A, WE 6-11 Fiar.

ZigBee Security
Comme rcial Mode

Trust Center / Coordinator
X
—» masterKoy XA
> masterKey XC w
- - masterKey X8 o
~ ~
-~ ~
s _ = = = —=inkey XA \ ~
2 HekKey XC < = ¢ o ~
P lnkRey XB <. ~ & =
7 v ! -~ N
7 Ko ~
% networ v // 7 N ‘
Node A Router B g~ Node C
é HinkKey_AB(data) d linkKary_BC(0uta) d
masterKoy AS masterkey AB masterxay_BC
masterKey XA masterkay 8C storkey
matariey X8 = e
linkKey AB
linkKay XA linkKey AB :“’hih'-:
linkKey_BC
networkKey linkKay XB netwark Key
networkKey

Bl6-11 2z 4/ AR 0R

2. HRER2/KAER ( Residential Mode )
GIEPLREATE T AL EMREYH, FHEXRREREK, EGHRAANA, ZERS
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kAR R 28 TR T B, a0 6-12 Fizi .

ZigBee Security
Residential Mode

Trust Center l Coordinator

old_NetworkKey(NetworkKe, W) _ o - d old_NetworkKey(NetworkKey)
[E networkKey \ il -
ol -~ I A
< ~
! e
Node A Router B J z Node C
ﬂ%! networkKey(data) - networkkey(data)

|
networkKey networkKey networkKey |

Ke-12 kil /xR E R’
6.2.4 ALK

WK ERB . KB T ZigBee M2 %2 4 AE AR R A, HE A G AT LU R AR E 4L
?5&17] i (Symmetric Key Key Establishment, SKKE) RJRAE 4% %5 FH FRERE B 80 (R4 /& 28K
WAHCEH —NEF. n4h, EHWMEHS R, IS HERAEHDE.

O fEFERE T U 2% % PR BE RS 55 P4 W) S A%k, Hoedi 8 mT DL R0 SRR £,
N TR 35 i 008 {5 30l 2 D e A b T e

D (EBHIBE TR, HEA SRR R S A7 A ) ZigBee i gl iXfh
A BIRE A, (BRAME TSI SE R MUK ER, S 4 4544 R A AR A 5 5 Bl 0 A 44
TR AT R E

6.2,5 ZigBee T SN MIAIE
X AR5 s B T AR R =H o K.
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6.3 ZigBee W

AERTHEYF 7R 2 ZE0HHR, N AEx ZigBee BT, BAAfE R 31 T B8 AHF0
6

6.3.1 IEHEIHNE

Meandred F-antenna

1. CC2531 USB Dongle

ceasaiFass
i 6-13 FiR, XREEMUBAFTAET  suwes

CC2531 FFRHI. MH T/ USB IThaER Button S1

ZigBee % INBEVEA, T LU G 08 3LE K oty

ZigBee MZ&rp (4E RET s, B E A 09 [ 4 0T A

SCELATEL T RE, 1R 2 P st o fr &0 5 A 6-13 CC2531 USB Dongle

2. CC Debugger

ik 6-14 Frzn, X2 EH R A EE A ] Y
{RIDFES A SoC iU Fr ke s Mofikds, "TEAS
[AR Hik A AT KA TAXATBC G {5 KX ZigBee
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#l6-14 CC Debugger
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3. Unicorn_ZigBee

i 6-15 fT, IX & 360 il f B IET T1 1
CC2530 & T & 1 ZigBee 58, W AR - 5 HUEUE |
T ESE.

4. 1AR ERFFERE
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! B hal_as i‘ >
| = | - B STER_IDS=4
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} { | /* Compiler keywords */
D fwCoord... 3l -DCONST="const __code”
> ::ER'::: | -DGENERIC=_ generic
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6.3.2 1Y ITERF
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Sniffer 5%, EA1#EHHZA CC2531 USB Dongle.

Packet
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1. Ubiqua Protocol Analyzer
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2. Perytons Protocol Analyzer
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[€l6-18 Perytons Protocol Analyzer®
3. Packet Sniffer
- W 6-19 s, X R FEMCER A\ B 7 HE I TR, SRR 2 A ICEGETE YL 4N ZigBee,
BLE % ‘
Ubiqua 1 Perytons #B.E A X #4E #17 % IR /1, @0l 6-20 Fiar.

AL BT AR BT, SRR AT A BB ISR I, Ubiqua it 7 AR IR = B 2 ##
B o

8 http://www.perytons.com/index.php/protocol-analyzers/zigbee/
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4. KillerBee

KillerBee /& —% T Python [f] ZigBee BHHESE, A LLM http:/killerbee.googlecode.com
3, B0 /& i Joshua Wright 7E Linux &4t T & ], BAMERIE 7 L R3t ZigBee 93 T2,
T B 1) zbreplay. BT P48 R I zbstumbler. FI T P48 G307 ) zbdump %5, % i ]
KillerBee fE4¢, % HI%| RZUSBSTICK, 1M 6-21 fizn.
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—$EM &, KillerBee 7Eff ] RZUSBSTICK i % F [ i3t 47 7488k, FrLALEEFH KillerBee HE %2
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IAFPRIE AT LAKNIE P 2% () FoAh A5 2., niE 6-24 TR
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R &, XS EE U Rz,

1. BEHESERBE

TS KIGE EERBEFR T AAMAGER OCHEREHAN N ZHETON, FE2HIA
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m.aqoo_«gﬂa,\nts&gf_lﬂ

|/ Traffic View
s..l.a Texas Inst~ [

gat Texas Inst™ |
é e TG

$6% ZgBee &2

]

s

#HOR

=]

=

=
CEUNEREREB LB EEREBEYYY

i HR

x | Packet View

Temastamg Tene Deta
15:41:28.737787 ©.000736
16:41:25.739763 1.80157¢
16:41:29.748531 e.000768
16:41:25,748963 @.097552
16:41:29.748819 e.eQ0736
16:41:30.758715 1.001896

141:38.751583 @.000768
39,755993 ©.003520
16:41:32.755731 @.e0e728

16:41:31.389923 @.00137¢
18:41:31.4920%3 B.9%¢158
16:41:31.402867 ©.809768

1.497301 o Satezs

16:41:31.499171 9.091289
16:51:31.693155 /0.183984
16:41:31.68392% ©.000768
16:41:31.607481 2.003558
16:41:31.628227 ©.00e736
16:41:32.814163  1.005536

T F—— —

| No Fitters

Shck

Zigdee
Zigsee
Zigeee
IigBee
zigeee
IigBee
Zighee
ligkee
zigaee

Tigles

Zigsee
Iigeee
Tigeee
Tighee
Iigeee
1ighes

.l?i!f«i

FRER

g ¥

Tigese W

FRERFRORE

.;_<m

Packet Informaton
Acknowledgesent
Cata Request
Acknowledgenent
Date
Acknowledgement
Oata Reguest
Acknowledgement
oata

Acknowledgement

Link Status

Power

Dota Request
Rxsaz_»ouln:n

R_s.lnuaunl:n
Data Request

Acknowledgenent

Data

Acknowledgenent
Data Request

® 2CL - Power Configuration
Suyr rﬂ ULt ESS. AR
Ragius: 8x1E
Sequence Nusber: 149

4 Wi Payload: (12 bytes)
APS zn-nx sxa:a&*wwo&e:

|4 MAC mooan_‘ ewinm
Frame Check Sequence: BaFFFF

—" ——

tonfiguration
Acknowledgement

61 88 €0 88 3@ 0@
82 % 91 @5 e ¢F
FFSC 91 1F 35 @8
14 @1 22 98 9F 14
01 & MBS SE FF
EE

fTRIBR

I EELEIB N E T,

FE16-26  f3sil R 1] 0 L
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Ubiqua PR e — MRS T A TH, 461 Ubiqua R0 Lk & Hkisidfe
itf, Ubiqua n LAEWSCE) & S IE WS H 3h iR BUFRIF S 9197 AR 5 880k . 14 6-28 A1 6-29

1% 383 Ubiqua W 2 A48t 1 1) % 91 0T HL B Sh i s

BIR

(6] Untitled * - Ubiqua Protocol Analyzer

= —
file Tools Device View Window Help
|Device Manager i | Traffic View | - %
| USBOBOS  Tewmr . < = T - | @ %S Trsnspont Key
ao,ﬁ.: x Ol 'sladle s-wy g | e Fen w L Source Address’ BagoOD N
| USBI744. Texaar— Tonaizaeng Tene Doms G0 Dacy Laye  Sacks inemazen & Radivst Oxit
Eb I8le o o 18039120 . 2%0516 TS5 12 iigher mAC Beaton Request Sequence Nusker: 327
i 18039020, 766852 3, 476134 n Tighee WAl Bepcon Nequest 7 4 DK Payloes: (37 pytes)
\ DOmnsinLesen N n Tighee MNex  §eator 4 APS .toaa« oxd101
_ [ 33;09:2e.050708 wsam2e 2 Iiguee A0 Beacon Reayest | Frame Control: @udl i
[ TL.ORNNNE 9. 378336 2 Tighee Mal Beacon Fequest _ 2 APS Counter: 1 \
: 924ps 0A0NSIE 2 Tieste W Bescony ” 4 4#5 Payload: (35 bytes)
19735206, 602430  0.51002¢ 13 tighes mar kev&. jon Bequett A75 Commanc 10: (9x08] Transport ey
1815603484 0001056 22 Iighee M ks.i.ln.la . SJ!S v.nwnﬂw.t 32.,.” .
. 1 iapsias. ity 8 St e - ¢ bert ol sg R Key Type: [ tandard Network Key |
P Sy momt ey = \w‘.xﬂ 16 39020.059758 €. 23w5a “nnvz s o.ﬁ..xanckn _ 4 Key Descriptor: (33 bytes) ¥
¥ Taghee Pretecel U ites e Tiiske. WG, . Keimonledgmmeit | [ Key: DB:07:09:96:0A:06:02:80:83: 08 DC:07:02:05106] |
o1839126.942172 SMRle: 22 gher WAI askeciation -:vodam 0 0L 7 - 075 L
(] ASARMBORE Lh A & Xishes GG ackaisiment || Source Address: 89.12:48:90:03 .03 /48:13
|| I saTEI esssste n2 Iighee ral  oefs Request _ 4G Footer: OxEFFF b
i 4 WA Acknowlecgement ﬂ Frame Check Sequence: OxfFF? 7
i 53 3 0.80%55 21 Tigt At | Tramsport mey y o .;.Fl! =S ————
I 1813926494620 Q002176 N2 Iighee MAT  Ackrowledgesent e . -
18:09:26,620740  0.336138 tighee ML Gats Request | Gx3000 41 8F 45 50 52 ¥R 0% 09 2 2D ¥
- ] 18:39:26.630516 €.000763 22 Iighee ML Acknowledgement [ ”HM HMHN"MH”NHN”U
S 5 0 e e L 1036008 006 2 Iigee WG icknosledpement | e, LRI A CL
- ¥ 1005066024 edelde 2 Jigher S Device Anrgumce
18:39 eoezes 22 Iighee MAC  Acknowledgement |
1 02008 n figies T8 DEvice Aveuece |
1k 2 0.9iiE 2 ‘ZThgher MAC Oath fequest 3
18:39:26. u!l. e.omerss 22 Tigles MAC  Acknowledgement v | N _
18 5% 067820040 @ pels=0 2 figter mad Gata 1 | -
1839526753276 0.909736 22 ' Tighee MAC  Acknowledgement | | Propeties ¥ x
3 o Tighes WA Cata Redwest { i
% Iighee M Acknowledgesent _  Connection [
n Tighee MAC  Data
| 22 2ageee maC  Acknowledgesent ! Sk ke
i O n figee mAC  Data Reguest | s Pugged *m—
23999 1392 2 Iighee MAC  Acknowledgement | 1 bs Started
| S RSLRR | W4 AR L W )T L 22 Tighee  MAC Data H 77 I Netwenked
|LIMWOAININNG AMTIE 02 Tiskes WA Arknowlsdesesnt [Pl ¢
_ gyt g WP ——— — £ B o -
| Packet 16 of 54 ’ wbilcgiag cm

[M6-28 #EHIfEiL
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‘
%) Untitled * - Ubiqua Protocol Analyzer -
file Tools Device View Window Help J
Device Manager B X | Traffic View
USBOBOS - Texas~ B e = | & ZCL- Power Canfiguration
il ._.u [ L) 2 BSS F ey v % g | NoFilters ‘B Vg = X 3
| WK Koy 0BO203 P 0DDI0B A 0205
UBITH: Terme TS | n  Tenesump Tewe Dwur Cn Sk Lhyw  Phckminformasen 41 sq.m,oowbeoweu?&. mém s -
© 1dln oy o 1 19 18:39:20,290518  7055,3276 2 ZigRee MAC  BEacon Request 4 Radius: @xlE .
H 10 18:39:23,766652 3.476136 2 ligBee WAL Beacon Request | . Seguence Nusber: 221
s 23S 1B:39:23.769828 e.meiVe 22 Iigeee K Deacon S| ¢ e Aux Meader: (14 bytes) mﬂ&ﬁmﬂs
4 10 15:33:28.653748 0.633920 2} Zighes MAC  Beacon Request MK Prylosd: (12 bytes) #248
5 e 125.089884 0.636136 22 Iighee MAC  Deacon Requést ]| 4 APS Meader: Bx00140F0800011483
e 3 (25.032404 2.002520 23 Zigeee tax  Beacor o ¢ Frame Control: 9x88
r 125602028 0.51002¢ 22 Zighee MAC  associatfon Reavest | Destination Endpoint: @x14
N s 18:39:25.603404 0.001056 22 IigBee MAC  Acknowledgesent | Cluster ID: [@x0801] Genersl: Power (onfigurat
: . A
Network Explorer B x &= eE $:29:38.311088 RL30YT? igeew ¢ Poure Convigiant L Prafile ID: [O9xOF@S] Private
I 1| @ 13 18:33:25.039788 ©.208% 2 zigeee MAC  Data R t | Source Yndpoiat; exis
» g TigBes Provocol (1 atam) | s 6 sl e aes . APS Counter: @
5 18:39126.040748 0.000960 22 Iigeee MAC  Acknowledgement ! 4 APS Payload: BxGESSTOLE
1227 18:39:26.842173 9.001424 22 Zigiee WA hssoclation ResponiE] U 2CL Meoder: Dr&EESTALF
305 18:39:26.043420 0.0012¢48 22 muﬁz MAC  Acknowledgement | dam MIC: @x39EISEA3
M 12 19:39:26.487620 0.442400 22 IigBes MAC  DMta Mequest w.:R Footec: OxFFFF
5 183:39:26.488588 0.000768 22 Zighee MAC  Acknowledgement i _ Frame Check Sequences SxFFFF
# S5 13:39:26,492844 0.003856 22 Zigeee APS  Trenspert Key M1 ——
|97 s 18:39:26,494620 0,002176 22 TigBee MAC  Ac e sl -
_ 12 18:39:26.629748 9.135128 22 Zighee MAC  Data Request | Bxe00® 51 35 BY RO 30 99 29 @@ 00 03 @2 LR Jerr  *
I s 18:39:28.630516 MAC  Acknowledgesent FFOFZ 08 0@ 1E DO 26 81 00 @0 00
T e 13 AR D4 03 90 56 12 20 92 8 14
i P <5 | 15:35:26,628068 | 8.007853 | 43 igses | 2 Power, Conigurs
Graphic View px |8 - @001 01 90 @8 OF 14 89 AF ' &5 it 39 o
& n nos 18:39:26.640028 0.001960 22 Iigiee MAC  Acknowledgement
Lk -1 rigm T H oxee2r EY aF &) FF FF
= = = 57 1835 20 643245 B, 03040 22 Zigses 0P Device anmounce 3
| & s 18:39:26.645476 0.002208 22 Ziglee MAC  Acknowledgement | \
| {
A% 57 15:33:26.65571% 0.010240 2 uuarna 0P Device anndunce zmmmamnﬁ
[ ® 12 amswaeoss eepne 2 ZigEe MAC  Data Meguest | ) = &
% 5 18:39:26.749768 8.000768 22 igiee MAC  Acknowledgement [+ iZe/e TJoso .,U...As
11 19:29:26.752560 @.deBey 22 2ighee MAT  Date . a x
.._cn..w«.w_..ﬂ & s 18:39:26.783276 0.00973¢ 22 Zighes MAC  Acknowledgesent ﬁ.’f-? P 1 I
- ¥ 17 MI3NI7.757620 1.Meede 12 IigSes MAC  Dats Request = 1
%5 18:39:27.758388 e.eeeveés 22 zighee MAC = Connecti |
n 113 18139127 ,762660 0. p0aln2 2 'uvwona MAC Date idle
* 2 5 18:39:27.763396 0.800736 22 Ziglee »MAC  Acknowledgement Status: ~
mv 312 18:39:28.765764 1.€22368 22 Zigiee MACT  Dota Reguest 141 Is Plugged |
x2999 0§ 18:39:28,786532 0.020768 22 Zighee MAC  Acknowledgement 1) Is Started |
”s 11 1939 25.790080  9.0038%5 a2 TigBee MAC Data lT'. 1 Networiked |
_ TioRes Mar  Acknowlsdesment |
L N L “
_vv-nruauooft ubilogixcom .

Bl6-29  Ubiqua F 2 5 HUE 1 i o e

AT PIEERERESEPHE G, TUEAEMEHRET A, L EARE. HHIR

2. BERSRBERIBIF
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o HHAPE R EHTEL R &, BREREHEREYTLREETH. ZMrLL
Wwd, BRAMTHEHNEN. FHIRERIEFAM SKKE HLiliRAE 5 EH, ER_RIEHT
HAME AT LIRS P TE EHHA.

6.4 TNIESEH

‘

AT SE{E DEFCON 23 £ F4r 23t #, “I’'m A Newbie Yet I Can Hack ZigBee — Take

Unauthorized Control Over ZigBee Devices ",

6.4.1 MigZ&FPIKENEZEH

IEWATH AR 2N, WEARAEHAESEEHRENEHBENRX, BLPEHMEE
Pl EH AT E S B A — AR R RIROMY, X Ee® PR MK T i & ATILEN, W
R THE S 1 H 15 2 (K [ P 3 T LA AR B H 8 . T Tl PA— AN REAT Y o B K sk s e T A2 4%
HEERCE T, AR R, BUE e BAR g . BARB& R RGN E W Ee-30FTR.

Kle-30 HHREIT IR ARG RME

EIEF RO, AP @ FALREHITE, MR RIER, K FhlE WiFi /3K 1
2 il iy A PEHUH R FRIEIT ZigBee PSR IE ST 1. FHLAG T 6 8 o] G il PR LR EERR 2k
T, Wk 6-31 Aas.

Wi i) H By 2@ i wi g 10T WS 54T RPN (EiE, A5 HBEEE B A& kit
10T PRI HIT R, Wk 6-32 Fir.
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Fl6-31 LAY il Ko Bk AT i R LAk BERS

¥t
ZigBee ¥ &

Kl6-32 xS HAx ARG ki g 5t

S T (77 R P AT 2907 R IO S5t TR P8 6 1R A, t i 2 T
PrAIRRIE S AR I, A1 6-33 TR,

W 2 B AE N 2% B RS rh R, (EIX BRI KT, W 6-34 .
HIFRSCELAT I E 25 eIt B CLuksE NS T F, I 6-35 T s e iR ok .
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X
old_NetworkKey(NetworkKey) = ‘ - -
- ~ -~
N\

ZigBee Security
Residential Mode

Trust Center / Coordinator

old_NetworkKey(NetworkKey)

- ~

- ~

< networkKaey A & ~ ]
-~ ~
- | ~
e / b <
Node A Router B % Node C
d networkKey(data) I - networkkey{data)
networkKey networkKey

natworkKey

[6-33 ZigBeeZ o F MR TR

K6-34 KT

Kl6-35 HidRITHIR L

# CC Debugger 5™ 3¢ ilH: OAHIZESR:, A5 TI #) SmartRF Flash Programmer ¥

Bl ok, Wik 6-36 Fik.

KB R G, ZAEGPIREEHG TR NRICH. BH%.
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What do you want to program?

‘i‘ TEXAS

INSTRUMENTS

SystemonChip | MSP430 |

Intertace:

Jhu Bd

[Program Cloones SoC o MSPA30

E8 fmware [0 | EB firaware ov |
COREE - - aoee -

Flach mage: [T \Wsets\kun\D:

Read mﬁ

View Info Page |

Actions

™ Eisze

7 Erazs and program

" Erase, program snd verly
™ Vetity against hex-dile

@ Read flash into hex-fle

Ot )
pA2Igbe ed hex

Location
]

¥ Retan |EEE addiess when reprogramming the chp

=] -]

© Secondesy | [EEE Ox |

Flash lock (effective alter program/append]

wieprotect: [
™ Block debug commands finct read access)
NEB: Cannot "Append and venly” when set!

Pertorm actions ]

6-36

KillerBee HE4LSE{ | — A~ T H ZBgoodfind
BITH TR FHREH, RS g

S HEUnN 26 K0 L, AR5 Sl (o 1 B A
JESEN 16 71K, W 6-37 FUR.

EE 6-37 1, HEFEM— AT,
AR BT L1 16 74 KRB0k, MBI
. MIC (Message Integrity Check, H &
SERVERIE) H TRIEFE 2T, e
B PL AN AL TR B . ] 6-37 AT L
VLD SN

{d I TI¥)SmartRF Flash Programmeriz H} [& £

[ || e

N [@F86
- L HE

F6-37 ZBgoodfind i) T{f J7 H 73 %

forf(indexé(};index(:sizeof (firmware)—16;index++}f X,

{

string key—flrmware [lndex—,‘q( index+16) ];
L

b

Break;

J.f(AESdecrypt (key. encrypted?acket) ==SUCCESS)

prlntf("congratulatlons, key found ! key=", key),
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ERE A FREPEA —MEWRI TR, SRR A CHEBEHIRSRE, B TRE™ M
AT R T RIS BURTT R SLRI B, T2 1 S AL B0 e VSRR SR, BT DA 9 Ak
FR 4 BORHIECE AR R 7= b h AT e AR A7 AE . T 1R LR F I ZStack PR3 Af91 -

ZStack —RAE ] IAR KFF %K, FER oA — M4 UL B 8155 42 5] NV (Non-Volatile Memory )
HzhfE, HA T memepy BB, #Hid IAR R IR i 5t 15 ’jFﬁﬂﬁﬁlﬁthc.%mﬁiﬁ i
& 6-38 AR

e Y

- - A
B e e g Dy — e S— T -~

AT IR Y DRt a1 A Y Nr ‘-oo‘. l!l.'. - .

e TascpIT X -

- —:M = > P ——

. - . S 7€ e oy S ) peei e LM e 3¢ praimismrin CRL L S U - .

fon S pax

1 FLLERTEE

PR EEHATLE

e
.

4

(- i /* Sev the MAC MAX Frame Size (202,15.4 default is 102) v/
B Genencéppme | -nac e mae stz

00003160 ca Oe 0
00003170 Oe 05 e. 3
00003180 3e 13 be 13 44 13 u 13 6871

00003130 7a 13 80 13 8c 1350 13 38 13 3
000031a0
000031b0
000031c0
00003140
000031ed

\
)
\
Default Network Key ‘
Trust Center Link Key ‘

x N 40
1445“03134:1‘02 130013140535d5c5

Bl6-38 I #4F 5 B ) 48 4 R4 B % H ik

e
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© 04DDED FF MOV R7.A°
L csal nencpyl zaPreloniigley, detaylaXey ’9?._???_1?3 |
17 ~$0%AD
040071 [75 109 MOV V1.20x31
040074 [75 0A HOV V2. $0x80
- 04DD?7 [T 8] MOV RO, #0x08
©0ADD?9 12 08 /39 LCALL ?PUSH_YSTACK_I_THREE
T 1 HOV R4 $0s10
04DD7E 7D 00 HOV RS 2000
. 04DDB0 74 03 MOV A.£0x03
|| o4pbez 12 08 D9 LCALL 7XSTACK_DISP101_8
| |® 04DD8S 1215 1A ICALL osal_nemcpy::7relay
| | o4pDee 74 03 MOV & 40x03
{1 04DD8A 12 08 50 LCALL ?DEALLOC XSTACKS

Kl6-38 did HRAFH SRR A RAR B ML (40

B b 8 2 R EL B [E 2 1, 75 AFRET mov 484 L8, vO~v2 XfRiff) 08~0a /2 [
R, R AD 5 31 RAFBEEN, NEHALEF SRRl (0x31ad). 7€ 0X31ad 4176k 1%
4] “ZigBeeAlliance09”, 3 idt 25 i HTiH 31 SR X R BR A 4.

Xof T Mok (1749 5, 8 I Hex 44 83 1 FH 45 203 U ERFAE (il n 2 IDA A rT LAAD 75 08 2
7509 275 0A) XfHFE T ZE, o7 AR H PTREM B A AL, P 6-39 AR

T |
* S .mm“n}umuqu.e..gum; - -
[— S [ g ————— = 3
i
o X 3] IDAVewd: | X 23 HexViewd X MBmmwm
| bsin
| S <:mW\ Function Instuaction
— a0 0001B7FE
o / 5eg000:00018878
- segUOO000180R2 |
seg00000019TFS |
seg000.00010EF |
520000 0001E 16F
MMWMt;
, seg0ONIAEE |
segQOO 000820/
| segl0RO004GIC /
o 000024674,
\m‘;‘u( mnihém;mxm'.mm. n
:m~sl"l ’gtmlw I T e VT Sater
nmu — o . P ————

Bl6-39 R(FH IR S LA
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':-.[.*--v«_-EEm

4R = - ARBAR T s ain sl —e
ane 4n Lesm L LA Y LA »

Aw 2 sWY B ary ’ 5 AV AL

LAERE AL A PR e

oy o8 -

|4 | €8 b

LU PR L AL R BT T T PR R R LA
G ESFRI A FRZLTNFS 12 W66 1A F 12 W D
o287y 'IUBMWSI NEREEATLY
MR WK BB RBEATE
MO BB WG HERBENNN

639 HAERHIN A MBS (40
B b SRR I B A T i HbE A 0x25AB, 38 3] 0X25AB X/ ik 7T LAE 21 AES %414 08 02
03 08 0A 06 02 0D 03 0B 0C OF 02 05 06 OF, 3t 16B =128bit, 1% 6-40 .

Fe i ump Semt Vew Debegge Cosom Miices ey

FUBCEEEE 1,1 3 IR " ».'-xam. T

236 U4 Las8 2gNY BT O T B

b AR | “hrv s ML I ‘ Aa¥ad

BEO SES A0 P AENee 0 !

P - _BE| 3 3 Cois 5 oot | & et A B xnl‘._p«-s_hg.—um.-‘ YL X o

mEAR R RN A
LR L R L L L
HEmMHOD TREWR@ERE A
ENEERN RN EENW T
R R T .
MENNEE NEERTENS Dt
R
AR R LA ] ’

ME HRasaCNDT
--n- LLLEL L LK wwordlll
T i [y s

LR L
»
*
=
&
30
3
3
3
3
3
3
3
|

LA T B

SIRIEETERAIBATIARLCSROEART
SR¥Izzc=pAaIIAYeITnAGREY

VIR T e
LR R R R L
MRENNN O e

B MIWUNK UBNONRRE

e MBS MK WY W

tomg HESUSR ERVENFE D

e FZONBE AN T RE R T e e

ohe ERENEN ARENTATN
MW e
WAmMPOE BORRNE AN
L AL  E R
MOHRE AT T

WHOBENREY BEBOSKEN

AmOmA MR AWHABTEN 1
UBhphemume hn0RRMEY In
" DHMEERNFDNS UNRSTANENN T

uuuuc)on 19 04 10 'i: 10 UV 1U Ur VU UV UD 1D UD YL WY UL |
00002595 22 6F 32 60 00 06 00 0 00 08 00 60 00 89 67
[ 00802545 | 45 23 01 EF €D AB | 0 T D 03 08
= .. 00002585 |6C OF 62 05 06 OF |56 77 77 77 77 17 1T 1T 1T 1T
T 00002505 77 77 77 17 77 77 7 14 8C 14 92 14 54 13 98 14

Annaanrnr L AR FA AR RA AL PR AL PP AL PBD AL O AN

Ee-40 4 7E flash b (47 &
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i 36 I R0 T A A R S T P 4% S B

6.4.2 FIRBZSAFHITRIAE
FAB R 2 S5 AT T W R B
O RIH EIE 3.
O Hjf&hid.
O B #EUA .
O ExBHh.
O HihHd.

1. RAERRESS
BAEMEE G, ESLH B AR RG], A DEA BARIEAT T, TR 6-2 Bk,

, £6-2 BIESITER

Byte0 0x04

Bytel b

Byte2 .

Byte3 A&

Byted WA CERHRAE D
Byte5 a

Byte6 23

Byte7 "

Byte8 =R

Byte9 58 (HTHFTE Byte 70

HAE K 10Byte, B/ 1 715 J R0 HTA 515 10 57 B0RESR , 1~2 7 1T A B 1 (1)1 % (1) PANID.
A TIXEEE, RATHATLUHE SO SR H B R RL T .

2: EM&hE

ATHEALE, ENEIEHTEREREXNE 6-41 hArHAE s (FFHSHEHE ) i
frihi&. ten, FHAX IEEE Huhb A bt k47 Ohis, ARA 5008 240 H bR A r sk i
Bl (4% 87E Associate ZH MRS EL) IR, AALEFHAR SRNAR, Mifi ikl ]
P B AR SR B R, BT O B M 4T TR

HTRAIX B RAKN A ZEIE CE A IiERE, B 0BT A E RO, TTULE
BT ORI R G RB 22 HI, WE 6-42 Fix.

BATFIH ZigBee FHLR &S AMA ML, WE 6-43 Fis.
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um {{28 SC 1A 01 00 64 06 FC 04 0048

CUR 81 ZN 20 8 ™M OAA N A 72

g = =
AUUNENDOALRERINDY
feyNNENEN MR RN TR

Fle-41 FHEhiEE S

Klo-42  ELFEOMIET sUMA RGNS 58 26 PR E K [¥6-43 ZigBeetik

[EFERERR, BATHE 20T R EdE &SR 2848, BX B RS LI 6L 75 R A4S
& (Endpoint). #% ID (Cluster ID) %5t {T{hit, Wl 6-44 Fi7s.

3. HIEEEREY

WA FF KT 4R 1, T 7E ZigBee 2% Rk V) 25 LLAMH 1 ROKER v ik L, Ol 1 F%
{RIIFE, IXLENT QUK 43 I (10 AR EARBRRAS, R R 52 SR AR BRAR AR el sl R 1A H -
Wt R, AT RO B R RER Y RURE BRI R A RO B R, e RS R, SF
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T AR RIS AR T . I 6-45 iy ZigBee il 88 ) X 4% oh oAt 4 o %2 1%
AR m .

Application Prolile (ZigBee Profile)

Up to 218 Device Descriptions Up to 2'6 Clusters Up to 2'¢ Attributes

Fle-44 xfeediai, RIDS T Dhit

[oommne| | oee | o] | s |

W
Data Request _Data Request
Acknowledgment Acknowledgment
(Mandatory) {Mandatory)
Acknowledgment Acknowledgment ‘
(Optional) (Optional) :
(a) FEFI(EHR A% (b) F Al S A0 I%%

P6-45  ZigBeetyif 28 [ 4% p FUAh T 1 i e o i A

- ME 6-45 R LAE H, EERERIMST, SR ARG A i (SEH
RFEAT EAF IR A HARNT i) I, VhRES TS bRmlh bR B A Bl S R xR
AR AR 1 D R A8 T SRR . R S ARAO PR e, U0 e 4R 0 60 060 8 2
HWREA A QR

ARV pr AT ORI, SR AT s OIS R i B AR R U AR R, P &%
AR HE BB G DG 5 2SR T BRI G A (O X R A B 1 BRI 7 H . R FE
SR 31T PR W 8] 85 R 5] 52 A OB R [l 2 A s AT DA o B 5 e T ik
iR 28 1 R 0 0 i Ak, AT Lk BB SOk A H A

* WG| H B ZigBee wireless networks and transceivers, {E# Shahin Farahani.
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6.5

4. ZEXRERWE
FRBRHGE (disassociation attack ) & 38 I Oy 319 5 10 BT X 268 175 SRORABAS 9 248 (1 e 11 o

5 Hitd
P 6-44 Fin:

®)

ZigBee HXH#15E X T —#5 Profile CEULT—RIhEEMIR, Hn—MTEDEFIF KDY
AE), WIRITLER T ZigBee HKHE M Profile, B4 A2 v 4 5L 5 H J7 brEAH [,
A B AT LA S A ‘

B R SR A S ZigBee B8 E XY Profile, WA LAZAMHH ZigBee B8 XL
Cluster (A5 T-d4, Flanidt) K Atribute (R T @Y, FlAnAGHIEE) Koz

e

AR RALT, WAT X IHHEAT fuzz Bk, FHRERETF.

BIBS D47

R EIIAR, AEER M RAPI S, A OTA BARKEYISCHY: 7
= S RAT R 6 CEL AR ), oy AL A b

Bt B EEALIC , BT BAZE R4 358 5 MR 3 Association ThAE & Beacon (514 k.
BERH SR L, T SR RS T A AT MLV R 5 A

o B T LA 5 J R o A TR P 51 5 2 — S L 1 T

X SRR S5 B AR S HT , T CATE LA NN 8 R SRR TRT B0 n o B iR 4 Tk 3 1
HEFE o
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AEKITHSBEEE T, B E) KRG —BahiEE MY, 25626, titE GSM
M4, A 3GA4G M4, ¥t WCDMA il LTE R&%i.

71 GSM REZSTUA

7.1.1 GSM/UMTS EZEARIBFMEREZE I

ENBEE MK 2T, RATFEE GSM MBTHIRL R AT, AT 7S
BATICHTE, BATRHE RARE SR E, 250 525 N A ARG k[T LA
AT AR . W SR ORAR BN IERE, AT BABR I X — Y

BE A0 (Mobile. Switching Center, MSC), & GSM/CDMA 3 B\l 4528 {445
(Service Delivery Node), 3T E MR, PLAIANLS (BlandiEeil. & E R
THHHE) IR .

MSC Z 7. (set up) FIHfFBR (release) ¥ B e, PR, 43 rTH )M (mobility)
AY)# (hand-over) 753K, FHALEE % FSCH Tt 2K~ ML

W X F 2R (Gateway MSC, GMSC), FI T#EH AL /7 B AT IEGL T84
MSC. Eth5 PSTN #4780, A MBEshRBaenY, LI PSTN R#& ey, #idid—1
GMSC 1. EANARIBAE—AMPIE ETFXhE R, EREM—A MSC #BA] 58 [ 4
FKINAEAEETS MSC Ihig. Rifi, —ihlEf it AP RKAER MSC, A7 3T 55T BSS i
£, IXLE MSC X T EA AT AL BE 5 A ER 73 I &R 2 GMSC.
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HiBashidO (Visited MSC, VMSC), &%/ 41 IEA T/ MSC. 5i% MSC # Kk
] VLR B A %254 H P 58

BahZ kP LBRE R (Mobile Switching Center Server, MSCS), &M 3GPP 2 4 KATHUIT
i, % MSC L& AT B BLTHH 9 —#53 - MSCS 72 MSC #)— AN #Z Ff (soft-switch variant),
"B i8I B BT AR 55 X B 7 2 B S A e BR S e MY (calling) B GSM k5% .
MSCS ThaefEfs4Em] (54) MM PR B (MoH ESEEERAEAMNEMG),
MTTERAIE 1 P 2% rp o 70 A 58 0 0 4 B

MSC E R0 K T :

HJ@ {7 B % f74% (Home Location Register, HLR), HI-T3KHLKT1Z SIM Fl MSISDN (I
HESAD) HIBUE. '

H35 T £ %5 (Base Station Subsyster, BSS), &85 2G A1 2.5G B2 HiF 2 [ 4k Hudf5 .

UMTS [l T2k B4 AW (UMTS Terrestrial Radio Access Network, UTRAN), 4b#i 5 3G
Bah g 2 (8 2k el 1S .

FEUif B4 {745 (Visitor Location Register, VLR), 22 H P AL T HIRJE M L% 2 4w, #7
MEZAHFPRER.

AL EEHFEF (Home Location Register, HLR), s — O 8dEE, & #AUE
GSM LM & B s iS4 B P EAEE . 80 ALK F3) M4 (Public Land Mobile
Network, PLMN) H#[n] UL £ /MEH AR HLR, {H&2&—4> IMSI/MSISDN Fixt, fE[F
— Bt [A] R e R BR B — MM HLR (AREREEE Z MEEHT ) b

HLR B BiGEE R KT HEA SIM RIE4ER. 8 SIM F#E —ANE—1
WHIES, FoA “IMSI”, ERAMSX HLR idxiE#.

A —AREE| SIM ) 5 H4E 05k 2 MSISDN, ‘B /& # 3h Hi 1% A ke A e e ny i 4
IG5 5. 3 MSISDN & H T & A GE S F & 1558, HE2—4 SIM KH 1 fE
A5 > MSISDN HI'E KK, 1% FANEE WY 4 MSISDN 2 HLR itk ) — 8.
RE—NELR P E B iEEERNG A, Baf HLR 7.

HLR S540°F {9 s AHIE :

D GMSC, HI-FAEEA PN (incoming calls).
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O VLR, HTAHEKREHAIHEIENER, LLHE Cattach) FM%Z 1.
O SMSC, TN

¥R H> (Authentication Center, AuC), J&—4NXf GSM % O MIEREZAR GEH RIE IS
TFHURHEAT RO 1) SIM R#HAT SBUKThRE. — HEBURL), HLR il i & #i% SIM KUK
EHEREAR IR . AR — %4 (encryption key), ‘& ¥iBt Jo 4 F T % B & B # 5h e 35
GSM # UM Z A ELIEE GBE. HE%).

£ AuC ZHRIZ SN 2R R IERSEBL, 212 E % SIM R 5o B2 i R 47«

AuC AHEZ H5EPOIE, MRARBRA “=n4l” (tiplets) FI%#E, #t MSC XA
i FR P - 2 AT 2 A MR T AuC A SIM 22 18] () 35 2 %5 4H (shared secret), FRN“K,”.
K, fER3E SIM R RIS R Bl pb 2 e il 7E o e, RIS B 2 S B 1 E AuC . XA K MRS
fE AuC I SIM £ 2Z [ f£4, (HRESRE] IMSI K= 4E— B/ S (challenge/response)
TS miRa, LA “K” FEHESHIEE (air communication) L {#f .

4 MSC [a] AuC #1 1] — AN IMST I = e HE S, AuC 8584 K — M #R A“RAND ”
IBEALEL, 1% RAND Bl j5 8 R BE R K, SR seln R P43

Q K; 1 RAND #G& AN A3 &%k, 1 “% 4R " (Signed Response, SRES) #i5 .
O K; 1 RAND #i#E N A8 5k, MEFHA K S 1EHHmE Y.

% (RAND, SRES, K.) JEM— 1 =7o, #KRE% MSC. H— MR IMSTiFREA
GSM %ulﬁlﬂv‘: MSC ¥ =JuZH ) RAND #4 Ki%% SIM . i% SIM KEXA 5K K, (B2
HI7E SIM RH ) ENIE XK A3 Hik, 10 SRES #5 HH & [F14 MSC. 1% SRES ILIE =7t
) SRES (MR & — A SIM £, BN AZIUED, W% 5h B if ko vF B % (attach),
FH4kEEAEFH GSM k%

TERNINEMZ G, MSC [FEukiz 4] 2% (Base Station Controller, BSC) KiA%4H K., iXkf
B A BB S AR o] AN O % . 2498R, #E3h s iE AT LG bk % AU a] B3R AL 9 AH (7] () RAND
MK, —FIEN A8 Hik, KHOERM K.

W% AuC Fl HLR — A8, (XA RBEN . RIS A4 o H % e 2
N RREEN S e

A3 BEH TN GSM B2 838 15 . ek T, A3 Fl A B HE A I — A2 SN (FRA A3/AS,
%), COMP128). %8 3GPP TS 43.020 (£ Rel-4 Z Hi & 03.20) H{IE X, A3/A8 Hik7E SIM
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A1 GSM [%% AuC s Bl, FIT % AT SEAR, I AR N BRI 8 3 AU A i
RAEGHLR LI A3 fl A8 BB 7, (B ENTHIT KBNS R & MSLH GSM M43z B
HIHH.

FiFBEFFRE (Visitor Location Register, VLR), 2PN, H TE#EHs 4
MSC FTH AR 55 v el ) 2 200 FH P (0850l . 10 28 v PR/ = Bl 7 A 3 A e — 4N VLR k4R
BEAE% (76 MSC LTI T, —/ BTS AIA & MSC IR0UR4), Btk —NEZA f RS
[Eaf B fERE I 1 M VLR b

fPff(E VLR 9 8EE 480 ©§ HLR, %24 M MS (Mobile Station, #zhEG) K. Lk
i, HFPEREED, KM 0K VLR 5 VMSC e — e, BMERE XA, VLR
O IE 2 B 1 EF 5 MSC BERE—#E. NBFTRE, —E MSC RS MIM%rh a7 —
NHIMS, BR T VLR @ —&Hicsst, EEEHZBEHNEL M1 HLR, #i% MS
(BT 4 50 . IS VIR SRR, AT A2 S50 B0 £ R0 b 25 1 7% 26 i .

Y- ANEAMPAERTZ VLR KBAMIEAE N AER (inactive) ARAERF, HERRIZZELM
FE T 2l — i [ #— EAEERRT, VLR MIBRZ2 20 5 i %dE, @ % HLR (B,
HZHIEPRNIFFEAM, 80 HZEAH P HEEE B — A E 58 & 1) X EE i R
EIES P

M —NEL P A 2 B HoAh VLR B, B HLR (925K, MIBRZELH P Hidx.

REHHFFE (Equipment Identity Register, EIR), f&—PEEE, FiEX TR &N
B AR SR, CABT R ARSI AR s sFG R 3 G ey . —L& EIR [RIEA AES
AMEVIERZRICRHE, R REE—NHEXHP. EIR EHA HLR £MR4AE—iE. EIR
(RE— AP AR EE L s G FIR (i IMEL SRX 43), Xt R vt s e
B, Bk b, KT ATE B SRS Eh HLE Y BT A HAE AR R 2 5d e — AN D EIR #5 K Bl At
FETAR EIR. (B2, RS, £ REREFEEXHVS. ER B DELREH, X
R A I DD AN 445 HLR DhEE SRR IR B AR 4 & 1 20 A SRR

E RN FIR583 (International Mobile Subscriber Identity, IMSI), & T [X 7r#% & (¥
ZHRAFRBPR. EFRASE MR AERNIEMNG. FHHE IMSI AT —1 64 LR FB
RIEL ML, IMSI A] A RTE R @A B 27 748 (HLR) sV B & 748 (VLR) Sl
IERE. AT BRI # R BB E A P, RGN T FHRMMN L Z R RS2
i P AL A () M6 B % 30 B 2 18 288 ( Temporary Mobile Subscriber Identity, TMSI) %At # IMSI.
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RE—ANBaNERH 7SS s Mg BiE, ez IMSI. /£ GSM. UMTS
1 LTE Mg, IMSI K EH T SIM F£; 76 CDMA 2000 M#g e, ) B4k H T FHLE#H RUIM.

IMSI (H— 8-+ B 4k, KK R 15 A2, D 15 GEfflF 40 WL, B, mE MTN
H —BATSE I 45 o 45 FH AOZEEIH 0 TMST N 14 £ 807  IMST 1 #8.3)) [ 5 A% (Mobile Country Code,
MCC). B&M4%{Li (Mobile Network Code, MNC) FEszh iR A4S (Mobile Subscriber
Identification Number, MSIN) # /K& £ 1M il . MNC KRN 3 £, MCC KJEN 2 7 CBRHbxAE)
Bk 3 f7 (Jb3EksAED, B MNC ffE e, MSIN [I{E 28w E AT 2 A .

IMSI (4 X B PR AT (TU) 1 E212 f5iEE Y.

&L (Billing Center, BC), fitAbF i VLR Al HLR A= Il 8% 5 (toll tickets), Jf
NEAEL P AR AN . SR STONIB S P A K L

{5+ (Short Message Service Center, SMSC), SZRFHL(S I AIEFIE

AR MENTTNAE, MRMESEE D, R HMER, JTHRERN, FramEEd
IS0 1B AL 8L it FH T A P R A T R . AU — e AR R R S, DA RE R ST
FEAEMIANE R T R SR EVEE, “AVEE0r” RIS A RRA “ (s th B
(Communications Assistance for Law Enforcement Act, CALEA). & i U i SE3H Ak AR | 1
SHISEIEML,  Lhiny A F1 B EM ELIRIERY, C o BABE X AN EIES, JEFRER LY.

7.1.2 GSMINFEZEZHZE=MH

GSM Hy#8 T B b e 4k SE . ZRGEEFHE IS 341 P AGE, I S5 0k 2 (A i £
FELLBEANES . S0 UMTS 5L AATZEH0 USIM, 6 F 5 K00 % B B MRE T A 224, LA
RO P I RUARE. GSM RGP 1936 E. CRIAIGT, TIARNAKIE). BR%E4E
BRI T (R RS A AE, (RS kURE AR, T EL AT AR Db o

B sy, EIRahEiE, #EE — AN RA (SIM) £, 7E SIM FH4F4H H £ GSM
RGP EMME S, B AR HE— 1 S0 br S E R s R 58S (MSD. A
PRSI, B (A3 MEFHHAEREIE (AR MAIRAIS (PIN). A EAUE
B (K 5. 1E GSM B g X mEHik (A5,

NT %4 GSM EH 7 2R E:, Kb FEE =MnEEE. A3 2ERESE, A8 2
FEHKA ER G, AS RTINS KREL. GSM M IFEATEE A3 1 A8 1 H &%,
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AR T A3 F A8 BLE M S B4 11 n % S () S 84 v] e {6 AN R ik 8 B A8 — PRI 2,
AL R AR 2 NMER] GSM # &% (MoU) BLAHIF, FKA COMPI128, Z&HEAE
G, HENHHERZERMWLFSD, U Briceno. Goldberg. Wagner % .

1. GSM =#mZBEERE N

A3 HEREE T FHBIMER SR, A8 BFA%H K M, XEemEFEEETHIE
FIA3 9 K 0. K, B EGTE 2 (0 SIM B, GSM R i K, e 5 F 7 R AE X L[ P
IR B A F4 (HLR) . GSM WA T 1HUE K MKE, MeEHSeEm g H,
K 128 RO mmsl. PR SUE R A3 ik, SRR W% A R 128
fr FIBENLEL RAND, F /8 32 FrK MR SRES=A3(K;, RAND), &i% SRES F|M%,.
Mgl e 2 EA XK.

Y K A8 HiE3k1H: K=A8(K,, RAND), 5 b3y A3 tHEEFEA b, itk T BL &
B, A3 EEA A8 BiEMSER—FEN. S2hR L, EASERBRT, BITR—ANEENH A
H2hE 5, B SRES #1 K., BEIH—MCE 2 A3/AR SR U6 . A3/AS By2: 1 S b FH R ()
7-1 ffi7R.

MS Base Station HLR
RAND (RAND, XRES, Kc)
RAND Ki RAND Ki : -
| | | I
v v v v
A3 A8
| | v
v v
SRES
SRES Kc

E7-1  A3/ASELI Sehr{d iR

GSM {1 AS BRI EIR L4, HPEEEZESHE AS/1. AS2 Fl A5/3 Hik. A5/
FiI AS/2 2 5 TR0 25 47 A5 I P B B0 B5025, L rp A5/ 1 BR25 J2 A WM ¥ L5 ) o 20 B0 s
A52 FER AS/ BIERISSARA, EEATH DAL AU E R . AS3 FILRET
AFMEEN, HArARH.
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AS5/1 FECLUREFR AS/1) 72 BB 83 B 3l 1k R 48 GSM. Hp R H I JAT %5 6 I 8 5302
F T2 f i LB B b 2 B b (05 25 A & . B BRI R 86bit B EH, 73 64bit 2 15 E
K. fll 22bit WiF 515 F,, AR 114bit 4R 114bit B3 “Fal” /=4 114bit % 5L, 8 fil
114bit 23 “FB8L” P4 114bit 3L, B TAEERE RS I TH s BT .

AS5/1 WEBH =AM R A A /748 (LFSR) RO. R1 Al R2 4, 25k 19, 22,
23, LB AN 4. 2. 44, ¥ RO RI A1 R2 (9 “SHal” fE it o i AR R A « =
A~ LFSR EAHAEHIN 50" MM . AS/1 A=A, 703 884 LESR M alfir, #1=1
PEE L, 2 AR LESR BF/5E S ML K 3 2 8 5, /£ 5 — 5 st e 3k zh 3 1> LEFSR
BAL. EPNBEAEHILERHED 17, WEHI LR “17 RAF S RAL; P e = M
EdEE R “07, MIEEHIEEEE N “0” MR AFas . X P AL () B B 451 AS/L 1ITERE
EERR, rdEEE ST .

AS/1 BN I RE AR, & — W BT I an F 5 50 .

(1) #gktk: %I“'#E%E/P%ﬁ%ﬁ%%é%ﬁ% 0; SAJGTE 64 NITEN AN, AL
FFAR AL 64 X (AN IR, FFERHRBALIE R K, (i=0~63) B AR RAL
WA IBARAL; BUSTE 22 MBI, KRR AL AT A7 AR AR A 22 1R (Avifr
42, HEGIRBALGHWFF]S Framei(i= 0~21) B NIENFEAL A A7 45 (B AL .

(2) FEARHERR: =B FASMIERA 100 11, EFHE: AR5 LR
228bit, 1E XA (E A8 A B R .

AS/1 ﬁ?ﬁ%ﬁ]ﬁ%@ﬂﬂ@ 7-2 Fizw o

DL Ll T el olslsl-

sOLLELLLT, |9Iu|u|nlmhsﬁoln[m[ml
il BER IER el lelslulslel T mlulu

e i

1
')”— 1 R Y
l

e e

: Clock
| Controlling

Unit

E7-2  AS/IEEE MR EE
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A5 BEE Y 228bit AW, A AT 114bit T NE MK B P T TR, 5 114bit
FH 00 F P 045 1 _EAT BEME . N 2 (S B S WM “ Rak”. B WUEEH— 1N
(29 B K e

e AS/1 fIRERAE AR o B ARWUT ISR TR, ABRE=ABAFFEN
WERE 5B~ NEPRNWFIS AEE R, ERHBE M 2et, ARl S XBE
PR ) AS/L BEATR, AT TR G R

AN, AS/1 R AS/2 X PRI SLEE ™ IR 2SO, Bl —A B — 8 SO ]
AE Sk s T A5/2, At RGBT SRS MARKEE, XHEERTUER e
PE

AS DIEEELIE R GSM BIEI — 4, T RE, EEASNBARMTIERATF. RARY
ZHEIERNMANE, (B2 1994 FixEEpieE, JFH 1999 2524 Marc Briceno Ai¥i[q) I
FEWMR. 2003 4F, Barkan K3 7 U T I GSM M@ LRI CE, AS2 BIvk T DU 5 bk
fHifi% .2007 4F, Bochum 1 Kiel K2=0# 7 — 5T FPGA [IN% inid 85 51 H (COPACOBANA),
Z I H ¥ B R AS/L A AS/2 ik, 2009 4, B Karsten Nohl &g | — ANl AL R 5 X
iR AS/1 HiEMIDE .

N VEA 48 GSM AS/1 s B ) TR T .

2. A5/1 Bi%xiRiRE

AS/l B4 BB RIS . T 20 53K, HEERR R TR R4
R e B B R T B R Bl i k. (BR BRGNS ER, ERAFER"4E
SR ELE 2009 45, Karsten Nohl A4 T #| ML R WM /1% Karsten Nohl f#H] 4
Bt GPU IR 7E—/> AR 9 A2k 2TB (AR, AT LU 378 P O 0 B3 SR Bt %44
i H GPU IR 7E Ss W SE BB R  SX AL 1S GSM (14 F 32 B 7™ g . (HAEAE G A8
SR A X BT R R B 2 B R AT VRN IR, I B S BE B A 4 .

ESCPRIGE M, REW TS BRI B RMER SRR . (HEREREERES, NHREESIE
H, ERBREMEN T PRS2 U C R ERAFRFE, B SR 2R
Bl okt JF HAESEBRBGE R R RO B b, BT 7 i SEm i, Bk )8R AN B
f1 P s AR AC s [ g Xt A ek 7 () SRt e g

(EXT AS/1 BE#H T HER, RERIRIEZHREIESRHE M 20 FF3RE, BameE
% FIH Golic, J 7 2000 (1] Cryptanalysis of three mutually clock-controlled stop/go shift registers
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CEPRBIN A, RAECH IV R REEHES RG2S K. @Es, maxT As
B PATT 7 EE A AR 7 R IE AL System Information Type 5 71 &, JF HGH& 1% () $ i i3
7 “ R Bk, hEEi AR SN G K A8, PR Z K xR R B A
TR R PR BAE . X AS/1 IR EOGER I, AT DA ER X AS/1 IR A ep i
NS ECEF RMAH RIS, A ER.

BEREERE, dTMREE, s2hr b RKEoMmXIFRBH GSM I, Wk aEmis i
mh, IFR KA ASN B b IR BRSBTS, i R AS/0, BRI LARH SO R T AR .
Tigiet xR E GSM {5 24l & WaTc 7 kT vER .

71.3 GSM &
HAf, Ei%d GSM (7R EEAFA: Lt At

ATl EsN B, MBGEH SEMRIESE (BTS), RERIEFFEY, 1A IS # i3
ARl ARIEIRATZ AT GSM il b A3 SR AT H, GSM J& T 8 m %8, At
B G K e SR, M s B 3T A, U H P IRE S 8 S 2 DAk ob ik 1 805 @
G MPBGHFHATEAE K, kT Bifs#H KX MG, Bl thid ik el ot J ok
IERVBAR AT . BEoE M Iy LA B Bt B .

MpriR#EhH i, M%dE A2 Ea st P &m ks F 3G, ik 5
G Z EERRI S, IF EE S BT LUX 20000 (0 B .

LSS WA LR ALE T, LA HIT AME AT LAY SO A R B, iE
AT CABh A BLSORAE B ;T el Wi 2R m LAt Wi 80008 1 v B e B

1. GSM £ B H

P 7-3 Fw, Wik it USRP 3R 4 F /Nl 3 R R HOFE st R4, IF H 5 Ik
AR R K . B TE W R TR AE 2R B R B Y BSC. SGSN #1 GGSN fik %, iF
B ER b,

BhiF IS S FIE N MBS ST T, B SR P ERRE EEE AT M .
ZFTART A 6 T35, ZFEN GSM il RE T BTS & ah & 10 S Kk,
HBAERBH G Xt BTS BT F IR EAE. UEANE & EUSL ) BTS i 205k BTS, *f T
BHEREHBEER, BNAIREABGES BRI G TEM. HM—BEM 2 EE
Heulkfs, FPTA SRR ST
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« GNU/Linux
+ OpenBSC
+ OsmoSGSN
- OpenGGSN ¢ b

it P (Ethernet) \ = ]
e » — —
-~ 1 P &
. - p
ipaccess nanoBTS 165CU V

with GPRS/EDGE

F7-3 GSMEsh & # A

P BRI T B B A e, R RIE S 20 FORFEBN 6 KM AS/0 InE Ty 2K CRPASI
) ATHIRARIE . ML, BB G RS R KR 3 AR SCREAT 0%, Boati U mT LAt A
e 16 (1) MR A SR W] SO B T . A e R P IEAE 6] GPRS el IIZ% B, U ek T
A2 F P (DX 2 i B, 76 7 AT ) SR A BB SR K P S5 R ER A I, s P B BT A
HERILI PR, A P ROSR I RER B DA RS B L, SR FRAD
FREFF, LA x R AT R

L TS — IS 0 Oy 5 4 15 K 4 R F K /& USRP S5 PR 45 BEAT b BE i 40 8, BVASE4-fif
Ffl USRP, #fFKH OpenBTS £ 4F 6, T GSM FHUIRANIEMS KM, FHxtiaiiaEn
(1) GSM X FHLBEATVESR, B ARIRBEIHLS .

2. GSM #Ehi &

W ah Bt R fRE i Bl GEH & USRP Bl Bl B3 &) 8l 5 A P MR &

EHRIES, HEHXTH P RIE R BURST 048 3E47 20 Hr AR RS, S5 23 I al w3 1) P S 303

— g TR PV RORCHRAS B AS/ R AS/0 N 3 3T AS/0 N 7 SR 7 B AT B4
RbE, VS AR 5 R R SO S T T AS/1 BRI 7 B MR AT SR 1 7 R e A R
W R AT AR . T 7-4 B 2 AT R W 7 2 R B A 0
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B7-4  SFadash T 7 2 E W T R i 5
X BRI LB E (SR C118) T 7, MshE e i &t 14k
ZhWWr, PUEPREFEIE0I. S0 . GPRS i (i i H 1.
TR GSM # 8 Bt R BT 4 .

OsmocomBB (Open Source Mobile Communications-Baseband ) & 4 F- #1574 4b B 45 & (1]
— AN IV E . OsmocomBB MJEK/ZXT GSM &/ 3 it M REAT T H 4, TF 5 1 I
B, R FHshE. TEXAEFRIA CLI8 FHl, J5 PC BHTHER A B, Al LK F ¥4l
WA FHLBHT A AE 238 05 1 H (0

O R EAEE

X BLR A Linux 353559 Ubuntu 12.04 x86 (ZEXIMRAHF 64 (L5740, HARG L
¥, e REEN, EETAH.

LR R KIS -

apt-get install build-essential g++ gcc make automake libtool libusb-dev pkg-config git
wireshark tshark i
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2% libosmocore:

git clone git://git.osmocom.org/libosmocore.git )

cd libosmocore/ ‘ , R ke e
autoreconf -i gl - I s L
./ébnfigure b
make

sudo make install

ad)
i

%i1F osmocom-bb.git, 4H1F] LAZ% https://srlabs.de/gsm-map-tutorial/F ik «

TR 3 ~/cell_logger:

mkdir -p ~/cell logger
cd ~/cell logger . e
git clone git://git.osmocom. org/osmecom—bb git !

T4 ARM %2 X % B85 -
wget http: //qnuarm com?bu—Z 15 gcc—3 4.3-c-c++-java nl-1.12.0_gi-6. i.tarrbZZ

tar xf bu-2.15 gcc =345 3-c—s++ java nl-1.1250 gi=6.l.tacvbz2

1 #& OsmocomBB's burst_ind branch:

cd ~/cell_logger/osmocom-bb - |l
git checkout --track origin/luca/gsmmap il S Y U et

4%1%¥ OsmocomBB:

cd src 3 .
export PATH= SPATH ~/cell logger/gnuarm-3.4.3/bin ] e
make

AT T HURA, RIAEG, ARSEEFERARRE . X8 REFRE T E
f %5 C118 (1, %A 2.5mm HHUELME —LEEFH., A —KERE USB2TTL £k,
£ PC Sia {7 F a4

cd ~/GSM/osmocom-bb/src/host/osmocon/
sudo./osmocon -m c¢l23xor -p \
/dev/ttyUSBO .. ../target/firmware/board/compal e88/layerl comﬁalram hin

% N FHUTHLEE, Bl osmocom-bb R4, WIRRIAIER, WIATLLE BIL& A H2m Rl
AR A . H4h, FHL LR BRaE 7-5 Frariigon.
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E7-5 C118k Aosmocom-bblIhir

WERRIAE R, W2 ¥REHT Cl18 MIaFAAm, HhELEMA R BN N ita
BIARINER, —MHE BRI

RINRIhfG, FHTIF—AN&, ST F i BT R A & R 8.
sudo ~/cell logger/osmocom-bb/src/host/layer23/src/misc/cell log -0

& B0 A H 0 B A B T R

ARFCN 117: tuning

ARFCN 117: got sync

Cell ID: 460_1_03EE_B130 ,

cell log.c:248 Cell: ARFCN=117 PWR=-62dB MCC=460 MNC=01 (China, China Unicom)

R, BT AL OGN O 2 [F A T, BUE SR 117,
PAT U TR 29N

~/cell logger/osmocom-bb/src/host/layer23/src/misc/cecch scan -i 127.0.0.1 -a 117

XFIELZHPR 117, BURIE TR HmE R PR 117,
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BEISE, ML I 2 ) 3 BAL % B R T GSM E0E BB A 127.0.0.1 3 hik11) 4729 b
B, FRATTAT LA wireshark fi#dT BT oME B G L, @47t F 4R 2 H
wireshark -k =i lo -f 'port 4729'

7 wireshark (73 E S8 B AR gsm_sms BV AT EE HUFTUS T B0 4EAS, HIXERIM, 1F
wireshark =7t 7] DA B 8254 € tHH 153 A1 GPRS #dfi . 0F 7-6 A= B Jodi 3K 210 i 56 15 BoiE £2.:

K7-6 K fE B iRl

teAh, T EhEETREA 7 /l\\lk%ﬂﬂf’ﬁ- —EBFHL R REX B — AR, B BAA AT
cech scam fUESGHEIT T Patch, WLL—& PC ZHFEEFHATEIER R, FEMH Sylvain
Munaut Y] DSP Patch it 4%, git #ihit: http://cgit.osmocom.org/osmocom-bb/?h=sylvain%2Fburst_ind,
JERLER Y 1 0] LA 12 bk AT VR R v [ 4 i . Wi 7-7 FoRBIORAE M ERAEET 214N
(EESIT]L

X T GSM SR KA 433t DR B = AN I e R C 118 W 381 ) A B 9 B 5C
{HEEAERITY (2015 48 12 ), #rXET 0 GSM #5147 1 5k &k, HIRH A5/ H
i, xR -EHAETHEANT, AAd—BEREH. EERA Cl8 #ir k=it
s T il 2 2 A8 30 AR Y el AL S TR AT TR Y A5/ SR )RR T SUHE AT W

FURR 7 sUAR bE B M I R AR S NAE I . FES, A SCHEALASAEBEA .
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E7-7 ZHIMELHE

7.2 IMSI Catcher

7.21 {+4 2 IMSI Catcher

IMST Catcher 2 —AMp 3wk, T BRERES 20 iy i LA (RS 20 . LB S FHLAG TSI
(International Mobile Subscriber Identity), [Klit AT DA EREEHA HARFHL, 2 i smifLe 7
HUFER — st Blid . IMSI Catcher JFHUR & E Wi 7-8 fizm.

N\
= K«, of '\/Al*"”"é

Fake Netwek

=\

- ~a

[%]7-8  IMSI Catcher 5 ¥ /1 & [
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IMSI Catcher # ] 7E — 28 [H K RHGE ARG B, HIX R E AE 2 FRFEFA AN 5K % 4241
PR B mAERE ZHLR R AR IMSI Catcher, WRARET N, EAMURE T
ANBERL, ETI T IZE R ML,

FROE R B ST b LR S T R R B B R 6, TR W
FIRL, BRI RE 2003 4] 4% Rohde&Schwarz 2 7] i & FIfRI I &5 YiAT B Mk i £ «

GSM HITEH IR, TF5ih 5 T L3 7 S O RE B0 7 AT BE N, (BRI TR T
S % 34T VR M D TMST Catcher BLELFILFE AN A 57 B 110 22 2 IRIRISEAT T AR )
5 IMST Catcher Dy i — 1~ GSM 3, 24H T 8 6 6 1 4 ) GSML T F i & IR IR 58 TMSI
Catcher Itf, B2t PR &) IMSI S0, CF5E2)5, SIEFHEEBHE O
G, Ak [ BT R I 4 2 ,

BSR4 T HF B EH2 2 IMSI Catcher i, B AT PASR il 2% 152 2 3 AR I 3 AR 5K (AS/0 50,
sk 5 TR e 77 CAS/1 Bk AS/2 #R30), AT 2 57 W 38 1 Sl 0 R e o

R, [E#EA IMSI Catcher 2% # T B 7 A AMHEM F R &, RIGEIMEH
P EIEGEE, sk, IMSI Catcher B4 HAERARNEIHE S WETa+, HTE
AN, 448, IMSI Catcher MY T3, ﬁzéﬁfﬁ%%z%i&%éeﬁ%)\mo

B 7 GSM WZELLAE, 3G Fll 4G 4%t A7 ESS AR m) 31, #RBEME SCEN, IMSI Catcher. T HIFK
TR % e 3% 5% T 1) IMSI Catcher 343 BIlEAT VELH BT

7.2.2 GSM IRETH) IMSI Catcher

1996 #F, f#[E /A 7] Rohde & Schwarz 7E%¢ )8 BHEH T 55— 3K IMSI Catcher GA 090, IMSI
Catcher Fe#] (AR F T it 538 FHUEH IMST WTTFR IR FAUTE A B, @it 5%
& AR AT CAECEIR LS @A B AT P RS HALE . 1997 4, B AMINE GA 900
UG G A AT AR TR AR P, ] DA I F P 8% G L

£ GSM 1, IMSI Catcher == E A A IR 50 2 50 ) S50, AR BEATATHE AT b6, Bahimix
8 AN e i P AT {5 M EAT BGE . IMST Catcher FI B IX NI, T [R5 i i 4 Oy B Al — A
K. WEERS B, 7E(5 59REIAT) 25W TE AL F, IMSI Catcher 7] BLRZM JT A B [X 38315 FH Py
FIFHL. B, GA 900 S = Fhal DA SIM &, [HIIE ] A H S ek — M Feahii, M
MERH R AR S (MITM). B 7-9 SR TiXMgE T8 GSM iIhUEBUE 2
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MS IMSI Catcher VLR HLR
Security Capabilities @
Identity Request
IMSI ..
RAND.,
SRES .
TMSI.,,
Encryption off
Location Update Request
Identity Request
IMSH,
Auth. Parameter Request, IMSI,.
IMSI, , RAND. . SRES, , K.
RAND,
SHES, SRES' % SRES,
! ™SI,
Cipher Mode Command
Message
AS(K(, Message|

K79 GSMRHZE 1 ffJIMSI Catcher

1. i85 IMS| S5

TR FIAFES S LR BCEE S . MREHARTAHZ T
AR AR, R4 TN — EIEIE SRR kR . IMSI Catcher 2 {h%e ks, Wg|
AW 2R e B M TV RERE, @ KA &ty $8GE K, IMSI Catcher iJ
hoiie F-HLAES IMST ik F5E 16 5L T 1) TMSI.

2. mmwm;

EXANE B, IMSI Catcher fh%emiEsl, [Fm XAEN— - Bahin 5 B K H#ATESS .
(R IUEZ J&, IMSI Catcher F1l F B A7 5 i A AT Sk AL MROE AN, BESRTFHL
HHGERN A ME R ERE: R, ERRESCTURE RN UE BN 5 ke mse ikl

H1T IMSI Catcher K —7K SIM R R H MR, HUILAE R (8] W AR £ T — 1
PR IS . A R AR RS TOIEE I X N R 7 RIS & A IME E T 4R E
BB T '
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BEsh, AMKHR SIM K9 8] Al th AR AT AT 9. fESRUEE A2, IMSI Catcher fi 830K 36
HE K8 75 F WL AN O S Sk vt A EL A% 3%, (HRAEXMAFILT, 28 IMSI Catcher J-& A 1ME%E
BFn#EEH Ko AP i fmE A naiisEm . AsHEEENE, mFEHLAE
AS/0 I dir 4 LT o, (ERR T GSM A B e e PR E ik PR ok JE i 7 S e SR P T b
AU LB R . BRIk, SR SIM R Bl RO T A A B i T K

3. Efi '

LSRR, IMSI Catcher FEIERERE L —MFHLAME, &R BEBIEREE FHLZA
RALTUEGE A HBL. BrEL, IMSI Catcher J@# K& —MAEAFE RIEM KL, HATR
BRI, RETFHUS SROREIT 0, AT E S F AL AL E -

7.2.3 UMTS IREEETH IMSI Catcher

{E UMTS FR8E R, bl bih 2 SR F U B A A SniE B, BT LRI 3t 2 A L BOIE 3
I ESEtE, Bk, 75 GSM BB R AT iR AXGEAE UMTS #5 FE&AHEH 7. IMSI
Catcher TR #EH K, LB G RAER & AV. FRAXANRE, 7E UMTS #85 F
I 2 i 7 =R e i A R ) IMST

{HJ&, fE 2005 %, Ulrike Meyer 1 Susanne Wetzel #ifiid | —Fi X 720, il UMTS
) GSM MSGHRE KT BGE . FIRE R PR ATGE, E272AUT 3 15K,

(1) FTEEHIKI IMSI 5L — N2 TMSL. XL 8, FONZER T GE R
B RS B K%

(2) BPBGEHERZEERMNG . Bk A R E % IMSUTMSI K% 2 iz 5 i g,
SR G RIS E R R 5 AL B RAND L2 B4R AUTN & [0], Y35 o f B e
ZJG, WiF 53 &R (np 7-10 Ar7R). RAND fil AUTN 4H & 4% B A7 LLEFRY
JEfE R .

(3) IMSI Catcher fh%% /% GSM %k, #RJ54% RAND fil AUTN RIEEHHTE. HTX
AN 5 55 B B (A) TR B AR, BT LAIK 28 FH - 50E i 25 i 2t AR s, (A1 mT LA
BRI . Bt TIE R E IR B (R 36 E B g RES, {HRIXFEAEE, H KM
P sh i Ak AR A ER IR GSM (11 AS/0 Inas i ATiEE GERE 7-10).

H T R T (e S A g et % o LA T R R SEPR I E (R AR, Dokt e 24t
SAME R BT ATEE. Bk, BGEE A ST EMNA A USIM EEBIEE R T8
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ERBREWFH KB

IMSI| Catcher

Security Capabilities

SN HE

Identity Request

IMSI

save RAND RAND,

Auth. Parameter Request, IMSI

Authentication Vector AV

AUTN

and AUTN
"

disconnect

=

E7-10

MS

Wk 4R A5 AT AT A9 E 4 hit

IMSI Catcher

Security Capabilities

Identity Request

IMSI

RAND, AUTN

verify AUTN
compute RES

RES

GSM Cipher Mode Command

&7-11

ik # D e G SMAE w17 B0 IE

7.2.4 LTE IRETH IMSI Catcher

LTE M55 UMTS W48 2400, R 0 ) %A . {H & IMST {558 2 1T LLIRTE 6, BN TR 2G.

3G B2 4G 4, TEL I 5 MR LRI R, KRR A4 R0 B Qi BHER

1E 2015 4¢ BlackHat Europe 23 I, 8 ERIZE 2 H—ANIF 96 /NAA4A T A% LTE IMSI

Catcher AW % ——LTE & IMSI Catcher Myths. & 7-12 SR HZX AR /NEFF USRP Fl
OpenL.TE FFUEARHL SLE A A AT IMSI Catcher .
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. ;Il‘ ‘
|
§

[7-12 R USRPAIFFIRAK 4 SLEL AR A ASIMSI Catcher

LTE e fEY, 8 ELS—AMER, FEitr] R . {5202 K8
& 7-13 Fise

Cellphone IMSI Catcher
Tracking Area Update Request

Tracking Area Update Reject

Attach Request (with IMSI)
e ey Get IMSI

Attach Reject

B7-13 {54 KBk
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A FHUASN B — AN S 581 LTE St , 22 wOE R R ANkl . FHL 2 Aok 7 B 8 K,
IR 55 ()2 TMSI. IMSI Catcher 458 &AM RIXAS TMSI [, AT E TMSI, Sk [E—4
A, ER THURAE Attach FiFE . T2 FHLH L& H Attach Request, 3%/ SR 24 4 IMSI
S5, IXFE IMSI Catcher 3 £ 7 EAHE K IMSI T, 5K — Attach Reject 1 BB T-HLB;
H%.

X PRI/, TR Tracking Area Update Reject 71 EiE /& Attach Reject 7H 5., #F
A LAE A — A~ EMM Cause {B, iX A 2 550 F R 15 45 48 O 28 bl o A WIRLL B R 2 R 28 J LA 1

2 IMSI unknown in HSS: K] HSS Hi& A fRiX 4 IMSI.

) Implicitly detached: {RIVESECEPRE T -

2 No suitable cells in tracking area: 3 & & RIFEINSIRA T
) Network failure: FREIMEEIE T, BIEAIRIRS

XEER B ARE . £ 3GPP Wil 24301 | —7i Cause values for EPS mobility
management, JLHHF%E T A EMM Cause . 7~ EMM Cause {82 fili & F-HL7=E A 6 i
TR, [HERE Attach iR, EMEEILEETIMG . X3 {E~4, & LTE MBI R
WA — R

7.2.5 |IMSI Catcher BI&LFE
ZE{8 i IMSI Catcher i HoA & 45 1R 2 B

D UAERIRE R ER R FLIEA TRHUBR, 3 BTN IR A 5 i 3
EERE . RO F—MFHRSE, &AL RN .

O IMSI Catcher {15 5838, HMFRFIH IMSI S 0%, (HRHR MRS H CH e
{EI A IMSI 550

) IMSI Catcher i $K 5 1 5T F AL LA ok IE 3 H 5388 ko O 48 g e . 2 Ll
B AT, RFINER TR EREREEIT A RAEIEZ S, RS IMSI Catcher 195
HLH TEiZm i IMSI Catcher 857 535 8 1 A IE 50 {5 BE M

D SBAh, AT LR B R ER N R R A . ERZHUIELL R, X AT 9 TR R
B F ORI, B, MERER AR ISR, LTSRS BRI S T
IR AANRRESAT RGN, BT 2 AR g1 IMSI Catcher ) SIM/USIM R4, A
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PAGEF Y TR B R RS9, S8R, IXFEIREE BT Beoiir B R Sk br LA S
fERLR KA BB .

) fERSLHUEIEZER IMSI Catcher KZREZEMEMNK, FHN—HHFHT IMSI
Catcher #AIEMEBI(S S 3R LESRFEM K. '

7.2.6 Stingray FHliBIZs%

Stingray (3{%A ) /&K Harris 22 5] il i ¥ FL A B8 4 1) IMSI Catcher FHLU I
% (WA 7-14). KBV NEARERAATFGIH . Stingray F1EA RLThEEH Harris 2 7 )
HAb R EEZEEAMOPER BRI ZEH, EREMERRTFEWMHEA. Stingray 04
A T ARGEER TR 2 T PR R 1 @ B #R . ' :

® >
£ay or W %
.Dtj-';'-‘

[§7-14  Stingray sz4&

Stingray & — K [FB RA 3 (VR M350 GRubEHD ThRER IMSI Catcher.
iz AT EEhERT, Stingray SBELREBU/N X ISR &, IR0 A FE N FHLE0GE LA
W AEREE. Stingray RFIMIBE T LI R EMEEN DL CHLEE EA KT8 L. 1T
A fEHER Stingray X #FF 4 KingFish (ML 7-15).
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F7-15 (4 (Stingray ( X FRKingFish) 4%

1. R IBME

IR %GR, Holn IMST 803 ESN.
14 48 5% ST HUR S A FE
RIS S RIEIHE.

WK TR AL NS B E
T A P 2

A B ST B R 4 T

J#AT DDoS Kt
SIS P RN

HT S DDoS Bk s 76 1 SR F S0 Ma M J s T AT o2k e T4
2. WEHERIBIE

SRR T AT AT, b A, X PRI (RS, M1
HEAT HE B 5 R

C OO0 0 00 O Q@ C

FHEFRATIX Stingray #9322 A8 FH KD RELEAT R -

EX BT, Stingray K8 (SR 72 X IR A N AHEA (106 B3 04 5 JL Rt Y IE 8 Rk it
Verizon. AT&T %) Wiifise, H H'5 Stingray B VHIER: . £ KZEIEH T, Stingray &%
bl Jl | S e il ) A5 5 06 B8 B K 45 S b AT P | BT AT o 0 0 3 15 8 4 b — N3 Y e M 2
WA 2 B R i R 5 S IR AN L . Stingray 1E 2RI FIXAMFYE, 447 PR BN 8
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AR RS E R E LA,

4 Stingray K545 7 X 5 I 7438 B RS Bh 243 280 51 20 1 © & L0, Stingray [HAEA 51 7
FHRFW— A B AR CERIT Y, X R ERITE O 0 IMSI, ESN s b it 5
. ERAFAR T, IMSI B H A LA AR R ST R I = 7 53 45 IR 25 i A 4K 7511,
ifi /& Stingray ELEEF] FIA KM MR35 T 8B B . /£ L5 5 T, Stingray FIERIEA 5
SRR N U ) IMST 2% ESN {55, IXMHG —MRKERES Stingray 25,
{E N RSB & BbR IR S 1D . — ELBEACEf) IMST 444 it H A%, Stingray B LK 4
B, HRAE A BT O R B R b SR B 3T T SRR B

MAEREEL T, BEARFATEGMZEEEN K IMSI 5# ESN {58, B FREE
lsE X R fb E ARIEAT Wid, IF ISR KR E— MR & . b, MR R BaAE
HEHU R, Stingray A TIRIBGZ KRN BT IMST 80 34t S ARG 2, S TFHLE
B 2 5, K BT DU T ERER AT 7o hoh, P42 8 th T AR &R B 1
FEHLR A IX L IMST A RHIIK S (58, LAMERATE AL

{EG N R, Stingray Ao & — ALK THL, ETRE DRGNS, F598E.
155 7 S R, AT AR BRI R A . AT RS B A 2 S, Stingray £
B —EFHL, BPOF H b Eu s mES .

1

FIERAR A i B AR , 4 R 5 M TE R P 48 R 150 3 St/ Xt iz B 5 U8 Chiistorical cell site
location information) —&fEH], WIAT ABAIRIE—PHE —MERREL LW E. FEpX
R EERARES MR R EERT T EERER, DU R B ). Sk
IR AR E B RGN L ANX S A BER, DIE 3R E M FHE XA E 0
. —EHIRFHZEE, PIEIITHUAT LB 2 A4 ) 1 0 35 i 7 At PR ARG R R RE 0 8
#IL L HIEREL A

B2, #EfESEOE SR B R S RMENEE, K. DR8I S
B . PIEERI T A R A B 2 ) TIE R RO T TR sl. i TIXEREE,
AT LAfEA Stingray F1—ABINS FHLRT I s/ X f 2 B BLAS Bk P B BT it AT
FETR AR o X0 — AR A A 0 St/ Xt A BLAR B4R 2 R el RHE RS B Tl AT
()0 RPN 75 ACHEAT AODULE: T DATE 75 A 30X AR 7] 2% 11F T M4 068 13 1 46 PITPE A 5 B e X
kTR M.



166 AL BREBWFHKEH

7.2.7 |IMSI| Catcher Detector

IMSI Catcher FAE 2 AR XU, 76 GitHub FA —NFU Android 51 H nl LA 1 150 B
UT ) IMSI Catcher, Hiht A http:/secupwn.github.io/Android-IMSI-Catcher-Detector/

1Z01 H X AIMSICD, BERMTFHLERRG & B A “PhHksh” (IMSI Catcher), LK
WEIFHL S i 2 S AT 08k i) MITM B0 1

W T 4B VLT A I 28 3555, AIMSICD 34T vEA G dE 1T 40 %%, 4B SR R 5 44,
e EAR R B bR, EoREEr A 7-16 B

F7-16  ErEbr

i 7-17 Fras & AIMSICD IE% TAER#E, arLVE LS IGE&E . SIM K5 .
CUERERL LS B, XTI B AT 9, JFARic P L B 47 vl AL .

TRACKING

#7-17 AIMSICD.E % TAERH 8L
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fEE /7 fiiid 4, AIMSICD I %t
L T A5 SR AT Dk A

) DBe EZ:HR A

> [HIE Silent App %3 .

D LAC/Cell ID 4R .

> AL ERA .

5SS omEE N

ey }“J 28 Silent Hf5.

D WE# Femtocell ( K#EE) =75
fF1E,

-

\‘_.

4 M OICD 1 MLS %5 5 A 4 BTS

DB Itf, DBe MM 0] AL B A
IE A LA RGBT BTS HUMIRE B A
Mﬂ.ﬂfrrr s M OCID § A ity DBe
g, VL—a MR A 8dE, KA
R AT LA R E h A TR, IR
HIR RS RE, R T &
Pridl. 8 7-18 SR IR BR A A i FE

fEX DBe ¥IEHATIFHRZ IS,
AIMSICD 2 Xf 3= HL V% 42 31 1) 2 i 1Y
LAC (Location-Area Code, [Xg{Ci%)
AT E. Wl 7-19 Fis, #id LAC
¥ A S (RAARM ID) ERE
-,

START

DBe Consistency Check

Update re| cause column in

DBe_import table with

0 - OK

1-lime_fust <if_settings

2 - Has MCCMNC/LACICID for a
cell found in different
GPS region

3 - Poor gps_lation
(min_gps_precision]

4 - Inconsistent RAT given the
operator MCCMNCI/LAC/CID

’

Is Sum(re;_cause)=07?

No

v

Print affected BTS's to
the events LOG file

!

Warn user about bad
data in the DBe.

v

Does DBI_bts contain any
BTS rejected from DBe ?

F7-18  HUER R E
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7-19 IMSI Catcherd54l BTS2 H &

K 7-19 #1ff) IMSI Catcher 3l —EIE[H BTS, SRJ5 K% 1 HE RGN BTS 8 K%
(155, Bk B R0 s B3 b BRAERE LG, ATTKAMEH TIMSI
( Temporary IMSI/Ififf IMSD

B 7-20 o 7 3REL IMSI f9—Fral gEfo 7 2, RIS 2 BTS 9 LAC 565, S80S % Hnd

FEFYIEL. WR MSC (BTS RIS EH O FIFRAEALE HHm a7, ATl
AURIE IMST; RIMERL B SRR T, thFRFEEAIE IMSL,

B7-20 IMSI Catcher 8 M(LAC 55 BTS2 5 14

£ AIMSICD 1,y BAIHH LAC A Cell ID (FME, @R Cell ID F1 LAC Pl ] (1) o2 i 2
5, 4 AIMSICD ¥4 SRttt , mBRBEARIE—K, BLMERIEEE, K14
7E IMSI Catcher #E47 IMSHHZRAOIEAE oh S 26 JH 45 %, ffi A< 7E5@5T IMSI Cateher #8317 HL iR,
FF AR P T W 0 B S T S B B S A W O B 2 S,y T AT A

TEIE ST, FAHLK TMSI STEMETE SIM R, —BRASHE, BRApREs; E3) 2K,
A EANFRINEAE T Rad&. RGN T, BT BTS T¥AfE VLR kB HIEH TMSI
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G5, PrEAS SR —ANE ) TMSL. {H2, X Fh 32 ER 3 — Mt £ K 4 7E IMSI Catcher 5838
FHLEATO S R . ik, JFHH TMSI S8 2R Kk A AR w, A Al fE FHLC 44 IMSI
Catcher FRIEE 1.

AL, HFHLIFRE KB sh el inEiEsh, mkE G SoRE R SR, IF H 2460
BRI 28 (LAC/Cell ID) {REFAARES, X5k iR E AL A RN T IMSI Catcher )L
T Z A . ’

(FI, {5 SRR ALFI9HE IMSI Catcher (5%, /A& Fia FHLLE IF 2455
FHEAE A TEE SR, ETFHUBTER T L, REETFH LSS —FF, Ha 6
PR S S SR . SER b, HREEE RS B R X A SO v — TR, 5
b o FEE A L 5 7 A AR A A e ’ :

R, A5 SR R AN 2 A A, T A 5 H bR bR — e S ISR E 1T IMST Catcher )

H)E .

7.3 Femtocell &%

7.3.1 Femtocell &4t

PRI 5 MR 224y, AU Femtocell, BI7E H A IRATFRZ 9 Kl 88 8l 2% iE 5L i
(Pt o

FEERLGY (Femtocell, M ANZMIMIEHEAFEM G ), BB SEEu (Access Point Base
Station), A& —N/NEL g 5 HE G, — R BT AR R BE A SN R AL P A . i g
BN (W DSL. AL, L) EERFNSER ML, TS 2G. 3G, WiFi T—#l.

2008 4= ERFE 2l {5 K2 (Mobile World Congress, MWC) B XJEH T Femtocell Fi A,
RS R . “Femto” AR 10 0-15 K, NHNZMM. FEHE G & 54BN
7, RN YL %, AL Microcell i GEFESETIEE 2 28K UK
Picocell T3 &5 (I W 78 55 VA FEIAE 200 KA ) BNV, FERubE s B 208 12 K.
{ERBT I OL T Femtocell A LA HESE RVG B 8 oz, LA 2 P AMETI 7 2.

FEEFES AT LAY 3G HI K 19 ADSL SOtEF BRI S B T4k 3G (55, G T REE R
INA B
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TR BRI KB

KREEFE IS GEHTI R, T IP M, RETIHEN 10~100mW, tHA] LATESR{E 3G 48 AR %5
A [E P24 WiFi Thig, X TG AKEE, # Femtocell B AWM ELW 5| 77 HIf# th /7%

AR P TEAL B AL (E S A58, TEIER . fib R FoRTsSEE &, FH
SZET A ph R O] 2R R (] PA) TS VA R A A S R IR AU, — 2 ) P RO R e il i
Rl fF s, MTRREKER S FHUE SR FARERR, — R R 50 e 5 ik i 09 46 12
FUESE B 5 BE P B _ERUER s, Sk b 8 0 G55 . SRR 3 1) K /N — M 5 5K H It el 2 A
Ui, AFERSIR BN )G, R T — A DR RO AT I B A5 5 IF BR T s
) Hodh i i SR R A R i RIS E AL M, R P 52— VT 2 A I IE I 7

2, MMIEFETECRERE . AT dE. FHL M.

7.3.2

KEER I EE

FREFE v 2 SE R P i 7-21 B R

Public Switched
Radio Network Subsystem (RNS) Telephone Network
L) (PSTN)
cells ‘ :
Mobile [ ] Visitor Location
Equipement -l . ﬁ Register (VLR)
(ME) R el é&a Jo—
2\ Radio ~ =
= Network ile Switch
Node B Controller (RNC) Center (MSC)
femtocefl . ’: = \
uicc [usIM]) e Lt HNB Gateway || [ —
User . ‘ L (HNB-GW) .
caupmen L seuny e
e Home  Gateway [HLR.AUC]
Mobile Node B (SeGW)  unB Managment Bupport Ndde (SGSN)
Station (HNB) System (HMS) | Core Network (CN) |
(MS) Home Node B Subsystem (HNS)
Access Network (AN) Internet
BI7-21  SCRE B I 25 454 B
fH LA _FF R Ay %
O FREEHSE R — AN By N
O FEEHUGAER P Frh &%,
O ZXEEFEUH ] B[ JL 52 m 75 2 N B TR 0% HE A5 B AR T LT .
Q KRR A NIZE HiZ O M
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e, ?ﬁﬂ']ﬂufﬂ — AR R R, RT3 T Hr . O s
R ERERNEAR & . TR E R K2 B IE JUAN 5 RE Bl 147 Bt () R 6
AT 71T o

7.3.3 CDMA Femtocell imiRZ& F H

NCC Group £ BlackHat 2013 /2 DEFCON 21 ] Traffic Interception & ;?elpz()te Mobile Phone
Cloning with a Compromised CDMA Femtocell #F'th, YHA T 4 5% Verizon 4+ K& ) — £ SCS-2U01
FKEEFE (N 7-22 i) W2 e, 580, B 7 GREREE R E A, &8It
R AT BT . PhiE . EEER R TR, AR RIBE A PPT & —6 5k T KK 3 i) 34
Yoy B[S Hr AT 2 R[HA IMEN S B TR

SAMSUNG

[&7-22 SCS-2U0014H

fEA R, NCC Group MIWFFL AR T k[ Verizon IEE M =K EERN, 1L
AKX BESE b 1|y CDMA. IR Ki%&iﬁ#ﬁ(éiﬂ 53R R AR 0 2 B ek 1) TAE 77 X —
P, BANZEMMSE, WS TEGEZ ARRESESH e E. AErEATR
g 7-23 Fiow.

" https://www.ncegroup. trust/globalassets/newsroom/us/blog/documents/201 3/femtocell.pdf
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Piec Turne

er| 1inte Ive r
723 = R 5kl 43 N 4y 2
ENBRERME & &, MRS ER S EEEE 240N Linux, FrLUE-— 55 d 4k 3|

O, root 1Zakik . EH A RIRMR AT A0 70 %% & ARG E S, AT R B &
] HDMI 2 1152 b 513 0 DR 5| A, i 7-24 k.

Wireless Network Extender ©
et

s
L @lb £149091

LT.E
LISTED

cvsnaction fallu, Wrminatien of bradband aervic of o i
daruplicn, pou may not be sbis to make D11 calls using this device
Alveays De prapared to report your tacation to public safety

E7-24 AR HIHDMIEE 9249 1

(EEEN HDMI k2 J5i, WA R UIWiHF itk di, 5 ILEHE % USB FTDI (USB ¥ & [1id
Ao#%), WE S OX M PBREFEMT IR, TG, &S D RREE. R
o, WFFA RiE{EH DEFCON 20 ) Badge 4362 J5E A RS232-USB ##:id A2, Wik 7-25
fltm .

gk, RN, WA U-Boot 78 FFHLIT W R B sys\e 7 75 e, A5 218

1)E3h, B 4. ik, 3787 U-Boot JFHL, fEJFHLAT 2NN bash 047, BIWI{EBL &
JR B EHERAG I root BUR . B T-4TH TR &5 BB shifi 2, TFWLE T & 35 54 )
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BEM) B 5 B AHRK Lk B ahig T, RARESTRGBIMAZ G, BNEREE B EA
T EE.

[57-25 DEFCON 20{Badgei % i IR S232-USB#% 138 i 2%

fERGIER TAEfE, £/ Linux A B4, BT ARSI RS R TR ML RS
B, BURMRCEBIRS, DMERT T -2 k.

X BIRA AT UK, ESE PRt R R R AR B & 2P, 3RHL root ishell ALPR i) 2 1%
RELE| &0 shell Z )5, HIAFHETRSGRE. B, B2, we b EsMgdtir
EARSMRER R, HE, FAEZ. A THRARERS, RARGHEAED (—KEE
D), &4 RGHIThENT T EE—D.

fEArpTIdFE R, BFIENRR B, Verizon 2 69 T {RAIE M 25 38 {5 HE#% b 5 e Bl [m] 4 1) B
AT, EIRA T VPN TR ERIE N M. T 7 (R b, BN R AT BER
H#EE RN, BT SCS-2001 [/ T HIERFEMEN, RAE GPL UM, =B H B M rRAH K5
R A T 5 4 3T MontaVista Linux 5 FIPZIEACS . (RIESRCERREME, Ahf1AE TI B 4K
BT EEAEFNIT RSOOSR A REMS. REXLFEABER, HRARBCSH—ERN
Bakshifity, ER&EBHZIEMEES, EXREHHER, BRERNRGHREDT NC f£iH
AT — B TR T

R 5 IR B 4 AR UDP RSC, i I ASEIEE, 7E6 90 A R s @b A RTP it
B2 a, RMIESEEEmS AhE RTP K8, W 7-26 Fras.
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&)
fy— Helw
w . |
adyp ¥ ‘
iy " au PirUyTamT CKIR- | yPeaY . IRk seavas, |
RTE Yo PT Dyrams CRTP-Type-9, S5AC *o-1B1
| |
Frame 10/0: /6 byzes on wire (€08 bits) piis |
- Ethernet II, Sr¢l OU00:00_00:GUI00 LBE »
- Irterner Protocol . Sect 10 2], Dse: 10.191,32, 248 (10
- User Datagran erotocol Src Fort 55108 (Jaieh O3t Port “i532 [P
2aal lizs Tracapocs prococo)

Real-Time Transport Protocol
IV waas = version: RFC 1889 version (2

.0. .... = Padding: False
..0 .... = Extension: False
0000 = contributing source identifiers count: 0

w25 o = Marker: False

payload type: DynamicRTP-Type-97 (97)

Sequence number: 1

Timestamp: 3166485852

synchronization Source identifier: Oxabadfbf0 (2880306160
Payload: 754059680002de68bc07dc42330e032f22c8cbd2c5¢0
e e — —

&7-26 UDPH LI Wireshark @47 (RTPHFL)

SMS SRR T 7 ARASHo IR, (BT SIRSAR I & T BAK ORI,
&l 7-27 Fhias.

’

F7-27  SMSHURE D W15 A 2R B

PEZ I AR I 6 B SR, B FE N B i K RERELAS Wil SR B R S, 1 7-28
1B 7-29 B B AR 45 4 3T R X 226 i 8 i S 48

HTEE TRED K7, Bbn] R R TP AN, DNS #i#F. HTTPS PRI
ifiv B A URL F— )0 LLIE 5@ PC FR8E R kA7 I ) NGk 7 e it — et oz G, i)
PAFES LB 5t R .
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No, Time Source Destination Protacol - Length Info
Yo Lo - v ——— R - o
| 734 16:41:59,797156000 10.211. :mzm 10.184.98.60

01033454000 10,184,598, 50 10,211, 157.206
735 16:42:01.2300456000 10.211.157,206
737 16:42:01. 7768752000 10,184.98.60

738 16:42:01, 825502000 10,211, 157/206

PEP LCP 73 thguunnn !\twnt

739 15:42:01.828454000 10,211.157.205
742 16:42:01. 857154000 10, 154.99.60 Pee LCP 112 Configuration Ack
742 16:42:01, 884075000 10,211, 157. %6 pERLCP 78 Configuratien Ak
¢ 10,211, 157,205 PPP CHEP 83 thallenge (NAME="SAMSUNG V.6 BSS', VALUE=OX

.'3101645150 PR CHAR

751 16:42:03,592504000 10,.211.157,2
~Ek 1@ An-AE AMOIORNA TR T TEY e
b Frame 750: 75 bytes on wire (608 bits), 76 bytn‘ cnmr‘g (608 bits) on interfece O
P Raw packet data
b Internet Protocol version 4, Sec: 10.211.157.205 (10.211. 157 205), Dst: 10.164.58.60 (10.184.96.850)
b Ganeric Routing Encapgulation (COMA2000 A10 wtructund byte stream)
P PPP In HLC -Like Framing
® Point- to-Paint Frotocal
= PPp Challenge Handshake Authentication Protocol

Code: Success [3)

Tdentifiert 1

Length: 31

Message: welcoms to SAMSNG V.5 BSS,

ren o

% 2f 29 6f 0a.d3 %4 cd E.vL..'.»‘- itlon..,
00 10 00 07 00 00 0003 ,.b<O... veeverrs

217D I STES - )l #1811} Ylwe
20 53 41 4d 53 55 4e 47 lcome to SAMSING
53 2¢ % 23 Te V.6 8SS . @~

9000 45 B0 0O & DO O
0010 (Oa b8 62 X
4
f 6d 55

% 20

~
-
3 o

7-28  Fifii i SR
1B v e muurm;uﬁv@\w?m f"i‘;-L._t'.A';‘m i 'e&&aﬁq

Foe G Yeu G (ataw Snabae wstics. Telphony Jook  jntamals  Heip
e N C@BXRH Aceeri BEacen an8k @ |
Fiter ug-d.tr-gwlﬂll"QN‘;MQQID.'JI.!JI'lemm_'.w Clesr o Seve '

INe Souce Destinaten prvtocah Leng | -
AWa Ry o8 AU £LbicO ke L e, wey ! ;
Z i

» Frame 1070: 78 bytes oo wire (608 bits), 76 bytes captured (608 bits) i

3.“&&!!..5!( 00:00:00_00(G0:00 (00:00:00:00:00:00), Dst: 0]
+ Interset Protocol version 4, Src: 10.241.28.212 (10.211,28.212), Dst: 10.191.12. zu uo 191.12.248
| User batagram profBial, Sre Port: 38368 (I6365), Ost port: 64512 (643532)

T I

- Real-Time Transport Protocol

10.. .... = version: RFC 1889 version (2)

..0. .... = Padding: False

...0 .... = Extension: False

... 0000 = contributing source identifiers count: 0

0. ceie = Mar salia
. Pay'load type namicRTP-Type-97 (97) >

Sequence humber T
Timestamp: 3166485852
synchronization Source identifier: Oxabadfbf0O (2880306160)

payload: 7 54059680002d668bc0’dc423 308032f2 2c8cb42c5c0

B7-29  RZ% I BAR SO

itk — B, RN RKI, EEGEEN TR S, o UIREE & FILER
FREEHGEI ESN M MIN {ifi, 7EXf LT TSRS 2 E, KRB &L ESN K
MIN {i v B itk THLA . R Sk, Eal Q8 B ek LT IEW B . Bl

WS, Uk TR, T A 7-30 s
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Carrier

X

BEHEEEE
HbRiE &

& Gl EiE
7 WEhiEs

K7-30 FHlEELR

{E CDMA KRV, A FHURIT Rler, #aEEMEH RN ER MIN (Mobile
Identification Number) . MEID (Mobile Equipment Identifier ) 5¢# ESN ( Electronic Serial Number)
Hm B, X EIEET B IR, X ECUR g AR T R AR R

JiX, f£ CDMA £k, FIFHLRAT RiGR, 224 —41{E CAVE (Cellular Authentication
and Voice Encryption, ZE¥§INIEMIEFINE) MIHE, SHFIEAE—DFH A-Key, FIHEA
A-Key AJLLHE AT, T3 s ST s S s sisir ekt ge.
Besh, XWAEHEH TR REEESHTME . BT AKey HEAGMHRENE, FUALL
(E25 P RERR AT A M, (R ATAE F e 2 P RERR o F I AN s i R Jiifs

fEIX N = 1) Femtocell H, ‘& MATAMIEF MEEEEARR, E—RRERE, ELFRRKI
it Femtocell 5% EFHLH MEID HIRT52 RIS, 76 IH#& F—MAE 2 ESN, Bk
&AL 2 (p)ESN, BIMRE MEID. X8 B AT LAF F, Femtocell £ EIEFE 58 4 A
F MEID. T1fij A& F(p)ESN Fl MIN. 1fj H & B 22, E¥NEET, Femtocell A AT &
CAVE! Xt REvk , —UCHRAEIITHL 5k R BN (p)ESN Al MIN i LUK ).

B2 A T B AR AR 2 tn feT $R 31 52 i (¥ (p)ESN 1 MIN .

FE AR I (2 , AT 4] F- L% 2 Femtocell B, #84> EL #2445 (p)ESN H1 MIN f£i% % Femtocell,
HEEFHLIEN Femtocell K14 RPe P, 1A 75 BLAT (ol 0 EE £ fich o th 500 2 36, AS 5 B4 (T A0 8 0
Femtocell 5 AT LA 5 B AT i v A LS00 05 2 9 IF %4 % Femtocell [1F-HL. @ik 7-31 R A
FON G P RIS 3o 8 Hh $E A P 1) MIN A ESN {8 .
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Kl7-31 MINFIESN{H
& 7-32 %218 7-35 J&7R T Femtocell A& Wifa] — 4520 i B — SR FHLIY -

(1) B HAnFHL#E A Femtocell I a0EHE2Z K .

K7-32  wRETFHLE W

(2) M2 a7 FHL 34 MIN & ESN [F319, TaEilddiEF=om.

l i
0x80123456
(201) 555 - 1234 '

F7-33 SEEFHLE 4

(3) K& FHLSIES Femtocell % I,
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(4) FHLEL, PIsFHITA 5.

735 sEETFYLENE
X Fh v e P AR ) e S

) RNSZEGE TS T IEGE K T, WA w R FHLR <25 FHL 8, "TLUER
AT T A . WORKESS -

O R ZBGEE T e TR FELR, 04 5 iR S ok Z38, AL E
HBERWHTHL IR, FE R R ERE: PIRIFILMYL&ZITEr (&
A ARG -

A, CABUE M — U, R LI DR SEBL R, TSGR, B DU GSM
KRG ikil, T EARA CDMA MDAk . SRT, I IZFER il d, ANE Foe ] YA
HUAE Y —MICRAS ) COMA O SEu AT VR SRILSFARIEAT . A 3RA .

7.3.4 ETF VxWorks 1 GSM Femtocell it EHiFk 2%

_ ﬁﬁ%oﬁﬂ%%ﬁﬁ#ﬁé%%iﬂmmmkmnanmsﬁmnwamz3%uL,
28T B E A ) 2 B G 3 RO — AR R R i AT ) R 2B FE . 5 NCC Group B4R Z 4L
£ XRA—FHHET VxWorks 5% .

VxWorks /&3 [E X7 (WindRiver) A& T 1983 SE¥ it KK — Rk AUEi #1E R4
(RTOS), RWASIF LI E AR IS . HEH BRI RIRAL S, Bt AR I 4% L
R KU R P RS, RN RSER R 0E RS S48 — % 2. 6 A RAF A ml SEdE A 5
i SER YR IZ S F RS . . MU RS AR AR R st M R s i e,
W PEEE. EHES] . HUESS. WHLFAE. £XER F-16. F/A-18 M1, B-2 BEEX%
YENLRNEE# So0 b, HEZiE— SR ENEE, 1997 F 7 HERErKEHRMEE. 2008 4 5
H B RUE S A1 2012 45 8 H B4 45 5 EEH 2] T VxWorks.
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VxWorks 7E% 3% S [ 58 22 4 AU 1 |72 S AT AT Sse g 1 HEsfe AR I RERE, JRAEFEAR
Rk, FFRN AT R AR T R, (R VxWorks A< B )% e VAR IR 4 % 4
BIFFEN 5 RAS D P 3

{F % A=W 57 F1BL ) Build A Free Cellular Traffic Capture Tool With A VxWorks Based Femoto
i, RARER T i 4 T R R AR — iR &, I T B . g
PF RN, TN EAB IO — KT LA FE SR B AT 48 55 19046 % JR 1 & IR 0 “ &ith
Heuh ", 7-36 Aran MK Femtocell SE 1A o

7-36 % FVxWorks[fJFemtocell 547

FERARERSG, FFFNRE A & HET Web LIOTRTRIZHE, R1G T 85 I [ 14 A sk
Ao E . PR ERRI, W& ML R A X, Ho—AXgR A TIES L
®f) WLAN #2, FFE84MNEMSE R A= WiFi {55 H—1MXE8 GSM 1], ﬁﬂ:?xﬁfGSM
HIES, BT IE S 6% WLAN MR ElfE £ iEEmom .l & P i
BEfEE D, RN RRH RIS L ARE MRS, B 7-37 fis.

fEXT fip Al telnet AR 25 i 4T F P & IR A A 1R 2 J5 . BEAC N MiERE R [ 44 wdbrpe /] UDP
i, XA SE VxWorks 2R iRm0, EIRMAR VxWorks #, XA
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MR %% A] LAg By, H. D. Moore T~ 2010 K% T T VxWorks u& TARE e +
FH X ANl o] DAHEAT AR A e . AR, fEdbst &b, X AN “ 1R A

root@am335x: /home/test# nmap -sT -sU 192.168.197.241

(J?fﬁiﬂ
i Bt
hllﬁl ?&

Starting Nmap 6.40 ( http://nmap.org ) at 2015-05-07 21:14 CST
Nmap scan report for 192.168.197.241
Host is up (1.08s latency).
Not shown: 997 open|filtered ports, 996 closed ports
STATE SERVICE
open ftp
open telnet
open http
filtered shell
50000/tcp open ibm-db2
69/udp open tftp
17185/udp open wdbrpc

Nmap done: 1 IP address (1 host up) scanned in 119.52 seconds
root@am335x: /home/test# [}

E7-37  WERGSMBUIT IR S

i |- b 5 RO AR T, BFI0A U T RERE AT,

FIF i, A

Efi Az 7

{t «"J’ :'.i’D k1

Hobr 2 e, mr’w o R I T A oA R i 1, ANUSBAS £ 11 45 2 i

m‘z |t B 7-38 Bl s (1145 &

{E15 3K shell J5, 40 HT A R XT84 1 bootshell 115 s ZEHATVEAN 4047,

E7-38 #&BsEHEHERER

W 2R SO, ik 7-39 FR

- H AR L
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[%]7-39  Femtocell A i SCAF 41 &

JUE 2 0% B 7T LA Web JZ T BE4T B 4F F 38, (22 B T & 3T B sh FH s 4b 7 iz,
BT UL GV BB 0 [ 4 3017 o0 4 .

{E 4R B 5 B SO IAART L 2 J5 S0 OB FTP B8 STR 4 3 F 3 0 A b it 47 91 9%
wifE 7-40 .

[%17-40  Femtocell Telnet iz 2% Ml izt [

A9 3R, WRMEHN 6.8 AN VxWorks 7EH N AATFRER, WEidRfhss /),
AT VxWorks 6.8 A IR B2 JG  WFFE N 5000 8B SO 1 e 4 50230 4T 20 R VxWork
WA RGEREA SR T deflate 5%, (R EHEEKHA zlib-flate iy 22 ToiLEAT il FE46 1 -
(K VxWork 75 45 J 1 SO Sk s 1 4 A5 1053 magic 30 'BERE R 4 MW S'Cﬁ'-
KN, e | AT hREAL 0x08; BT LA R ZEXFIX AT 9 AN b ATHWT, KRl 4 1R S A 2
WAL NEAE A SO, FH Linux £48 1) zlib-flate /\\LJ_UJ fRIE4EEN AT, R 7-41 s,
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FE7-41 [ AR R TSk P

M B 7-41 R IRATRT LAE B, #4565 (R R A B R LIRS, 24w DR IR 5
S sk AT LA 48 SR ) B2 45 B U HHE N IDA Proidb AT VELHIY M 4047 T - (B UFE R G2
TR A e A L, 7B RE S A S N AR bk A RE TS [ IDAREAT ;Hm Rz &S,
F N R R Impes. ZTE MR R4 Ja N ERTE0xc0100000 1k, fEIDA Prot ¥ A\ iZ bk B o ¥ 4f 1E ¥ i
W43 HT TAE, wPE7-42FR.

[7-42  [EfFn#EhE

I SO R G ) RGBT AL AT 0T, IR AR NP 17 2 7-43 g
W CE a2t — Uk MDS %, B SCHEAT base64 FE, BIF TN O3 R I S e M L B SR
i) MD5 {H, S &R RGN .

int usrSecupity()

{
loginlnit();
loginUserAdd((int)"SYSTEM 26", (int)"7318gRjwLFtk1gFdXT+MdiME jJUGPUNSYUxe16iYpk8=");
return shellLoginlnstall(leginPrompt2, 8);

H

E7-43 RGEMA P77

Kt TR 4 AR, BT LUBTRIE S VxWorks HIVIR shell. 267 RS VxWorks
BURZ JG, WERANRFAS T RGHA S B Erna X, KRG 7N & i & 10 7 i
k., KR T1E%J5H StrongSwan IPSec % /7% . EHH T &M 2 A1, M4 & 7E WireShark
din P 7-44 Bk

2t 3t R Gkt HEM RS Z 0 W A EEHE HER R W2 G, WP RIBEF T
3 BB A B AT T, I ELARCHE 158 28 A ALK U %5 WireShark ) i Hr 8% 35 47 72 il 4L,
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T IE A AR AT HH 2 152 2 A VS IR Pl o B A EAT IR AT S . IORRESS . B WEFT N
M ¥E . fEsCad b, WFTE A AR Y b AR e T 5 an & 7-45 s

1 0.000000 192.168.0.35 111.206.50. 34 uop 382 Source port: 60285 Destination port: 60293
15.011609 192.168.0.35 111, 206. 50. 34 upe 382 Source port: 60295 pestination porr: 60295
3Q5.027760 192.168.0.35 111, 206.50. 34 uoP 382 ‘Source ports "§0295 Destination port: 60295
4 25.043415 192.168.0.35 111.206. 50.34 upP 387 Source port: 60295 Destination port: 60295
5 61.093004 132.168,0.35 115.181.37.74 uoe 382 source port: 60295 Destination port: 60295

5 66.112433 192.168,0.35 115.161.37.74 uoe 382 Source port:
$ 192.168.0.35 115.181.37. i 382 Source port:

pestination port: 60295

bestination port:

§96.139834 192,168.0.35 115,181.37.74 upP 382 Source port; 60295 Destination port: 60295
9122.023849192.168.0.35 221.179.140.118 uopP 382 Source port: 60295 Destination port: 60295
10 122, 055613 221.179,140.118 192,168.0.35 upe 350 Source port: §0295 Destination port: 60295
11 122.411172 192, 168.0.35 221,179.140.118 upe 266 Source port: 60296 Destination port: 60296
12 122.442892 221.179,140. 118 192,168.0.35 uoP 194 Source port: 60296 Destination port: 60296 ‘
13 122.450840192.168.0.35 . 221.179.140.118 vop 170 source port: 60296 oOestination port: 60296
14 122.485616 221.179.140.118 192.168.0.35 uop 114'Source port: 60296 Destination port: 60296
15122.491044 192.168.0. 35 221.179.140.118 - uoe 146 source port: §0296 Dpestination port: 60296
16/124, 027382 221,179.140. 118 .. 192,168.0.35 vopP 134 source port: 60296 Destination port: 60296 q
17'124,053016 221.179.140. 118 192.168.0.35 uoe 250 Source port: 60296 Destination port: 60296
18 234 24 a2 1 g 2 2

K744 INEFE | !

3 1 | Ints s
G0 180,149,115, 234 A14 GET /2/venind/puth count.fson)trin_mul x gs-1henclude
240 2, 155658 180,149.135,236  192,165.197,108  NTIP 62 HTTP/L. L 200 (x (mumwr;m)
f178 14660103 10.153.120.38  183.95.352.) e 230 GE1 Jgetmeatrery. ns-:/‘-mtuﬂldﬂ,., HITP/1.1
POMSATNIE C18M95.152.2  10.153.28.30  MITRIOR S98 HTTP/1.1. 200/ 0K o R R T
219 16.551034  10.153.120.38  220.179.182.15%. WITP 66 POST ruouumnplnxp-im-mv -8A1 ct-2key 1sREGpel]
2% 16,7198 221.179.182.553 10,153,130, 38 HTIR ITEUTIR L0 200 (X (image/prg)
256 18.261881.  10.15).120.%8 152,184,100,19  nIIP 836 POST Jandroid/checkin HTTP/I, L (ofg/x-Jaon)
252 18.457843 152, 184.1008,096 38.153.120.18 = HTIP SE2MTTO/1.1 2@ X (application/§son)
61 15.822538 10.15).120.38 21.179.182.151  HTTP o6 POST isearch/ ) gb-B28chalTE . 88tzeBlnge, MM\“B,AMMH MR/
266 19.1571992  221.179.382.15) 18,153,120, 38 HITP 6IAHITP/L.8 200 0K (imageiong)
285 20319397 10.153,120,38  I52.184.170.197  HITR[y 734 POST /check-An/rws/and-app/update HITP/1.1 (application/yson)
359 28.633222 192.168.197.100 106.187.88.22 TP 79% GE /dava/pley/11819 HTTP/1.1
361 28874205 196.187.88.22  192.168.157.108  KITP A2 NTIR 1.1 280 0K (cexs 3
157 12, 162653 192.168.197.100 189,149.135.238
399 32.170611  180.149,135.236  192,153,197,1% 2 i ST =7 - S
S1851.38671  10.153.120.38  112.25.27.1% POST /posttion/ rgoe@28tpe] Mch-uts - BAL
937 S6. 2S%69 112.25.07.135  10.153.170.18 TH0ATI1 :|ww,-um.¢mnmsxmnkﬁrﬁ]..xvmmeulmmmsmmuw
971 57.293349  197,368.167.180  106.129.160.69 INET: I53430R49712456
975 57332387 106.120.160.80 192 168.197.1%0 User-Agent: Androkd Celliocation 2.8, sndrold. hie ., chine. Jocation. service; 15543004971 2866;898609, |
983 58, 09879 10.153,120.38 12.35.27.1% 5 Asdrpld Celllocation 2,0, dndrold, brc ching, location. service; IS5420049712465; 899608, hreen_ (|
1809 39231064 12 354705 10.135.120 .08 (ontent Length: @
~ priost: wiraless. maphar com
By "".@mnx‘mﬂ'; (“Iﬂ“‘l;’l':lﬁ Conmection: Keep-Allve
w&.ﬁnnﬁiﬂ. 218 WITP/AL0 208 X
Sec_Pore: $4206 (60256), P Sorvv-: MapoarServer
b Threc Packets Date: Tue, 23 Jun 2015 14186:30 QX
- Eumdnln’ Security 'Aylm Cm;nt " . 1 o
" “Type: image/prg
. 4, Seet 10,1.37.090 (10137 | 0 e, 148
* User Detagram Protecsl, Sec Porki 2183 (2153), Dt PUr | preq.gy.ChinaCache: HISS from 1-8)-5-3E
N Station SR Sy s 4 |Connection: keep alive
% ‘“w '
) st Protmeol - 5T rserattraatale, 1t 13y eses e 8sseases [DORANESD, FHAEELLIESOBY. . vov oo laseiosen isrmesns
s g & Src: 183.95,152.2 (183,95 ) 1 ey T ssaaans ) e g v A AR e e
- Transmissien Protocol, Sec Port: B0 (80), Dst
« [3 Reassesblod TCP ts (2427 bytes): #183(1024),
. W
* Markup Language ot -
W0 a3 bb cc 01 19 1b D@ 27 34 31 ac fb 08 08 25 88

B7-45 AT Fs BT HL 9 A B e £

H T AR FR 05 o 04 B i B T RN DA SC B PSRRI, T2 R 0 B Wi th R el A T DO
I IFARIEFIARAER) GSM B iSCE B, iR T B CESCERILE B PhA, i A ik
T TARREL Ay, X ARSI T PR L AL B R R XA,

AREGIh, SELOFKEESBEMBAFRRZ, RERRERGNAE LK VxWorks, JFH
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TERN AETF AL RE A AR K AR AE DM, 45 B A (R T AR 7R 17 S dEFE 7. gbsh, 3 LI GSM
AR RAER %, AT LA — S FALZ A BN, (HE2LdBeUa MbFh e, scbr b
Ak Ak, TR B Seid v 2 S T B

7.3.5 350 JuItH: Femto

{636 E R 4E N4 %547 1) BlackHat 2015 K 2> I, 2 WA 5 Alexey Fl Alexander 73 ki
% ( Advantures in Femtoland, 350 yuan for invaluable fun), fE < 17— # M\ Bl 5 A 350 sk
BN IR % . HPLERASREIARRER, XA K AU HE T VxWorks f#1, i H2
3G HIRfFS. 5 GSM AFKRE, 3G XA S, HIE LS Ea 2L, |
"RE¥ES5S%.

HRANREST “HER” 2 /G, WNEE WL T — 350 ciItER UAP2105S 3G Kig 5,
W 7-46 B .

‘ ? &4 mowistar 24:;1 UAP2105 UMTSHEA A 2G/36 THAP SR EL R
’ AI »s ¥358.00 it B
HUAWEI "

THRENE ENERE - RF2EM - DRIV EANE

1 + #Rmne)

(IR ™ HABBE

F‘J“ Bl BN LN
% h, —
[®l7-46 ¥ LAY AHUAP2105 3G 2CIE 5% %
5 360UnicornTeam UL, XPH7 220 FL N G XHEE TR . B e, RILX A

—#KFET VxWorks ] KI5 8 & (HR XK &1 VxWorks FERZ L B4, BT EAEREA H. D.
Moore K& 1) dump H5E¥NIFZ G, ABA16EFH IDA Pro 347 1 it — 401

LEXTREALE > AT B AR v, B AN R B T REGEH ITAG 1, REAAB AT 8 A 16 5 3K J-Link,
Fr DA R & F B R A OpenOCD HEER— “FAMITAG”, W 7-47 ffik.
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EERERCE L ITAG 2 )5, WA NG LA IE R gdb Rt REEHT IR 7o EZIX 4
I HERIRAS 7, v LA B H g iE It gdb 4 — 5 — %t Rt AT 207 i, o &l 7-48 Fiow .
HEXS T gdb AL FERAKY, TESTBEDN RGO — MR TR, B2 HEAR
FE TR L 4R T .

[#7-47 Femtocell AR {4 E7-48 (i gdbin &M ALK R4

AT AAAT T 5 4236 %) OpenOCD fIURARREREATAZ 24, (A a8l 5 (1 gdb_server X VxWorks iff
Pk, EPa/{# OpenOCD 3Z#F IDA. &A% & & 7-49 Fiaw.

4} OpenOCD AT # #idw F MN# 2 J5, IDA Pro BiaI Xt REHHATENA MR, EWE. K

C PRS2 A 12 B AR ) LSRN 0 m) 0 70 R, S oh . il 7-50 AsBl At &
25 AT s AN IDA Pro [ TAE# A .

(R B4 A B SR AT RIS 25, DI RIFRM RE M B AE AT (f
SIEHFME), RELKEWIE 7-51 Fim.
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[] openocd-make-ida-happy.diff Raw

diff --git a/src/server/gdb_server.c bfsrc/server/gdh server

index 4a33a3@..aabef53 108644

--- @fsrc/server/gdb_server.c

@@ -2196,7 +2196,8 @ static int gdb_get target description chunk(struct target *target, struct target
else

transfer_type = '1';

- *chunk = malloc(length + 2);

if (*chunk == NULL) {
LOG_ERROR("Unable to allocate memory™); =
return ERROR_FAIL;
@@ -2741,7 +2742,7 @ static int gdb_input_inner(struct connection *connection) ~
* sent by GDB first to OpenOCD, thus defeating the check to
* make only the single stepping have the sync feature...
| 1 § bt 4
- nostep = true;
4 : YPGe
LOG_WARNING("stepi ignored. GDB will now fetch the register st.
' “from the target.”);

E7-49 52D

o8x
o MEHORY : ORBUR09% T
5 o MEHORY : BAFCH 00D 2z 1
:;' E"ul & MEHIRY (unk_0 : :
© IMEMORY :0D1575E8 BNE loc_157608 R3 BI9INASE 1 HIMIRY:dward_ 1914088 |, 4
IMEMORY,- 0015 7SEC MOV R, 80 RE W27OF7EC & 1HHORY 027 0F /00 ir e
MEMORY  BRM575F0 STR RN, [R2] - RS Q270F7FE o HENDRY - 02796 750 4w
MEMORY : 0815 75F 4 BL - unk_197C58 K6 B1918A98 s AT -unk_1918490 GE ®
:g:'m:g:: ::: g: E:l"-""" R7 00O0000F « M HIRY - OERUBEN :‘ :
. ::mv:msuu Hou /S, RA RS BOSSAAZC « HEMDAY - BORAAIIE -
* v RS, K2 R B2COP2EN N, 1B IRV HO0 09210 11
loc_157600 R10 00000002 . EIORY DUIORNE2 F e
A7, -unk_180F900 R110270FB1N s MENOIRY 02786 K14 e
E R0y %5 R1Z 0270F7FO v 1€ HORY : 0210 76 8 MODE 12

: CODE XREF: NEvpr |SP OR7OFTEC & MEMORY:ER76 7EC

R3, ~dword 180F99C LR DO000BO9 1% HORY  DEBERNEY

- PC WEIS7SOC W WEMORY:loc_15750C
N . =||rsn sanevus2
»

. (R ———— - e A

T Outpitvindow e o
ilhr initial autoanalysis has been Finished.
0.

Ao adie Dom {0

H7-50 *f RGeHEATENA R IR IDA Prof] T{E#AE
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Core Network

- [ms]
;@ ilisecukuns-w{;fi

B7-51 FKBEHENE R4

FEFCN GURIL, AEFHLE RS 5e R AL AT, IR T LARIE iE N RifE, B
A RURGARS (A, TRGHLA T MY Kew TH SIM RPY SO R %5 %% JavaCard
Fefr. SELS0IE B AR E M EUR Bk 7-52 pros.

“TP-Originating-Address - (BHUSA201S) - ‘
Length: 16 address digits
| l... .... t No éxtension

\
‘ |
.101 .... : Type of number: (S) Alphanumeric (coded according to 3
| .... 0001 : Numbering plan: (1) ISDN/telephone (E.164/E.163)
‘ TP-0A Digits: BHUSAZ01S
|« TP-PID: O
+ TP-DCS: O
TP-Service-Centre-Time- Stamp
TP-User-Data-Length: (30) depesnds on Data-Coding-Scheme
TP-User-Data

SMS text: Bypassed UMIS integrity checks

Kl7-52  Geict W BLHE AR RS I Hed 1

FAb A O E BT R AR, SEBR TR USIM HFFIAL R, 7 UMTS 8] LUE
UMTS #8077 30 M i GSM A5 20, AITTRK fai 4 7 7 i 43 28 1R 8 kol O K B A A o

TEH P s X Qe 6 EAT AU, K 2 — A B (1 258 w] LUl P N i@ iR sk X S HUA

O JEid[R SIM KA RAND {H R 3RHL K, {H .

O R FEEEEE RS RE A K AE.

O AR E K TAR, i UMTS B8N GSM 5RiE.
O HEMERERE RS,

fE IR £, —4 K AL LW IEFHREI R — AR 3G 2.
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PL_E g i Bt s i 7-53 s

RANAP 124 (RUA) 1d-DrirectTransfer (DTAP) (MM) Authentication Request
GSMT AP 62 GSM SELECT File DF.GSM

GSMT AP B3 OSM RUN GSM ALGORITHM ; AUTHENTICATE [Malformed Packet]
GSMT AP 79 GSM GET RESPONSE

RANAP 108 (Ru&) 1d-DirectTransfer (DT&P) (MM) Authenticatinn Response
SCTP G4 SACK

SCTP 64 SACK

RANAP 144 (RuUa) 1d-SecurityModeControl

SCTP 64. SACK

GSMT AP 69 GSM SELECT File EF.KCGPRS

QSMT AP 76 GSM UPDATE BINARY Offset=0

RANAP 112 (RUA) 1d-DirectTransfer (DTAP) (MM) Location Updating Accept

H7-53 3G KR R E E

REBIP, BIEARMS—SBIET 3G BT UMTS BahAR, T ET A
Femtocell 1 3G Phdkik. Tk —BIR, 3G LARINE WIS N 26 LI, itf 3G [%
B T LA 1 22 A P P T SR B

7.4 BRBINTE

e —Yih, 51T 3G Femtocell i BLA 3G 4R %24 5 2G (%4, AT List A i) S RLi—
Sl SRR AR A B

4G (LTE) %4 th a] LAREZ 3 2G 4% . UMTS Fil LTE MZ8 &84 FE 7] (redirection) HIfE,
VeI RS HORT 2R F T4 UL S R B SO R % . i 4 A LTE sk sk, st
NEFFHGERR, LTE 3k FAF X F L LR A Mg, T2 e Ryl i
F) GSM &R 1) xxx $iip1 2. XANThRe G E FIRIR, SRR .

fGlinfE LTE 33 F, XFHLAH Attach Reject 1 B0, AILATE RRC connection release i+ 1
Wk EERHE. |,

RRC Connection Release
{ s e e I3
message cl: rrcConnectionRelease: {
rrc-TransactionIdentifier 0,
criticalExtensions cl: rrcConnectionRelease-r8: (
releaseCause other,
redirectedCarrierInfo geran: {

startingARFCN 10,
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bandIndicator dcs1800,
followingARFCNs explicitListOfARFCNs: {
512
}
}

} S

}
}

PLEIXEHBHE U, HUFFHLAE 1800MHz #iBt, 1% ARFCN=512 #idi, #EAXA
GSM i, T RFHL 2 TEFEANTEE R GSM G 27 .

PR IR A — R . AR, R EEMA A R ET . FIETLHE 4G
593G ESEMTHE, HET 26 M&(ES, thi FHLsthcksF, Higd A 22
GSM &% [ o (HIRAR T 20 i s AR AT B FHURIERT, Semaii K K. #Em 77 sSUriLA
AT, ATUR AR IMST 549, Xt Tl B, HibZ FHE AR .

7.5 ZEDBIESMEEIRHIENSHE

oF T BB AR R UL, SRl E A R —VE T, T RIAOTEF AR EE R L
gAN, RN RS E R F . B8, @bl LT RERAIT LES], Bl A
Ui\ Femto ZEdl, ki ] LAXE FHLAME DoS i, W LABIWTiEIE, AT LARIREE AR . FTLA,
R R & SR 2B E O, BAR —MENZEMEE. HRETEAENHN ST
Fl g =t 2 e fgor 11 .

HIREZ LM R ECLMB IR, 7€ Android RZ: 1IN LK 22D . Flin,
Y GSM PR IETEAE R AS/0 SERS, $RoRB P 4 an@iE R AR INE 1 UFHRAM 4G/3G M4
P23 2G MZEIT, 4o 4EIME 2R AAE: L FHLLIL IMSI Catcher B, #i5#

B Tevmeene

QR MMA LR ix s i, —RFBEE/HE TEZERE GSM M4, — &% 3GPP
LhRAELH XS 3G/AG LARAR KN 5G RGAEIRAE LT 0 .



% 8
EPEaEes

FRBATIAS T2k v IR F I L2 M B ) T LG43 UK. 914, SatNOGS  Chittps://satnogs.org/)
s&—A> DIY DA H . ISEE3 Reboot Project Chttp:/spacecollege.org/isee3/) XM H
H|H USRP #1 GNU Radio, 5—MiC& kU FIKZ 60 42 A ISEE3 PEIfE, REERE
GEVEY S '

ERXNEE FEE S, AR K %4 N EE A

8.1 N&EIEE#E5R

HAM 1957 510 ] 4 HOpBR M TR ES—RAE BE, 2406 4000 £ FAE PR,
N PRRKNHERL . gk~ RERRIHIASE. NELRWEIHER T AN
FESESR, 4Rl RIS M IRHIE (LEO). 8 (MEO). il (GEO): bk 4
F3 ) SR AT BB A AT PIE . S AMEA — e A R R R SO0, /s g sk =] 20 50
HhERER IEBIE . KBARIADHIE . MBI EARRIE . NG DR SRR AT IR BETR, (KL
e Al R — KA ER AT LR LE, At s I AR, B
W, A AT (S B A, WHEHEE B E R, thal DRI ER i) K B B B
Bt TR VU5 TP PR R SRR TR AR AT Ok LT Tk

GEO P EIaf7 T HhERE IEPE, B R mibs =578 T2 B[R € il BI7EE i
WIIETERIE, TR RIEAT RS Bk B — R A R, 72 A X R TR A A AN,
MORFI R R RR . ZH0E DR RGO, RAMMNEIL, Erf s B ERamR, 3 M
BT AT DA s BRI AL, ar DLEEAT 24 /NI R RIE(E . H AT AtE% 1 GEO
RGLH INMARSAT £48. L€ LEMEI RS MSAT. AN TR #5015 24 Mobilesat.
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@%.w&mujmummUWM,Lm;mﬁiﬁf

-1 HFEAUK PR

MEO P E 1 LEO TRt i izahir, BEAEH 'de\'%fTﬂHJ\ 5 S H 4 BR
H T mAE et (A, TR REEENX

Wt )y, JF ELE R 2GS AE BRER DR . H AT LEO REFHME RS Iridium, 2Bk
£ Z4; Globalstar, Teldest Z5: MEO #%if5 it 3§ 24t Odyssey. AMSC. INMARSMT-P %:.

PREEHETNRERE. NHBPEAEAREIGTE (WA 8-2).

B0 T R T2 A A R Bl DEF MIh
. . Wk ETE DB HENTN, MR, | FESRRMZIRE
?n_ﬁ‘ FAFHETIE ﬂg BEBRERE FIMEATBER S
R AR MR UL R G A ABNIR.
éiﬁi—\ﬁﬁ~ RRESE B i PN L%

Y a

82 HFpAETDE
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Bl PRA SRR TE BRI T2 AR LRSS AR TR MR K% HO AR,
AMEBE AL R X ORI, 1T B/ X3 R A AT LI R L BIAT AR 55 o HERA
BT AR SR L0 36 T MR A 8 RGO . RS0 TR SR 5 R AR 34 2 )
POl AT B O B NItk T

NMHATEAE HEE, BELE. FMIE., MEEPE. MELEMREELES.
16 TR A o EL e R P A RO AT LI E . B RN T AR AIEEIA L,
AAERAT PR GEREERE . KV EFE RS ANLEh . RIEHBEEERS, AR
G RG MY RMEM. S LERE G A EIE SR TERS, RVF/NIH
MR E EITERLE (B, SREMRED, JF BEm PR fRinH WL [ ik mm
S SR A 2 10 SKIEFE P9 o ol 2 1252 3 B )T o 6 P 5 P () L i 5 sl [X AT 44
o U TR X EA T I E S, AT LATE L2 B BRI R SO A T, IREE TR
o T B A B b, JHERE B B BEE DO, REHE RS K TEE R
XHAFEE, &AHRELSZM, EERT BT L.

BARLK PR AT PREMGERTES. £ EEEEATEME AR, RiERE
TR GG . ERSR T A,

N FE SR A TR b i L TR RS AT E e R .

8.2 GPS HNZ=EHR

GPS (Global Positioning System) J& 13 E g%, 2 FHE 2R LREM RS, AT
WHE GPS HIZ2 Atk a8, e K EE4r N2 C47E 2015 £/ DEFCON 23 £ k&,

8.2.1 GPSIRIESZEHST

GPS Eﬂ]ﬁ%’r&ﬁ;\frﬁ WAZY S S b R

BE 4 B R ER 2011 EEBHFEETAN (LE8-3) P 2011 12 A4 H, %
E%~%R@n@%kﬂﬁﬁ%ﬁ§1ﬁ,ﬁ%?ﬁ#&ﬁ%%E,W%ﬁQT%ﬁGmﬁﬁ
()77 A8 X 42 K ML et PR VA E G B AR AL #E ) Kashmar. XA 5E 4 TE AN AR B 44t 1
—ANRAF IR FERRAS, AT IR T A D EARMERHHE .
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KI8-3 it GPSHk I BhHF T IE AL

MABLLNS X GPS 35Sk (1T 70 R BRI K 1

W2, 9t GPS HMSHLAE AR INE? GPS TS AWl ik 5 5, H il C
Al . ZRE-MRAEMTHES, mHLE 7 WKTFIIX 2 Z2644E, F508%
Hﬂ%ﬁ? LR, GRS S GPS BN, FEBBOILF LR DA, A X B IS

JIRE S i FUL ) GPS 15 5 #iBIE 8-4 Frasiytgil, Byl A RENT BRI A H 1)

-\n_
e

= a’xi*é

ééﬁ?wﬂﬁ%
,1{ 3 ﬁ'xﬂ ;‘ri«a‘o

E8-4  GPSIk B /7 ik



194 Ttk BB R L WA A IEF)

XA f5 e 7 5 (B 4 v 5 i S oK 5 BT 738X Todd Humphreys (% 90 F (0
2 SR =P, RAE GPS LA A SURIEHE H I — A HBL. 2012 4, Todd Humphreys #(§%
KRF T TED WY, MEIFARTER GPS %4t 2013 4E, XANFIBARINKG © —EiE, oL
AR TR L 8-5) Bl 2014 4F, AT S ARIHIKSR T — 42 AN, &1 TEM RITAE (LE
8-6) 1,

K8-6 iEidGPSHKIm{EH| 1 T ANLEY RATHLE

B T AL AL AL R4, GPS MR9IE AT LMRTLER R4, SR GRS, SR H RN
PSR R DO R 2, AT RAEE 5 e f el ArhaRAIT. EE SRR o, X
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e E T EE R . 1996 4, PEBHR AR RN, BEE GPS #i3k M T FHY.
BEXHE, ZHg—T GPS RAGESMERE SHIZEN.

GPS P27 1575.42MHz &4 1.023MHz #ENES, RREGS, WHEERIFH,
RN, AR T F ] AR X AMRER T GPS i, MHE SR P& .

i

GPS TR 1227.60MHz K51 10.23MHz #HES, REZHES. ZMESHHE T
EERMERNE, RAEEEFRBMEH. AR THE, AEERERS, mfﬁixfk%mti
Wi, HHtR, PRTEEZEY, HMAZHAGEMHESHFRFIRH GPS 55

UK B, BRATE B BA A LB, A ABHEARERE ShERER T2 E “ZER” GPS 1§
BT ABIE? HEF MUY, (T el IR 1227.6MHz (155, {# ANLIG &b
Z4 AR F) 1575.42MHz R FES, MMEARMEMRHEES Sl 705

8.2.2 GPS 15 S1hi&E XU FEfh
2 o] R OhiE ) GPS {5 5 We?

it 2 —A GPS B8R AR — AL M S, GPS 558 & Aamsls AW k. —Am
F21f) GPS #RilssEMmil g Ae AR M. HE R ) —F kg “ ElaGh”, a2
—B GPS 59, AEFHERCE R, #EE 8-7 FiRtIiFE. :

N

Record

[8-7 GPSE 7
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B2, MERGELLEBEARMAWRE, BB 7 BKEMEE RN GPS Ik &, ULFEEN
FHEARID . BE, Bah@d e FEARr, e ELmits, Mk Grs H55,
R A AR, DUMRELE ! 6 i o i 17 oK 2 BT 434 2 4k 51 DSP & il
[ GPS Hi3mas 1 #% K4 3000 3£ 6. #AMMI, 360UnicornTeam Wf 7 HL, H Al C4 ] LLFH A #
KB MR £ & %, 10 USRP/bladeRF/HackRF, LA K MI4% &% # A FFIRACHS, SEH
—/> GPS ¥kBm#% . X{HERREHRAELT 0.

1. GPSEER&4RE
GPS RS HEA 7 2 2 ERERINE ?

EREMARS (GPS) EEMZ MR MM, M L7 A P &I 4.

MR E R 1 AR 3 ANEATEA S NI R, 1% B TR A
EH REMIET. WETEEN. Wi RFEMNE.

F P e o £ 3R GPS #HLRSE, FTHOF b RS SRS SAUEFE L. 3
EB AP SMBBUNL (FRAL 8. LIRS Al & BB CRALATRUINL .

SRRt 21 BT/ TR 3 Bis A DEAR, 24 BLEESAE 6 St
. EEAPEE LA 4 BEE. REGAAE T SHMEE, BRI
{7 (T — 5. AT 22025/ 7 DU 4-8 T 1L .

N AZED—EE 4 FLER? GPS BN EHREE A 8-8 .

GPS A8 JEERSCHA . GPS BUHL BN BRB LE 5 2 RGP, ifERss T
i ¢ GREIZE, XRMB— A TERC(E — t). FHit, EEMREER TR,
anPe 8-8 Bz, M-Vl BB GPS HeliCHLA] AW R 4 U EE (S, RTA LEE T,h %) i
RESEOHRER, FRBEERRNBEIIABEN. 6T5%E SRR [ #
ANFERERER, FWEEREEAHE, Bdtg . to. tas ta 300 4 BRERERIK
P f et 1E] . '

pr=cta —t) = (x —x)2 + 7 = 31)? + (2 — z,)* + cb
pr=clty—t) =y (x—x2)2+ (¥ —¥2)2 + (z—2)2 + cb

ps=cltss—t) = (x —x3)> + (7 — y3)> + (2 = 23)? + cb

Pe=ctss—tD) = J(x —x)2 + = ¥)? + (z — 2.)2 + cb
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BE3
TE4

B S N

®,

. 1 | |

W 1 o
P X\ AN NN i
1[I} -

f ———— A e

KOS
~

GPSHEYHL
BEREImEY

[®8-8 GPS7E i JRH - & &

GPS RGHHH) TERA T ERE A . A R & 140 i b6 5 b, AR 940 58 s BE T ok
10712 ~107" I FL I [ )43 ) il tH 75 220 220 M 45 T ERR IR, 7675 O gt AT R
AT LA GPS R 4L e — AR B (] [ 20 R EE. B, AT 0 RN fE SR IER
FEHER] o

MAESE o GPS S\, ARIEAE H IR, F 2R GPS {5 S8l
%5, BANKERRT EAAA A GPs Bl hIACE — & T4 Hik, — &R BBl
B A S B AR AT T HE R AETR . T BRUSCHLIN B ASHER X 52 (LIRS ma A 2 K0e ? A i,
Is "TLAE 30 J3FK, WRIEA P #5 BOBE UL B0l 1 Tms, 0 SR BAT P B 00 B AR it 2
300km, SEfEAEEZ R, BUTHE. Wh—k, FEIINE 4 DKM b, AR Pe R
WL E S i S S, BDANHER 00 A 8] . X B i, MORS R (0 A B (R) e R 228 b, P
ty =t —bo. HT RRENAERCHE, WL ELLE (x,y, 2) AR, B R AR,
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Frbh—364 4 DRFE. —BREW LS — R, BT E 4 DA LR (x, y, 2, b)4
NARFM. HMATR, GPS BE—EHMM LG ENI “nf” £ “H” fEEER.

2. GPSES4#
ETHET GPS EHEARE G, (R—ERLAE TH: DEEEFHDILSE 2000 6 (E
BAEFHENILE? B SO i Lt (5 12 e i (3 Y 2

FRATENIE GPS B FEH 24 W PR, H PEAZTF LN, mlzsh&iEriy. 898 GPS I
B B AL I 2020 A A 0 AR, AE AR FL B0 2 B0 2 16 Ta) gl o] BAVE S AT S 2 A9 RS i A
B, FnTLLAKN GPS PERECHE I EN S 0.

GPS PR KZE it 1575.42MHz F1 1227.6MHz %% 1.023MHz 77 % (15 5, Hurdi fl o
i F o DL s AT LS 5 b B sk B KRS I TE91E S, FTLAATEAE GPS (55454 . i
8-9 fii, GPS {55 1 E 4. PRN fSHI S i 2 =& MR FIR 1.
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[K18-9 GPSf& S A AN lor & 8
N ERERE N %)) 1575.42MHz.

PRN & B[ {5 BEHLE: 7 75 (Pseudo Random Noise code), 1EZifiiti% PRN A5 ()47 ks 4 (R iF
T BT P R RG4S 45 S s [RIIRE, H IE R E T I e PR RL () 5 A A0 B AR S5,
TRAE 7 S0 6] £ A Y 2 350 12 (5 5 ] BB BE X 0 P

FHHERE GPS 15 51 RG] 1 &EE, £ GPS 59 W Sl EEMA, F-FLE
HOAE SN bt A S B S R PR . A S AR AL T (5 S (RS A A S e e A TR
R S, 8k IR BRI T LA B PR TRALE . [N, SR SORRAt 7 PR
F@FERE. PEREEE. Anti-Spoofing fi AR, HEEZMXRIZRZIESE. hHE#ESE. U
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EHUESHUE BT EH TR m e A AR A T RS S i IR

O I A 8-9 2 &L, PRN AN 1ms, A SR SCHIE ISR £ A0 ?
FEERAIRE R T ARSI R IRE .

SR SCAT LAY Sy S ARG K, P 8-10 Ffac. ROEAMA R, S
HLSC AR #0h S0bps, Bl 20ms fiith — AN UG EAE LERE, o7 WL GPS ] R B S R A 24 18
9, SRR H B R T L N, (HER SRR, B RS T (Word),
30 NEAEM AR — N B AR Rl (Subframe), 10 NFEH AN, BrbL—ANF
Wi 300 MNECRLCR: SHIUHLHRTTR (Page) SUBT, 5 A TWILL NG, 5 HAEL
P 25 AN TUIEIAL AR — /868 W10 S SC . 81 TR D E A S A b 2 35 25 AN DT T 4LAR
BRI SC. ST SO R LB o, | '

FRMSOHL A SO T2 1) 2 T O Rt 2 TR AT B o i 5 A T ) R 22 S0 AE S04 K
FSEOE (st AR pft), HEmish e WL B . X85 BAERT =ASFiih 44, BT
PIRWHLZE D TR B 16s (FERIRIITEN F A2 30s) SRIRHIZ LB B,

SMBX:
2571 T /b
37 5001t 45
12,598
I PEEERFEPITEPEEEFERIY REEEEY PR

gg BF {4}'7
Wi (M) . i b
1500t 4% ase i
30% - (e
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EMF (TLM) TET ( HOW)
30Lk4F A =
0.6#) 0.6

BARHER : %E&ﬁ&ﬁmw&nsmw mygﬁ 5;

FE8-10 GPSTAi AL = k454
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R, DREESAESRERA T, TR 3~4km/s 2 AT, AP RATREL T
BAPRE, FTCLH P SR DR G S LRIFAS E IR . B8 TR S R P )2 b
fAEA I EE), M Z WM. FRERIERAMIER 17— T2 E PR,

FERATA A TG b 2 RS R R Tz . B0, 25— @R A Ak ey, JRATT0T 2
MAEERZHREE. W, TR EN AT SBREMIS. EEET, aT DU i 5 0 R
SR ORBBIR AR MR R, BIRE. 728 S ADGER T A3, B tiE i T
FTE RN, AR, B, SFEUSERFRARIARGES, iR PR E
BB RN T BREREN EE, MEEMEN. R, d TR =g, Sty
EZ LML, AR, 28§ ar L EtE 2 A TRAMRrERE., XFEEZRT
T i 2 R HH B O AR AN, 38 I 0 Bk e i ik ) A Ak T A i i R 1A A AR AT
ERAEFEILRA . BAVMELERBERKEEGRRKS, FRFRREEEIN, KRR, #®
K%, SRk, FAER: HR, FECEZEN, BREMNER, 5ZMMRAAE.
Frbh, 24CAR SR A H S B DL ET I, R TR LAT B ReIT 1, KR TRE T
s, Pt BFATIR B ARG ATEL

7E GPS BEUCHLI IS, FKINE M IR I T AR A R

— 7 v R R P BB AR L LI B o AR ¢ I 2 R BRBAR ST g » 1 I 20 R BBEBAR A Ny
HS 4 % E RS N -

fa = Pr41 — @¢

i B R AT BB R AL SRR, IR R . (25
R U D AURIEBB AL A RAE B, —ERERB, ZEHHNIE R —MRRD
BEAE o X AP RS T ek RE T2 R RO LB S TR A e P2 0 22 B S L B 2 PR A 85— A
FEFFIMAT, FTUA GPS 55— BL8E, #RARCRIFBIC T o] JCF8 Bk i) BB A AL UL B it . moxof
TR I AR, BN R ST AU RS, B TN AR RN Z 2, Frbla
HREGSRE, TREBBAGCINE b SSERERB, 80Xz mEm.

A MITER BRI NCO MBECEE, Rix{EF: Hpdi= 55 S IAT i AR PR 51
ff AR, HEHRREZ LB E. KT HE NCO i TAE B ARFR - HUE f X BAME
R, AP TS SR

3. GPS &RHUFRI LT

TEVEZE T GPS {55 (M LS L /S, 52K F Unicorn Team J2 1 % sl A< SEHLIX > 2 2% 1)1



£8E IEEFRZ:

201

.

(1) GNSS B oLk L

FHEISEK T #— T T =M GPS 55 . XRA T4 GPS HAl B — AR FRIE

[‘—E}z

BT A GNSS WAFTCER s, SR USRP B210 B4 ¥ %, H GNSS #
T2k L EUHLTE GNU Radio HEZE PSR AHEBAER K 8-11 Fin.

iE: GNSS RATA A TARY L2 FA A 0 EAhoF, B AT LR 616 GPS(LRRIL R4 ),
GLONASS (A FMIEZ A% ), 4TI 5 A%, WAAS (J KM ® 4% ). EGNOS (&
M T2 $RERE% ), DORIS (ZH S ENEZELZALLE A% ), PRARE (HAEH
BEEEMNFEL), QZSS (ERMEE A% ). GAGAN (GPS #b L 2HE 44 ), ARE
fEiEi% 0 Galileo ( T2 FAEAL AL ), T EHE GNSS FALEAL & 4f IRNSS (BB R 3 FAL

TEEH).

Ishort_to_complex

#| Channel

" | GPS_L1_CA_Observables

Signal source Outputfilter
File_signal_source Null_sink
[ A
A
Conditioner Observables PVT

GPS_L1_CA_PVT

p—

Acquisition
GPS_L1_CA_PCPS_
Acquisition

Tracking
GPS_L1_CA DLL PLL_
Optim_Tracking

Telemetry Decoder

#| GPS_L1_CA _Telemetry_
Decoder

PE8-11 GNSSHUF I Lk i LA B A P
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GNSS-SDR A T2k Hi 0 bL i ThAS: M 31 28 4F GPS 455 (1) K 1 i

) Mg RORES (LNAD.

D GPS Active K%,
12G-S+.

9% Bias-Tee HLEEXT REL{ILHL,

45:“9\“5'1 \

CILPE 8-12):

A9 T Mini-Circuit ZX60-V82-S+,

[ Mini-Circuit ZX85-

&8-12

Hodt, Active K2k

WRIgH P %m%ﬂm GPS {5+
ﬁﬁﬁlﬂp i).conf A5,

NAV @essage:
Ephemeris record has arrived from SAT
NAV Message: received subframe 3 from
Ephemerislrecord has arrived from SAT
NAV Message: received subframe 3 from
Ephemeris record has arrived from SAT

received subframe 3 from

NAV Message: received ed subframe -3-from
Ephemeris record " has arrived from SAT
NAV Message: received subframe 3 from
Ephemeris record has arrived from SAT
(new)Position at Lat =
86.22596781142056 [m]
(new) Position at Lat =
47.07523974590003 [m]

41.27470287549986 [deg], Long =

41.27476474579162 [deg], Long =

SATER TR, EIXH, FH GNSS-SDR &5,
AT AR I R a5 R

satellite GPS PRN 20

ID 20 (Block IIR)
satellite GPS PRN
ID 1 (Block IIF)

satellite GPS PRN 32

ID 32 (Block IIA)

satellite GPS PRN 11

ID 11 (Block IIR)

satellite GPS PRN 17

ID 17 (Block IIR-M)

HLNAFIGPS Active K2k 4L

uﬂfé ZX60 [FFRFRIE 25 K292 14dB™: B210 1% & 1) RX 1% 25 /& 60dB.

EUE

(Block IIR)

1 (Block IIF)

(Block IIA)
(Block IIR)

(Block IIR-M)

1.987520691432634 [deqg], Height=

1.987648559529529 [deg), Height=
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(new) Position at Lat =
85.62807643134147 [m] ‘
(new) Position at Lat = 41. 27474204858431 {degl, LOng = l 987590043994'
68.59898638818413 [m] i . -

(new) Position at Lat = 41. 27474697031863 [deg], Long
65.60535591375083 [m] -

ATLAE Y, TR ARG B . LBIE 41.27474, L1 1.987607, #EKEIE 70m K4,
SEATMR A E B wk—K, GNSS-SDR BT L HBIRBLEIE BRI SR T, XFE
WATHA T GPS 155 AL RS HLKEAE T A .

(2) GPS {55 &&#1

GPS {5 S HAFFLL AN VIR A SO A BT SL AR 3L R 5SS GPS #El8s . 3 MATLAB 725
P LB SRR, R T AR AR R MR SO AR ST M S A S B R
(] 25 R F BRI B A LEPER I8, UL B X MRS E . MATLAB f2/7£
AT SCHE S, ilid USRP 2K bladeRF SR {02k #1504 T HH 22 B W]

#E MATLAB R, RATHGE T MARMHN 5 B2, 4 5 SBMIsdE, FRES
% B B hRE & IFAE—k.

Time: 2015-2-14 8:30:0
N 39.9813
E 116.5841

Satalite 14 te;egrap .

Satalite 25 telggraphwfor 3th hann
Satalite 31 telegraph gor 4th N r
Satalite 32 telegraph fcr 5t cha el,genera
Total 5 satelite telegraphs are qenerated
All 5 available channels are fllled '

Page 1 generating...
Page 2 generating..

Page 3 generatiu@.. s
Page 4 generating..
Page 5 generating.
Page 6 generating.
Page 7 generatlngk:.
Page 8 generating...

i MATLAB 7% H (S 8. e thHEa B 4% 39.9813, 21 116.4841, ifF
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#& 100m. PRN 8, 14,25,31,32, —iL/=4 T s EWENES., adt/fk=gT

v 8 /]\Ul[f””fl‘l T “_J“IJ)L
et A 240s (6min) (115 -

e 8-13 A& GNSS-SDR Z &R AME Rkt . Ef iR T 5 FUE 18 [ EE,
fi4E B 5 MATLAB %5219 —3

E

[%]8-13 GNSS-SDRf# 45 5

£ P oRKiE L GNSS-SDR 3l 5 ()% ] bladeRF & 4F 2, f#iFl USRP B210 #E{7#204,
Nk 8-14 Fiz. BRI 1RG5 LAIc & R FE .

FE8-14  [m] H ik
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Bi/5, 1/ Google Earth T PVT.kml 3, i#id & 8-15 A LAFE B2 AT W& AL &

ru Eou View Tools Ad Help
‘ ¥ Soarcts !

Google earth
(.

F€8-15 il it Google EarthE 2If# AT Ja If B
(3) K GPS K (1) 34 R
A SRR B 2k 15 55210 GPS 5 5¥E, FERMH T ZESAER —8HBEMEL, A

RAGSRARTINEG, MESEAK GPS [F52THHEELN GPS 5%, FHHEFEREWNL,
e L= A2 #) . FHA1KFEE Unicorn Team H il i) GPS #540\ 25 X Ji il 5 & A 5 ma .

) X FHURN ST 15 A& 5
%] 8-16 JE 7~ T % =k Note3. Nexus5 Fl iPhone F-#1 GPS Efiff5my, 7 LA EHEH,

THLAAL B #n] LA R T R B AR . 2k B 259 GPS Test Plus. 2498 i LLB K B i T
BULA XA G, JLF R TP % T2 GPS (55

K 8-17 E7s T XA 4 GPS S AL AR S, o] LLE . R4 A3 s DI B &2 AR5
EXRAEZAIW A0 FERF D W RARTE Rk T8, A AU L 2 ) i 1 2 R R
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Q& . T e 426

m@@@ ‘“:“‘“

GPS Status l Accuracy (feet)

® 3D Fix

7

00:03

First Fix Time

Sunrise

08 39 01
_J

[8-16 GPSELINASHTFHLE L (1 50
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lﬂ[ WZ. 400024 ﬂ
M 0.018532 km/h
UTC: 2015/08/06 08:30:54

FEI8-17 - GPSHELER XTI P AL L K fé?luul :
D R AR RE AL F F

Hulmig b SRS 7O AL SR, BER R GPS 5463 R4 it fr e . A1/E
REM 7 — KR ZHOE R P JLEFR. 0 8-18 fix, FREANT | b e Lk,
Bt Ji S AR 2 b R A [

TR

EI8-18  GPSHLILL A% 4T 42 & 5 o7 f1t) 5
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PERT(PRAMZT)MIE
T & TS
REON (RRER

FEI8-18  GPSHL a2 & e fr i sem) (45)
A ARGt g it T e ? JE DR IXFE R

GPS MM KM INERE S WEREIERE K, S EEEMREIM SRR EHEL
1575.4MHz sttt (), bt s s & 1E 1561.098MHz, BEEIHAIT. FrLLthiES S T4
TAHE S, AR E L. Rk, GPS Bl R AEUT 2I0hiE R GPS (55, #EfE
TR E .

- O T 3 B 0 4

Kl 8-19 J7 7 GPS Bl B AL EN R4, ATLABEHE K, 4 EMAKEIEA 17:02, il
GPS A2 EL J5 I 18] A 23:00.

O X TEABLHI

BETR, LRNEEREGTREANR MR . TAIUEA—F “Z@” LA,
FEB AR, EARAG T —FRC kit A it sy, SR AR, s EEId GNSS
BATREAL. N 8-20 FrasfE AN, #iEEE GPS BHATEALH. EE N HREATLEME, |
AL Ah, (RS L EFHL, sAERIG R E B GPS AL 1 WATSRALE, RFBREL
3 ROV, IXFERLRECETE A SRAZ A 0L T EAT B 28R 8 Bz
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N 36°12'24.695" |
*11'40.488" |

(Jlll)ul 05 07 !()1 131518 2 ll");

E8-20  fraM L AL

EANLH R Rk, (HEHRLERENAD. BT RANR i, T —EEEr
ot fit CANEE S ERHEM BTG e €, $Ha %’QU]Z&{H&A i KA R A B -
K, H Ak 2 BOER s M E B ANE I GoR T 7B A%, W8 T N Z22KX, i
KA T LA ARE 148 KX AP GPS sEAL 2 H FiTAL T25 X, e andb st /SEmBA Y,
ENVUK LGS, RMEE GPS ES AR 1, (H2 R E GPS & 9F0E T R/E R
FlH CAER KX N, EANKSZRARE, sSCE/ER KXo CRIAE CIXiL%, kB3R
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KRBT IR B fEvE . TRERXEANMZGEER T, il 2R XK S
fitatk, SRMF. FREEM MK X, Wl 821 fig, ESRREER KX, REL
NIURAARZ 4%, RHEIEES), BMEEEAN R 7 RIAhE, ¥4, X Unicorn Team
H il #9 GPS Bl SR s A K BAE 1. L ANUA BIFEE R 5 — R KX R A RR, CHLE T
BLEFEE T .

Ki8-21 #kIX#Ew

HIS, B CHLEAEA KX, ML GPS BB RS —MA WK S 2R 4
W2 BEIE 822, IREEMAT, FANIGE EBMEREEN. EREMENTRIET A, 5
Kok, IR T — 3B AML.

8-22 T ANLEEE
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8.2.3 PG ERZEWY

H iR B KRB &IEE A GPS Efr, KREGEEHHE. MR, KL, AEIFHLM
FAPNPEI B2 - GPS SR BB (K [ T4l D22 B3 Mtk 2 (€, A A AP L R4 {2 4 .
%, fEMERTEM =F oo LOEBEMCRER, MARGER SRR RS AR
o TANATR. AR, A0 NMEREUB AR B RN T e L, R, A EE S
8 RS AN N 22 A 5™ FE AR DRI AR R V2 o OR B N L LA EAS AN 5 T TR A
FIFERT, 5 GPS BB th LA Gt R (R A7 A T JAVE TS i, e SCRECRAIE T AT RO
AR AE S EAENIVE? i, BAE= 77 EFE 1 ORBRE {05 BB K3 A B 1

{ETCIEE GPS W F HIR UL T, JEBOT R £ N J2 45 6506 3 [ 4% 5E o . WiFi € 55 &% Ff
S AN AN, G R R AT AR S S R E RIS A S R R A
] LSS G B R A e AL R 48, Biltn “ Al GALILEO”.  “Jb3}” &%, #M—1
LR AL, 3l G R A E iy R R 55 1

£ GPS U A AR FIRTT L2 % Todd Humphreys 1A i —SemF 57 7737, 4ol i i
P S AR RS PR J ik JET SSSC 5 NMA 7E WAAS 55 LB, £ 2L ZHphM, $
REPTES, BT Pumes 2 200 L1C HB LB, 3+ L1c. L2C 5t LS Sl -9
FiL 5 S0 B B E M B 00 AR SCRC B SO R B AT, UL R B REFIMAE T ERGESH
A BMNEPE, '

BRUEZAh, ERT LAE A GPS {55 AR S dE T BOR R, E RT3 R A J2 P SC L3 3
TEYL, RAESHFELRUERHRCCREWLA AT E L. e —k, siEMRA LORUE T
G B et

a4, R IEEBAE A 1 4 A DE SALRG 2 : 3£ H GPS 48 KR {nF#% GALILEO
A4, WP WHIRENE GLONASS RGP E ARG PRETHIUFENSE N, AT
it 10t 3EE GPS REMHEL X2 EE SR M E E iR L.

Mo, RARBPEMH T REH AT THE? Ak, EHRRHSE S FEZ
WS, FIFEA RTRER “ EREE M “ BRI di . 360Unicorn Team 4 CLAGIE 1 5 A i )
AlATE. i HAR RAGE S b2 A TF ), B CARIE— M HR IR S - AR A, R, 2
WE FA KT 1H AL ARG AR B, N ER RS, EENRH RS MK
MRBNERS: REEMNMRAGSNTHTHRET =56 ELEMMM 5 RAZ [HEH
314 4P
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8.3 Globalstar RGNVZEDHT

BT GPS {5 RAMBA %S, BREEaA A b EEEGSHRAMER? mR gL
2015 4E BlackHat K£> |- Colby Moore )il & Spread Spectrum Satcom Hacking™ g — 52 511, A<
INE RISRBAN I GPS, Globalstar R4t EATHER 1610~1626.5MHz [FIFEZ2 AN E .

Colby Moore {18 3 % &2 5 T Globalstar &%, % ARGk, BERAEFrHg, ik
AR EAARFE Fgsahe, SUUE N A RGREMR, AP K T MR EhiE (s R4
R, FUCREAIC T R0, Wb THARRE: . Globalstar 45 tH 48 Bl LR, H12)5r
FitE 8 ANMPUETE b, BUEREHN 1389%km. BH 4 MEE A —RAGRIFFE, THETE
RRARLE S A R P el R 22 2 8 TR NE R, e E: SR
S A e DR DR .

FE AT I b, Fo IR el g 11 A0 %6 Y BB 2 BT LA AS [R] () B B« P 8-23 e I 1 B @i i ( VHEF )
FrEl (UHF)., i (SHF) FIb @4 (EHF) $iBt. JLrh4snkat 22 800k 5 ik A0 A i i A
B C BB, KR LR BATEEM A 5091~5250MHz, T B 56 15k 47 BE #% 4 H
6875~7055MHz. ARk R H P8R @by L. S S, A Zm® P2 bATeErg (e
Fl 1610~1626.5MHz, LR F|H P £ 1789 (I H 2483.5~2500MHz. P& L S S S K
F 16 MR L AEA S 4B (F40E (8] a4 1.23MHz.

. TELEDE SIC,
reguiaT cabular inmarnsal odyssey adyssay - - COMERCIAL SPACEWAY CYBERSTAR, ASTROUINK
(L Motule Hide) i Inmarsal INTELSA INTELSAT ndium " TELEDESIC
nerarsal ELS, (gateway boks) AWM. odyssey (galeway lnks)
N o [ L e | s '
18l . :
et v 4 R Com
Com Com? K Ka
C Ku

U 0
GHz
== = VHF < SHF EHF —
12GH2 e A00Hz
I
i
VHF X ku [l K v
150
ACTS { AR. c8s N
B . /gi. =
r =a ‘/ * Gite 1 Ghe
2 um o M - wr o =
Y . al
[ 11 o ACTS MILSTAR
1842 e : Upknk H (o
KA M baery o Gonmmo«ls) v = 1 Ovie m: d SDC )
seconary w UMI S-Band (SGL b A 2 ' 3 .
O :.\ Midtary EMF (44/20) —
e weereats sl e Frog at Risk: Int'l & Hesvy arbitalnervesinial ! :
s ek . !
B o hent with ferrestrial mery seeded

E8-23 T EHE
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8.3.1 Globalstar B985 4> AR

Globalstar 4K HI 2124 £HE (CDMA) {57, MHEN—HMRAEGEHTER 16
NEPEATPEA. E8 AN TEET, RAAREGABEAS (PN R HIA R RZHEEE.

o 2k R HEF Rz —RY I, AR, ATEmERINESHRE A TE B
P2 RAEY R B, AMRRAM AR B, BA R ARy ST i
. BF VL, CDMA RIEMESHMIGAERE X LG5 =Mk, BB, 52 atpid
ESREAS TP AR EC — A ME—BOY BT (ERFRMERD D, @ S SRS AN FRARA A . R
FEFREOR ELEGTZ], B EMIRHERGR, TMEMKRMERSE: HTREFENEE, MTRHEK
FE I B R AR BORILRE S SR 2 05 2 (AL . AEZETHRPHE R BORIBUEG SRA0 F1 R A 55
Bt REFEFEGEPIUNEE, NTREGHENSE, SRS H KM, AT
{2, MIRLEFE A SR A 5 AR R S S RV RE st bt is . J8 3 AMTRIE B R %
PO BEALED . JEid F 8-24 AN 8-25 ATLAE Y, 4wfid- S MERSR M PN S —2.

Jata Signal Q0000000000 LI

@ Pseudo Random 10001 111001 010000101000

&8-24 PNIL4wiLidfs

Result 1100010001 10 0100000101 11
@ Pseudo Random 10001 111001 010000101000

8-25 PNILf#fgd
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£ 7 f# 7 CDMA A% 7= ), iE3RA RGBSl 2 W o S8 {5 B .

B, AP RGEMRE SRR, P REHEAIRECRE . PHRRER, 2R
R AR A — ELREHR BRI Oy AR A AR L5 2E 5 Bl B A DR BELAD (RS BORS W I (R 2 . BREER
PR AW LA PP 51 (I SR L, R A 5 5 O AR 07 2 4k 55 B A5 S BOAR B R AL IRFF — 3,
BN PN 5 HIARALBUE , (LRI R R AT HERN, IEH W HUE . IR AT,
HPAR AL IR RS, SRR RERRAR RN B AR, /bR ZE, LIRS R GRS R B
)5 N

AU e R GEIRER G, 1 P RBLETFAGHZR PN 8751 1 .

PN filh F B4 3K A2 Fa B WO LA TR e iedr S i, JEHEF IR B O L A< ™45 PN A5
FUARAL, A58 5 RE R 451 PN % 17 B AL 67 JE AR — 3, BB SR A 4 0% (1047 93 PN A% P U AR AL
AR P55 PN 695 5 IAIER R L . fE CDMA RGEHlitn , — iy b F2 a0 7E 2k i R B itk 4T
SRR 2 RAAEM TR . BB SiE S5, SR w IS BBCR B RS, )
IEAE 2N F 85 PN R B AR G AL R AR 38, N &Y I PN B3P EIHC . 2 fin il rh AN H R, 14
A H 6F IS [ AR SRR ERL AR 8 BT 4 450 PN B SRR R A B2 A I SRS 5 19 4 PN S
FIFRAL, M5SR4 PN fF 5k, MRETEA 2R, Wiz Tk, il 2T
FCHE P R85 %

WEM KGR R E RN T BRARGENRERSN, CrEs1 kA48 LS R LD
FIRABARKERTE, BYEXWMLFSIERN E BB, REEER S am AT

TWAE S 54 PN MG, R ENIR A, 2551 TERA I & H 2 —TTR
faH#, HErRECMKRBIGAGES. EFA T PN BFFIMMRNE. 2P R RS 514
fr—Snf, HARERMEEA. —BRAERTEm, WSS S iR kb dilie s
B, U PN AD R A AR AR PN PO E AR FIAASL, 2 SIERIIE SIRFFRLE.

BT ARSI > PN RGPPSR EEAEAR G, i A2 O NI R &Rk 1 Bh
FHRBRMI R, R, BRAUR PN PN MR Al 22 SRAH AL 2 RS, AR B i 12,
SRR, R PN B RHIRE R, SAUREGE R E MR, b
AR ], e RE

Zid UL BRI, R rs PN ARSI RIBENEE R & S R —E i #E ., JFHE
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5642 T Golomb & 45 =AM REALIE 5L

(1) #5FEFUEEN L %, W0 BB | NSRS, 45 L oard o ikt
LA EE 1 D 1. (RoRFFIH 0 F 1 IR BER A E])D

(2) TEFFIE—ARA, J{ti’aiD‘Jiﬁ?f?ﬁ‘if'ﬁfiéﬁﬁ‘]l/zi(i=1,2,---), B

Fief 0 MO R N EORT 1| ROUFREAN SO . (F67 0 15 1 16910 sh gAML B B
A7) '

(3) FRFIHIRA B MK REOE N EEL BRS8N B MRS,
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1 2%froaes W ADC ) RFFZ & 20MHz, {H23RA WU 92.1MHz (11 FM HLf, 1B A JpE?
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50~800MHz 2 [8] ] 6MHz i % I 5 F 2SN E] —ASrpeDSFR g 0Hz (915 S 4t X ANt ) oh
OB HEFRAE I (TF) o tPHUA 0 UL, FROFh L. B3 0S5 Al ADC &
Fr BRI K, F AR ALt A 15 A AR L

HE, Wik ADC HRAEFAN THBUE 5 IR 2 5 A RARKHI1E, RF At REvS 4 2%
. f—/> GNU Radio FI* CEMRIHAEH —A> 100 SR (1 FEREET 12 98+F, & 0.305 )
)R 2 BLRE 2 3 20MHz KFER 1) ADC _EWITE] 1 AM(300KHZ~3MHz) I8 (3~30MHz)
J ¥ :

B 9-1 H R E — MBS “Your Code Here! ”, w2 BAHACED FTAE 8650 161 LI
e, AR SR “rIgmEE” ARRS, AMURZEIT/AE CPU RIS, WA DSP
M FPGA “F& LS. (BEAH, FEIBEBITE CPU LIS, KA CPU i iz A
MgmfEF &, 81778 CPU LR o4k AR i /7 (E R4

9.1.1 SDRHIEKBEN
{E HIEM AT A B)i6: “Software is eating the world”.

XM RN T EIE NG5 « Z A (Marc Andreessen) Bl . FRAX A5 AL EE G HEE
W], X BEAS Tl AR R AL . BERIE(E 1T, B T SDR BBk, [EAE K AEE PR .



FI9E RXLLLMARIA—CGNURadio 225

KL Z AT, X AN 1, ORI AT LAE— T 4E 2 | FH R “ Software Defined
Radio” 3X—1ii] %% . 2000 4= LLJE, #Ez) SDR HAR KB KIhE, /& GNU Radio 1 USRP iX Xf #54% .

USRP & 2004 4 Matt Ettus JF &, 2 al5tér % N Ettus Research. 7E USRP HHLZ #if,
SDR #24 F i+ /LA e AR T i PCI 82 . USRP — FFit8 SDR HI#M&HAE S| 7 JLF
AR M. JEHF =T IEg 41 USRP.

GNU Radio iz 7 HH L 7E 2001 1, 2004 FHE T R#ANLiIH, BLE USRP, L T —E55#M
BB 6. XSRS T SDR B s, f# SDR BN E IE &) T B

SDR AT AR “TBOKR” FRFF R HIREST .

2009 4, F|H] USRP, OpenBTS Chttp://openbts.org/) 1%/ N7 H 45— SDR LI 7 —A4
A EAEF (Y GSM %k, 1 H OpenBTS ZH UM, #4545 —ME/F R REAH USRP, #inlbl#E
A GSM /NN, JE 3K, 5 SDR RSB 2R — B 1. 2012 4, E410
72 [H ¥ 71 Fabrice Bellard Chttp://www.bellard.org/) Ll— A2 71, JF&H 73T USRP+CPU 45
W 5E %00 LTE B3k 103hiE: MEAENBEEREHEMLY, FR—AEEZPLFEEANK
A A AR ELRC . 2 AN S5k Hhii, Fabrice Bellard — /N AM 2T 100 M@ R4~ 1.

9.1.2 SDRBIHE

HUT B TOLk L B AT RERS PRI TT R . AR R RR i, BT LR & & FH 7 — L5 5 il 1L Y
M. filhn:

> SFAEAEE SN E R SIS S A B RE, W FORTAEAE U RO PR RIE(E B
B M EZETHR PC _ERIBAACRD . PRAT CUSAE B AR — R B B . 2
BEAEAT, W LURIEIAE 2 MR Z A EARAE . YIRS 2 RIR TN, IX S RS Sk
UG L RS A 9B A1 M (R SRAT 0 S HE

> AR N BB SR A OT RETE A R, 8% ERITRRE & POC
( Prototype of Concept) . bt fif— A 335 2 Ml sU ) K BE M 5%, B AT A B AR PR &R 2 3K 7
11, BTCATFAGE AR SR, B e R 5 58 0K

O FkEmE RS T E . thin ol (E B seaG, AR K84 Sue #2 H
MATLAB {/i B, 44 T GNU Radio /&, R#EATLAF R ERESEEE. MF
ERENE. mMHEETUE—ERATE, R 22 RRER.



226 REBREWHKIER

D MEARTCLHZUH, A1H GNU Radio KB E CINHE . A5 i K SO 1247
%, FH SDR & H At Kok, 2014 48, 45— RA5H ISEE3 Reboot Project,
FIH USRP #1 GNU Radio, 55— N4k 2K 60 #F2 A ISEE3 PAEME, 1M
HIAERE 1 R4 (http://spacecollege.org/isee3/) .

O B! X SDR I HRKH — DA . LA R LURBUFRI AR IBERT
0SB0 = HAT UL AR A PR F AT SDR HoR Q& Z i e Mk,  Hl T edfs
SN, W KAl WP, XA .

9.2 GNU Radio &7

/47 SDR. SDR (8 I nf A 1R ZFhscil /750, GNU Radio /& H .

GNU Radio 72 —% B HFEH M TR, Bt 7 &ME S MR, T SBiF L
ARG, B LAME SR ARA R B EELE, IR SEBA s 5 AR i) 72 B R 4L
Hon] ATE A SHRBE AR 0L R, 1847 — e AR . GNU Radio CL2845 2 I TRHBE. Rk
JSEFA ANl A% 52 4 2 ARG Bl o

RIFHLEAE RADRELL, FHLATLAREMIIERS, Wi0S. %, Windows. Linux;
GNU Radio #/ Ai{% 5 5 /%, # T —SBHTRIFRICT-E, Rl T RZMIFAT, bl
FEE MAPMREAY, T HLAESE 2 TR

O f#H GNU Radio fEf# 147

~ GNU Radio JL A8 58 I M EL A5 S L INRE . (RATLLS — AR, MBCEI 715
SRR AT D ERE A RS S, SRS AP A . GNU Radio £
DEP AR FIEmAD . [FAP R, A% MR AR (SIEMRY, JEA 1R 2 AR, 7£ GNU Radio
MRS, FRZA “block”, {EXHFN “HER” L. FHEEHZ, GNU Radio ik 7 —Fi s
V5, {IX LRHOE AR i, T HLAESS 3 TS 5 — MR ENE) 5 — MR 7R GNU
Radio tHAFH R 5, MR KIS TR, MaTLLE 'S — by, Eeimit .

BES% GNU Radio 28 fF, AT RAMHMERES, ok, BIMEHNES, %0
A X EUR R R T . SN ISR A SRS B SRS B 2 A, i

U RKER M A 5 FE B hitp:/gnuradio.org/redmine/projects/gnuradio/wiki/WhatIsGR .



F9F ETLhLZ2MRIA——CGNU Radio 227

57 576 S T TERESIAN S 42 [B) #F% - #E GNU Radio P #B IR (8], HcdfE v] LA & ik i
#), Hantthkr. 79, mE, BEE (burst), B(FE BRI — L@ KA.

GNU Radio &2 Python 5 5y, Hrhx it FHEREZRIREAIHIR, 2H C+HHEFSMN.
(. GNU Radio BEW 2 T 5Pk, Sli& T B RGn SSIPERI S (5 5 ik & 102K

D ZE S TE A BEMER GNU Radio 1%? d

IR RS gFE. JRTT, GNU Radio thiRfit 7 ALK A%, HEAMEEmMEMALE.
ﬁ%, GNU Radio ff—7" GNU Radio Companion (GRC) [ T.H, Eﬁ%ﬁ[@]ﬁ%’:ﬁ‘]ﬁﬁ,
HALF Simulink, HFEHERAL, BMATUEE— ML FRS: HIK, GNU Radio iffitflt 77— 1t
SLAR LR, X AR AT DASE I — S SR A I A, il — BRSSO 2 45

IEVRAEY E GNU Radio [3hfE (B3 nirishae i), MMAsisalEsdms K.
XEAEH GRC M%7, A 8 A AR (E ] Python SRS 20 T xSt fiE ZoR & rassk,
FEfE H B Cgmfe o

2 GNU Radio {# F55Fp H- IR VFn] 2

GNU Radio ¥H GPL 3.0 (General Public License version 3.0), A:# AU T H dik 4

S F UM TR AFVFAT (022 0], 260051 F BT — VST A —3K I (LI 9-2), fehs i
i B b 55 9 GPL VAT f%F 5o

http:/ /www.ruanyifeng.com/blog/

CABHARE, Ce-By-30 /201152
L LT Sy
I No . Yes |
AREBREFH
BFTEE = A LY X
w t RECLANE
l Mé Ves r R
No Yes
. B MR 5 AR .

gz WER RETURENE

mEETA FRm
’ g
No Yes rN" v Y1e s

L LGPLIFWE | | MoziladfEIE | | (GPLAEIE | BSDUFWE | | MITWONE | ApacherruliE
[ : ) @R J 2l ¥

P9-2  JLRPFIRERPEVF Al i) %)



228 LB REWPH KB

HBE A %1, GNU Radio {2092 fa, AREMAIIR: B i RSt 4 2 FH R FE Y GPL ¥ n]
ik

2 AAM1H GNU Radio fif 7264242

W RAR %% T GNU Radio, SEZFEFILPEAE TIRZELHMIEH, L KHEFE S
By, HEBEIME SEIERIE 1, A RZ HABF 7. Bk T GNU Radio H CYUGRIXEEE
BIFLF 41, 4 CGRAN Chttp://www.cgran.org/) Fiti, sk 7 K& GNU Radio T H . % 4F,
http://gnuradio.org/redmine/projects/gnuradio/wiki/OtherCode U 5% 2L H .

O By E SRR, Hdr. RS A2

USR] B IE A ], T3 BH B = 2R AE (S IR E AT, A R R4 ] GNU Radio
R T HABEEERE-ANTH, ROSUESELBGEAGS G ERE, FagH TA
HEE RS ALALEITE, R BEES] T, EES GNU Radio K%,
IREE AR, MG IR ] LD O

9.3 GNU Radio =iV T E

B R GNU Radio 1E# A F L F 0L T, el A S0 &, At Rt KR 1. FT
LAE—ANEET GNU Radio [AMKEE, /0% —FREAEIE . X — 5 ERATH B4 LR
GNU Radio fEW8 S FFM4E T-H .

9.3.1 USRP

' G Fh B B A 2458 Kk 44 S 5 USRP. USRP (H Ettus Research  (www.ettus. com)
oy A il . XN ] 5 2004 4E Matt Ettus A\ GNU Radio 35 H B8 37 4 3k 2 Ji5 61 37/ - Matt Ettus
A1 USRP1 @l 9-3 Fizne

USRP RITUAE, BB, FEOAD. FamRR R IFIRI. 2010 4F, Ettus Rescarch
A # NI (National Instruments) WO, {E USSR RFFAT 1) Fh R, ORI E.

USRP £+ JLEEMARE, CEfAZ MRS, RELOXYUARFE, F:

O USRPX #%|—X £5M# ] 10G LLAMEE, & USRP i RE R R 251, aTLL s
F 120MHz 454 5 .



£9F TH{LRLWMRIE—GNURadio 229

9-3 Matt EttusFIUSRP1?

) USRPN Z%|—N R 1G LKL, N RAI7E X RIVHILLLRT, RIEH ]
f— 2=, HPaER A,

> USRPB #%|—B R4f# /] USB #11, F W/ USB 2.0 #11. H—C USRP /=i, MY
USRP1, #L/2RAH USB 2.0 4% 1H . BLAEFIEMIA USB 3.0 #11, USB # DML AUE,
HO¥ESL, HWH USB #E0MR&EIER 2, B TibENLLAN, FHL. AAEHRA R
WHHA USB # 1. FrbA USB M2 —HF I 2R JEW A {ERH#

) USRP E #%|—E RI|ZMIIELTH USRP B, HiF ARM &FAE, T LAkl.
XA BB B & A L T BN IEAT /N R Bt
SR, USRP IEEFIMANTT A FEIRS A, Hrp—ANJr i gia R sk mrtfe, ARHE X &
g1, tnE 9-4 fiiox.

[€9-4 USRP X310

* [ Fr ikt hitp://www.theamphour.com/the-amp-hour-101-quality-quadrature-quidam/ .



T &R EW P XIBH

—A> X310 )&

Ettus Research A &) & T — R4 T K,
ASEER B S, 7 ()T K FPGA FEFF.
= H'ﬂﬁ R RIBEC BCR & N FFT S (

HH CPU XKit§iriE, &5H#E
LA B 31—

Fle Edit View R

Bl ;)

Tools Help
x 8

« | rinoc_ window fft = rinoc fir =

import
Import: ™

Variable
10 1w
Valve: 1 124

RFNoC: Radio
Radio Sedect: §
Mode: fx
Stream Args: spp= 1023
Conter Frequency: 235 b [}
Sempling Rate: 100M
Gan: 1
Antenna: TR
Force Vector Length: 1 024

. RFNoC: Window
Coefty: [irzinound

o SR AN
e, el LR 5%

rinoc_wector fir «

1T

U, IS X310 IE4FA] PAZEE— 1U MIFLZE . 4 X310 A BARE R4
SRR o« X310 AN AT LASCHF i S Ay 9 » 1 Hods

|[J %

7T o

£ 5% K[ FPGA, 7] LA H — & 401 BAT

NYf{E RFNoC (RF Network on Chip), Z{l+ GRC

& 9-5 M & — I R, XM
W 9-6), FAi{E 5 HIKEEE L 100MS/s.

PGA ffit%

STN

’1\1!1
b

2 RFNoC

s [

A

. P A 2 F
B

[ rfnoc _fes

7.
KRR
C—

ry—

® m Qo .

X300 « | b200 «  rinoc R keep one in.n_e300 local x  rinoc it keep one in_n_ed00_native «

Variabl QT GUI Range Vardable || QT GUI Range QY CUI Range
T0: s 10: feeg 1D: g 10: trise 10 1o ay
Vakse: Default Valoe: | 450 Vatoe: 32 Datault Vakse: @t Default Valoe: 2%
Stare: 100 Start: 0 | Start:
Stop: & Stop: £5 575 Stop: 65535
Step: 1k Steg: 16 Step: 16

RFNOC: FFT

RFNoC: FIFO
B I #r7sten: 1020 ] ll Rrmec: tosohor Devie Format: Byt
FFT Output: Comples rev e Lize [ FIFO Select: 0

| : S0
B> Oectmation: Force Vector Length: 1024

RFNoC QT fosphor display
Canter Frequency: 2 450
Sampte R.no 100M

FFY bima:

— >R erices’

G Disadie
Color N.ﬂu' iron
Target Frame Rate: 15

9-5

S S TR

Eo-6  HA R8BSR S IFFT A
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Al WL, RFNoC X% T USRP IEFEiER&E#E. @it 5 XN rm.

BT [ N4 " Ettus Research 7F 2015 4E 9 H & A T —2H ) B &% USRP %%,
J& B200/210 FIxk IR, ReFanfE 4 KAy, Wk 9-7 Ars.

E9-7 BZJYIUSRP %

i

B200mini 5 B200 IZhRESE &AHIE, B/ SMELIEE @, BIRES 5 FHREER
{fE—itt. GNU Radio IF/EWF& Android ffiztA<, B200mini fil—&B% 5 F-Hl, BLE GNU Radio % &
WA, Bt — M /M SDR &40 (LI 9-8). Filth B EA T2 AE % B XX AN KR 44 1/ USRP.

USRP (5 4itEdR 57 A S 3¢, % H 0 JLiK USRP KISk s #8308 ML+ MHz 3| J1
GHz, 5% 8~120MHz, &513h% 10~100dBm, fEMBEATEHNAT -

USRP {1385 #4 /7 #k }y UHD (USRP Hardware Driver), ‘& — &ML KEFEF, 5 GNU
Radio £ %. A1RZL N, #l1 OpenBTS MF£ LTE #ILukmiH , &2 HE#EEH UHD 801,
A& #i T GNU Radio HEZE.
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Frequency (MHz): 444.0
Gain (dB): 76.0

-
-
-
.
»
-
-

/€9-8 Nexus 7 Al—/NUSRP B200 (A Zminiffl) , iZ{7GNU RadioZ i {ft A
% T GNU Radio LA%#F, USRP &7 #: NI HZEK ) LabVIEW, 35 MATLAB. A, KA
ARG WIFUT, AL, USRP # X B it iR G miE K AdEH

170

9.3.2 RTL-SDR

B T USRP, 1—Fp NS0 8 (4225 RTL-SDR (http://www.rtl-sdr.com/) [, I 9-9
FI 73S o :
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TRREREL
1

n:?s R
*gmwe;
2w |~ E385985 é'

e
T T

[#9-9 RTL-SDR

RTL-SDR 2 — i 5 {3 21 6k {28 B 2 JGAC J — 9 T RTL2832U it A /1) DVB-T
Dongle, FIUCHE ML, (AFRHPUHE". J50 K B Mol F 7T LA B B B G 00 1Q R, T
S LB e — AN B BRENFR, - s T L B P SRR S 58 2 B 1 Tk B L

AR A% K20 20 3608, fEMS B EZ T RE] 30~40 s AR T — 4% .
FERCE RN, #al LAl — Ml ohfe. &k, XRAMBFE/LaLsE)LT3u

A RELF].

(1) RTL-SDR [ 5 #iAu 2 i

XHGR T 7 —FhiEiE S (Tuner), WMBlEAMEE (WK 9-1).

®9-1 HERREAAEEE
ik %G
Elonics E4000 52 ~2200MHz, 1100~ 1250MHz % H 5
Rafael Micro R820T 24 ~ 1766MHz
Rafael Micro R828D 24 ~ 1766MHz
Fitipower FC0013 22 ~ 1100MHz
Fitipower FC0012 22 ~948.6MHz

FCI FC2580

146 ~ 308MHz il 438 ~ 924MHz

Al WL, ARG A% 1 /& Elonics E4000.
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(2) RTL-SDR f KA1 ADC ¥5)%

RTL2832U ff) ADC & 8 LUHF /Q Wil KAt. #it b, REMEREERRE 32MS/s. AT, W
RTAETERXANKAEE T, RTL-SDR &aAKKE, £FA%HE. FHik, HiTRBERM. THdE %
R R R A 2.56MS/s.

% 7 GNU Radio, RTL-SDR i3 FFR 2 HARK 4. R 8RR Z LA “librtlsdr” 1X 4>
J&E A3 . YEARASAL T http:/cgit.osmocom.org/rtl-sdr/,

XERAMUA S R, A a1 T TH, B4 rtl_test. rtl_sdr. rtl_teps rtl_fm.
XLy AT T H A LU SR IINR RTL-SDR W& ERR T IEH, 0] LSS EA {5 5 REDEE.
[ RTL-SDR f#i [ USB %115 EHLERE, ATLL librtlsdr FERKH T libusb [ .

{ERTH b, AR ZH %] T RTL-SDR s 5404, HLIZEHRES 4 54
FERNE ST MR R E S . AR EXA GRS HDSDR Chttp://www.hdsdr.de/) iX
ANERA s (R RATG 73 47 0 T S5 S R I T o BRUA FIX 26 %2 b, RTL-SDR & 7] BAA
RMARZFAG, FHRE— FRMKKITIZE:

Listening to unenéryptcd Police/Ambulance/Fire/EMS conversations.

Listening to aircraft traffic control conversations.

Tracking aircraft positions like a radar with ADSB decoding.

Decoding aircraft ACARS short messages.

Scanning tm;lking radio conversations.

| Decoding unencrypted digital voice transmissions.

Tréicking maritime boat positions like a radar with AIS decoding.

Decoding POCSAG/FLEX pager traffic.

Scanning for cordless phones and baby monitors.

Tracking and receiving meteorological agency launched weather balloon data.

Tracking your own self launched high altitude balloon for payload recovery.

Receiving wireless temperature sensors and wireless power meter sensors.
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Listening to VHF amateur radio.

Decoding ham radio APRS packets.

Watching analogue broadcast TV.

Sniffing GSM signals.

Using rtl-sdr on your Android device as a portable radio scanner.
Receiving GPS signals and decoding them.

Using rtl-sdr as 4 spectrum analyzer.

Receiving NOAA weather satellite images.

Listening to satellites and the ISS.

Radio astronomy.

Monitoring meteor scatter.

Listening to FM radio, and decoding RDS information.
Listening to DAB broadcast radio.

Use rtl-sdr as a panadapter for your traditional hardware radio.
Decoding taxi mobile data terminal signals.

Use rtl-sdr as a high quality entropy source for random number generation.
Use rtl-sdr as a noise figure indicator.

Reverse engineering unknown protocols.

Triangulating the source of a signal.

Searching for RF noise sources.

Characterizing RF filters and measuring antenna SWR.

MRS T UG, AIRZFMAS, AXHL. THae, BBshEE. LEE
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&, AAE% FE MRS . 5, RTL-SDR IXf 5 & A8 o B, AL il (1 o8 Ui BL,
Belh CREHE, BHRA) HAFHE (AR, BrelZBCs siimig, woRTansy
HiorPLes 7 A RS, T, RATHAT A AR 2 R s A O R G B2 T

MITE 2, M—NEA L By &3P, RTL-SDR /E AT &, & IEwif

9.3.3 HackRF

HackRF s& —FhE{E . WRINEEF 41 SDR @, Wi 9-10 Fin.

[€9-10 HackRFHI4H

WERRMEEER, FAE R EKY 300 £50: {HEH RTL-SDR 5, [AA RTL-SDR it
U, ARERST, T HackRF BEREEESCLRE R ST. ATLA, W RAE 25K — Se R Bl O B2 R G
FISEES, B4 A e i i Pl 2 HackRF 1 .

2013 4 _F24E, 2% Michael Ossmann Fli [ /MK £ Jared Boone —#2 /& | HackRF
XAMEAA ) SDR B81%. 7E 2013 4F BlackHat £1 DEFCON A= b, Athfi 17E s ik eh K& A48
TixA g, W ELRIE 7€ Kickstarter LR T A&, FTH&Er™ HackRF, RAET 6 /i, kil
BT XREEAE I A KK T .
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HackRF tH2FF N, F USRP 264, [E N 447 HackRF HIHIBA . A&, HackRF
& 58 B IR A o2k s S T ae, AREEE S| PCB . MIRaDFE R R AL 4, HE &
THIRATRERN T ZER, £ GPL i EfRE R A, XX FIRI% AR LB L
SERE—FERERRERN F.

(1) HackRF 7 ¥ it S 4547 B

i

HackRF (https:/greatscottgadgets.com/hackrf/) % £f 1MHz~6GHz 1X 4 % 45 B . (K| 4 HackRF
IR, A — e b MR AR, SCREAS[R] (AR % - 1] ] HackRF BlueChttp:/hackrfblue.com/),
SHRAT LA B 200KHZ~7.2GHz CREAHIAMEG L FAR4038).

(2) HackRF {1RA£ %A1 ADC/DAC Fi% ‘
HackRF fJ R ¥ 3 g e o LUK 20MS/s, 8 HURFEML (8 ELAF TR0 L 8 Loy Q #).
(3) EHLEARE

HackRF {§/] USB 2.0 #11.

9.3.4 bladeRF

HackRF SARBEREMCHLAE A, HEREXCTH, WatRid, BURARERE 21T . bladeRF /&
—Fp 4= X T/ SDR f#{4 C(https:/www.nuand.com), WIE 9-11 Fizs.

%9-11 bladeRF
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bladeRF JL /&5 HackRF [A]ff HELH) . 2012 £ T -4, Robert Ghilduta 7747 Nuand [#]EA
%7 bladeRF R 2013 4F 1 H, {F Kickstarter & T A%, RHRAE 2 ARKEE L T % 4.
bladeRF t.7F. BlackHat il DEFCON 23 i 74/ A4 65, B CLe ot —JF et i ) il 2 7%
BEAARRY .

(1) bladeRF 3 ) AR B
bladeRF ] LASZHF 300MHz~3.8GHz.
(2) ADC/DAC FHf 3 FIKE &
RAEF e 40MS/s. 12 HeRrEAL.
(3) EHFEALRR
bladeRF i F USB 3.0 B,

MEA =T nkE, BT SHVEHE, bladeRF (45 Fr#RiEE L | HackRF. bladeRF ik#F [
USB 3.0 #1, AJPAZHFFERFE TR REENRZ, bladeRF &4 LM, KA LLHF
OpenBTS X FE IR H .

bladeRF X % K M SR A A, T8 1L 7] 50 B L 5% %1 bladeRF, AT LASCHF 2 K
ZEF1 4 Kk MIMO. bladeRF 5 PRI 5. x40 A — %5 5WE/MT) FPGA, 40KLE; x115 /4
A EECKH FPGA, 115KLE Cyclone IV. 5 USRP 254U, FPGA Fil KAbFE — s gz B 1T % .
bladeRF iAfl % T —/ ARM AbFEES, fden] LU &5 EHL 1T

ES 771, bladeRF %TB’Z% Linux &%, 3%+ Windows fll Mac, $5F5ET A A $F
MATLARB.

,é‘mwa, bladeRF ¥ #2ir T USRP, 1% USRP HIMKARA A . Witid USRP =AML,
HackRF E %1, B2 bladeRF AT Z A 287,

EFEATHE T 4 FH A9 SDR BEFF. THIAIR 9-2 B4 X 4 SR EZIRbA
&, HEES%. '

F*9-2 4 A SDR B E EEIRMMNE

RTL-SDR HackRF One bladeRF x40 USRP B200mini

R 52~2200MHz IMHz~6GHz 300MHz~3.8GHz 70MHz~6GHz
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gx
RTL-SDR HackRF One bladeRF x40 USRP B200mini
G 2.56MS/s 20MS/s 40MS/s 56MS/s
WILAR | HaeEalk AT XL , ) LXE
i3 8bit 8bit 12bit 12bit
FHHEOQ | USB2.0 USB 2.0 USB 3.0 USB 3.0
FPGA N/A CPLD. No FPGA | 40KLE Altera Cyclone 4 | Xilinx Spartan-6 XC6SLX75
HIEHIEE | RTL2832U LPC4320 Cypress FX3 Cypress FX3
FREE | EEHLTRAE, | TR JiFER. HDL 5. L | E3EE. HDL /8%, LAbl
A AL ES T ARAG T35 ‘
& 520 $300 $420 lsers

9.4 GNU Radio Z&23&

BLEHE N GNU Radio IERE. #ERLF T, sEn] ATFAERERN T .

GNU Radio fi R Z#h2cds ik, 1EE /M52 3a M 0iM (http:/gnuradio.org/redmine/
projects/gnuradio/wiki/InstallingGR), #J LAFG FIIX 2L PN 75

Linux %%
Windows % %

Mac OS X %%

i Live DVD #i{%
PATES™

O U U U U

X EIRATH I Linux &40 F%3, BN Linux FRAPRE, MEEEBREE. T
[ LA Ubuntu &4 1.

AHEF AH H apt-get install (1775 X H 21%%% GNU Radio, K Ai# % Ubuntu BRA &M RA S
dEE 2. — BARBAURCA, [HRRA SURAEEI RT3, &AM R . B ELIRA TR &
Y5 H e e

* GGToshi BEEERT M () )5 H A, hrip:/ggtoshi at. webry.info/201406/article_6.html.
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9.4.1 MNIEBFzh=iE

MUERG 4, &% %% GNU Radio s fE eI —Fh 75k RASHN H 3l % 4% AR o] e K 8 3
FIEHES A By, PRSP R T I MRS 2R, 5 R AR T AN R 2K Ubuntu R4 YR
g FI1 GNU Radio 1565 .

FI#L LA GNU Radio + USRP X X[ &5 Al R4 MRS T-2) % % GNU Radio (105§
1. &% UHD

R 9B ) 2 USRP, FTLARATH B %% UHD. #E7# M Ettus Research & [
(https://github.com/EttusResearch/UHD/tags ) F# UHD & #[1) release Wz 4.

Bltn, FATFE T UHD 3.9.2 i)E4ite, EEMEIFENERT.

http:/files.ettus.com/manual/page build guide.html iIXMHuhE & UHD [ %345/, RHEIX
MU, 559 UHD 9o 23— ekl

bui sudo apt-get install 1libboost-all-dev libusb-1.0-0-dev python-mako doxygen
python-docutils cmake ld-essential

AP Z )5, BT LA UHD (1) makefile 7. 4T N4

cd <uhd-repo-path>/host
mkdir build

cd build

cmake ../

VEEA T cmake 2GS R, HE RS EEMRLEH enabled T . il cmake 2 )5
ﬁﬁijQ§§ﬁ§**ﬁﬁﬁim£:

—— R R R R R R AR R R R A R R R R R
-- # YHD enabled components

S ##############################f########%#i#######i####
= * LibUHD .
LibUHD - C API

Examples

Utils i

Tests-
Manual
API/Doxygen
Man Pages
USB

USRP1

USRP2

|
* * * * * * * * * *
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* B100
== * N300
* B200
* OctoClock

= ##################################################tﬁ##—"*‘"4" i
-- # UHD disabled components

- ######################################################

-~ % GPSD . \ - !
-~ * E100 30,

== * E300

o] L 3| disabled #%+4 GPSD. E100. E300. {EiX BIRATALHE E £F0M 4, it
A EIX SR A T,

cmake EHHHE Y JF, HATLATFARIBRET . - ,

make

make test

sudo make install
sudo ldconfig

SR IE, BE T USRP (M. FAEA UHD MoA#E B SR NELE, Hik
e 5E UHD 25, {6 UHD [ CHMA TR MBI, Ecreok, FRa ki
FE 2RI ] .

cd /usr/local/lib/uhd/utils/ :

sudo ./uhd_images_downloader.py

Images destination: Jusr/local/share/uhd/images 3

Downloading images from: http://files.ettus.com/binaries/images/uhd-images_003.009.002-
release.zip

Downloading images to: /tmp/tmpgQCxRO/uhd-images 003.009.002-release.zip

26296 kB / 26296 kB (100%)

Images ;;Ecessfully installed to: /usr/local/share/uhd/images

" LA #| uhd images downloader.py #2FIEfT562 5, ¥4 {4 BAE /ust/local/share/uhd/
images H% T .

ZUt, UHD M35 1. Wi i RS s ididd = USRP, {#H uhd_usrp_probe.py i
%, HrTLAEBERN USRP 5B

2. &% GNU Radio
2 FORBETT A% % GNU Radio [ %% FEE M Release 4, fLASALT http:/gnuradio.
org/releases/gnuradio/, A fEE4E (UM EB AR T
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%18 http:/gnuradio.org/redmine/projects/gnuradio/wiki/Ubuntulnstall X SHubk R da 5, %«
%% GNU Radio [ .

XT Ubuntu 14.04 REERYE, ST LT 2 R MU .

sudo apt-get -y install git-core cmake g++ python-dev swig \

pkg-config libfftw3-dev libboostl.55-all-dev libcppunit-dev libgslO-dewv \
libusb-dev libsdll.2-dev python-wxgtk2.8 python-numpy \

python-cheetah python-1lxml doxygen libxi-dev python-sip \
libgt4-opengl-dev libgwt-dev libfontconfigl-dev libxrender-dev \
python-sip python-sip-dev

IXHEARH R BE TS IER 224, DRIE 1 45 TR cmake BEASRE LR 7E MK

$ mkdir build
$ cd build
S cmake ../

FEME cmake E’] L BRRRIT T E A enabled T . L cmake f45 BRIXEE

C #####H###########################HH#H##‘###########

== # Gnuradio enabled components

= FEHERERFAERASA SRR AR R R A R R R R

-- * python-support

=l tegting—support 4

-= % yolk ; d ™ -
==, i*dorygen ‘

i B onpradiies runtime

== ¥ gr=ctriport

== *gr-blocks y -

gnuradio-companion

gr-fec
ge=£ft
gr-filter
o L gr-analog
==y Aagr-dagital
== * gr-dtyv

=t A gr-afsc
-- * gr-audio
—_— Uk al§a s 4 -

e e

I
L}
*

1
1
*

*

- * K oss

-- * gr-channels
--  * _gr-noaa

-- * gr-pager
== | * gr-gtgui
== Eigr-trellis
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gr-uhd

gr-utils

gr-video-sdl

gr-vocoder

gr-fcd

gr-wavelet ) — =
gr-wxgui ]

* * * * * *  *

—— FEEEREEER AR B A !
-— # Gnuradio disabled components

= FEER AR AR R A R R R R R A R R R R

-- * sphinx 3

-=  * gr-comedi

== NS gr=Zeromnsg

A RA VAR =Bl disabled T - ' ,
OK, BTk LLgmiFadE T

$ make && make test
$ sudo make install

BRIAIY) 222 1845 2 /ust/local H 3.

9.4.2 {EH PyBOMBS %% GNU Radio

b AR 55 MIRRS T2 L HORKRRGT, 1EURIS 2 3efamH, GNU Radio f&fit | PyBOMBS L.
Ho XN THRIEFAR GNU Radio A6 IR ABEES] —ikd, M P %3, n] LL2ilix il
¥k

PyBOMBS (Python Build Overlay Managed Bundle System) j&—% GNU Radio % 3555 £
ARG, HRMBRSANEME Z R 8. IE out-of-tree projects, /& PyBOMBS ff1—4>
EEHI.

fi ] PyBOMBS %3¢, iz fd] #1IP BR A IXAF I :

git clone —--recursive git://github.com/pybombs/pybombs
cd pybombs
./pybombs install gnuradio

PATHE =k 2 Lla, SHIRBRREE, —HE%, #EFNEBHAL T . 25
PRI AT E T (R T ZRA—F root #i4), PyBOMBS £ {ERACH] E] T, MG %%
XA
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5% PyBOMBS 2 % %% —SL i #fi 1) R 45 1% , 9 i1 python. fitw . qt 55 . 3% F k& 2 F# gnuradio.
uhd. gr-osmosdr SEAKAF IS, SRIGHIE P, IXEYRIGSINAE st H3 .

EEGATESL T, PyBOMBS BT YR #f e e fE~/target HR T . L2 G, FE—1
“HEL” A
./pybombs env

RGBT R B ESHAIA
source $prefix/setup_env.sh

AR LRGSR TR T BATATLLZ 1T GNU Radio F25 1. WHIELT:

./app_store.py

AR B O )% TR, W 9-12 Fir.

¥ GNURadaG

)

Bo-12 B4 2 MR
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1] LA #| gnuradio H E & AL TH . BRINELE T uhd 3K, gr-osmosdr %% T,
HAHEE rtl-sdr. bladeRF Fl HackRF =FBE - 05KZh . Kk, AR AR 4 FhEELHERTT Bl 36
XHFT .

BA{E PyBOMBS HE4FIEEEZHIE 7, WRFH F C 75 E*Eﬂu)\ PyBOMBS, ]
PAIRAZ HiiF . :

9.4.3 HN{a EFER G AR A

GNU Radio fIRRAZ H A HHT, BrLlRATGEd /LA B SREEH — A, St 4
ffiig, SEE# GNU Radio MEMKHAI LM {FE (uhd 1 gr-osmosdr), F+4¢ GNU Radio
VR, PRGSO S L. FERE: —E BES% make uninstall, 12 GNU Radio %513
T, BARE S 5RRA R

95 ZREBFZEIALUNEIE—HE

fn A FH ) S PR AL 223, bin B A7 T/ust/local F; Wi 4# F (12 PyBOMBS HIBRIA 45 %2
%, 1E target THY bin H &P — LA HITEF .

9.5.1 WMRBEEH '

WRORF LA REMF, tedn USRP, R4S ZI# AT UL — 2R LR P . 3 £ USRP 2 )5,
17
sudo uhd usrp-probe

it L% A S RTESR ) USRP 24

test@ubl404:/usr/local/bin$ sudo uhd usrp probe
linux; GNU C++ version 4.8.2; Boost 105400; UHD 003.008. 000 18—9864f84b5

-- Operating over USB 3.

-- Initialize CODEC control,..

-- Initialize Radio control...

-- Performing register loopback test... pass
-- Performing register loopback test... pass
-— Performing CODEC loopback test... pass

-- Performing CODEC loopback test... pass

-— Asking for clock rate 32.000000 MHz :
-- Actually got clock rate 32.000000 MHz g



246

Tk B R 2 W BH KiEH

-- Performing timer loopback test... pass
-- Performing timer loopback test... pass v

Device: B-Series Device

Mboard: B210
revision: 4
product: 2
serial: F61903
FW Version: 7.0
FPGA Version: 4.0

Time sources: none, internal, external, gpsdo -
Clock sources: internal, external, gpsdo
Sensors: ref locked

/

| RX DSP: 0 —

| Freq range; -16.000 to 16.000 MHz

/ ] -

| RX DSP: 1

| Freqg range: -16,000 to 16.000 MHz 5 |
/ s

RX Dboard: A N

) RX Frontend: A

Name: FE-RX2

Antennas: TX/RX, RX2

Sensors: -

Freq range: 50.000 to 6000.000 MHz
Gain range PGA: 0.0 to 73.0 s:ep 1.0 dB 1 |
Connection Type: IQ

Uses LO offset: No

| RX Frontend: B

| Name: FE-RX1

|  Antennas; TX/R¥, RX2 /'
- IV;_Sensoggi._,_«~« —‘“”'h

i

|

|

|

Freqg range: 50.000 to 6000.000 MHz

Gain range PGA: 0.0 to 73.0 step 1.0 dB
Connection Type: IQ

Uses LO offset: No

| RX Codec: A
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| | Name: B210 RX dual ADC
| | Gain Elements: None

/

| TX DSP: 0

| Freq range: -16.000 to 16.000 MHz o R
/

| TX DSP: 1 - ‘

| Freq range: -16.000 to 16.000 MHz

| |
i |
| |
| |
SO
Tl
I |
| I
| |
| |
| |
| | / 5
| e | TX Dboard: A
vil |
(S8 1) | /
| | | | TX Frontend: A : .
I | | | 'Name: FE-TX2 - - '
| | | | 'Antennas: TX/RX
| | | | Sensors: ]
| | | f  Freq range: 50.000 to 6000.000 MHz
I | | =< Gain range PGA: 0.0 to 89.8 step 0.2 dB
| | | |  Connection Type: IQ
| | | | Uses LO offset:-No
| | | . -
| e
[l !t - TX Frontend: B
I | | | Name: FE-TX1
i | | | Antennas: TX/RX e
| | | | Sensors: /
| |, | Freq range:—560.000 to 6000.000 MHz
| | | | Gain range PGA: 0.0 to 89.8 step 0.2 dB
| | | [ Connection Type: IQ .
| | | | ' Uses LO offset: No
| Pt \
| | | —
Tl | | TX Codec: A
| I° T~7| Name: B210 TX dual DAC
| | | | Gain Elements: None
1X /& USRP B210.

PRIGTTLAIZAT uhd_fft PP, ERAREIIEDHTK. B —FTENSH:

test@ubl404:/usr/local/bin$ uhd_fft --help
linux; GNU C++ version 4.8.2; Boost 105400; UHD_003.008.000-18-g864£84b5

Usage: uhd_fft'[options]

Options:
-h, --help show this help message and exit
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-a ARGS, --args=ARGS UHD device address args , [default=]
-—-spec=SPEC Subdevice of UHD device where appropriate
-A ANTENNA, --antenna=ANTENNA

select Rx Antenna where appropriate

-s SAMP_RATE,

--samp-rate=SAMP RATE
set sample rate (bandwidth)

-f FREQ,

--freg=FREQ szt frequency to FREQ

[default=1000000.0]

-g GAIN, --gain=GAIN set gain in dB (default is midpoint)
-W, ~--waterfall Enable waterfall display

-S, --oscilloscope Enable oscilloscope display
-—avg-alpha=AVG_ALPHA

Set fftsink averaging factor, default=[0.1]
~-averaging Enable fftsink averaging, default=[False]
--ref-scale=REF_SCALE-

Set dBFS=0dB input value, default=[1.0]
--fft-size=FFT_SIZE Set number of FFT bins [default=1024]
-—fft-rate=FFT_RATE ' Set FFT update rate, [default=30]
--wire-format=WIRE FORMAT

Set wire format from USRP [default=scle] _

n--stream~args STREAM ARGS :
Set additional stream args [default=]

Show asynchronous message notifications from UHD
[default=False] 3

--show-async-msg

f§i F uhd_fft FV0%E GSM SEL IS

sudo uhd_fft -f 940e6 -s 10e6 T

Tiiﬁﬁgz

N
W ULE B AN B S E, anlE 9-13 .
T erepse—
. Trace Options
0 = L] Peak Hold
10 W Average
i Avg Aipha: 0.1000
10
! . n Pefsistence
fi F {
g 5 i | ‘ S
40 | (| { fl -
| | Trace A Store
50 {1 / 5 N Store
- ,hﬂ ‘,. J N \‘“' A \,“v 8 ‘,\r‘ race® Store
ol [} ﬁ } - T Y o | | Axis options
ol W Y 5 Wy dBfow:
P Ref Lavel
Augoscal
T eas we 817 s: 08 s 41 s@z sm 4 v g
- ) Froquency (MHz) a4
VHD (003.008.000- 1596641 840 5)
USRP: B210 (F61903), FE-RXZ {A:A A, RX2)
Center freq: GCainc 6
940M
Sample Rate: | yo se67m RF Freq.: 940M DSP Freq. O
Bl9-13  fiHuhd FRAMEEGSMEIB IS 5 Bk
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PR (G S0, SEiE 200KHZz R GSM #k . B RIXFE SR, i8] USRP.
REGHESERE EW, PFIEITIER .

uhd_fft & — N EEHAHERE, W UARBERNTHIAE AR AR E% T, T DAER
e B R, 7EAE ] GNU Radio (it A2 eh uhd R 53§ F 3.

9.5.2 WEREHEH

n FURF LA, IBEAIE? VR LL%/ESE— F GRC. GRC & — LT Simulink
TR T, aTPARIHE S AR A . R RXT FIR RS . Hor il A HAh £ (5 5 b e
IR R &, 4 GRC BRI L EF.

Er 21T FigqT:
gnuradio—companion

Szl — M ERAED . ROEE—CHRIPIF. EWHSHZ gnuradio/gre/examples/
simple ', f—/MRE B F variable config.grc, WIF 9-14 fiR.

) eftest gnuradio-3.7.5.1/grcfexamples/fsimple - GNU Radio Companion
! a
| o X & b | B QcC
: 3
Options T Gut Range | [ Audio |
1D: vanatie confiy_demo 10: frea * [ Boolean Operatd
Titte: Yaciabie  monstration P = |
Author: Exsmpie munr e ;, . t | » [Byte Operators |
Description: Save/ 1g fle e » [ Channelizers |
Generate 2 QT GUY 2
Options: & Stop: li + [ Channel Models
Stap: 1
* [Coding]
10 sanig race | » | Contrel Part |
Value: 32x » [ Debug Tools |
* [Deprecated |

* [ Digital Televisio
QT GUI Frequency Sink
Mame: 0T GUI et * [Equalizers |
PR Ja » [Error Coding |
Center Frequency (Mz): 0 » [FCD]
Bandwidth (Mz): 32

I » [File Operators |
» [Filters]

» | Fourier Analysis
» [ Guwidgets |
*» [Impalrment Mod
» [instrumentation

|
|
|
! —
’Snaww;' “fhame/test/workspace/gps/gps_replay_b210_16bitiQ_t.gre”
[Showing: “/home/test/warkspace/osmo_tx_test/cos sre.grc » [ Level Controllerd
{ -

» [ Math Operators
Loading: "/home/test/gnuradio-3.7.5. 1 /grc/examples/simple/vanable_config.gre”

basDone - - - * | Measurement Tof

49-14 variable config.grefi|-f

{EIX AN LA AT DA A AP RRR R 4, R AT DAE T 5 B AR A (U ) 8 o . BRAE
EW H P Oaf — A A%, kR 2% = MEER L Signal Source 2 — /M5 5K,
MRCEIZHOTULE H, ERAH 1KHz fIRZEF . Throttle & —NTRIR, FIREEH B0
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PR3 1E . Sample Rate &4 32K (1) Xk, 0L B 155, BLL 32KS/s (K138 4 i i 22 . Throttle
(ED5 FLR A R B v AR OB, e nT DA ) S it B B B S R BE 2 T . SRl
©, R BMRE S, CPU i Rk s r A, R RE S BrvRaL . Je/a i)

QT GUI Frequency Sink /& — Ml o trasite, MECEHISHOT I, e MH 1024 & FFT, B
7 32KHz 7 B 2 A A «

E@ O PR, AR B IR AR, R e SUX AN B & = R LA
AR 44 F

dah By TR G E = M, T LUETRARE. RS B S B —
M, SoRfR 7S, &—/NME IKHz A8 ek 8, ik 9-15 .

Varlable Conflg Block Demonstration

Frequency (Hz); ¥ ¥ 1000 A2
J =T | TEeS——— Jan a) T T
- -10.000 0 10,000
{
QT GUI Plot ‘
1 ~Data0
M |
Min Hold
20 -

-MaxHold |

Powrer (dB)
o
<

100 -

i 120 ]

‘ 140 ~ ‘
| T ¥y T e T T
“1500-10.00 -5.00 0.00 500 10,00 15.00
Frequency (kHz)

g E9-15 Rz r AL

9.6 GNU Radio BY—LbE A=

A4 GNU Radio 5 i mbiiE 2.

Y XA NS K B hitp:/gnuradio.org/redmine/projects/gnuradio/wiki/TutorialsCoreConcepts .
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9.6.1 #iE ( flow graph )

A, i, RS S fTiREh ) — 5Kk E. K#4> GNU Radio F2/7#0 2 LA Bl
SRR U BLAON T, FROR B, B R R i, BdRInE Rz ).

uﬁﬁiﬁﬁﬂﬁmkoﬁﬁ“%%%CH%E%(ﬁgﬁm%ﬁPm@%ﬂﬂm,ﬁMWu

F OB, & EChRi, ‘
FRE AT . B 9-16 FESABER, MR RATRS, BN — N EEech e 4

ik, REZT—/MEEERS, BESH—/ 0. ‘

t

Low Pass Filter
Decimation: 1

Gain: 1 Wav File Sink
_ Audio Source Sample Rate: 32k M File:
Sample Rate: 32k Cutoff Freq: dk Sample Rate: 32k
oy Transition Width: 1k

Bits per Sample: 8
Window: Hamming

Beta: 6.76

K9-16 FHHIALER i

XA [ 1 T ) AR — . B MR A RAR D, ERAEES, B
AR F i thom O . KR S A % o O RREE, Y “source”, = ICRTBARRIE “f5987. Mk, RE
TR A B, W “sink”, CATRARRE “f5167 (9 “fB5187 XFEEAEL,
TR OREF S LA FR sink ).

XA ERIThRER, H 9 source BBUER RSB RIKA), WA RIRSIRESHES . X
SREEWCOEIE B, BJ5# Wav File Sink BiH 53—/ WAV {4,

ouF

9.6.2 {ESHPAIMHAL (item )

BRI At 1 FRA, R dteme E BTHIEFrf, —A item 32 75 R OREh 5 H 6 — 4
VERRBUE, a2 — 1 4 T float B

item ] LLE A FOR R A . B WA MG SRS 5 (—NFERHD. BHfES AQ M
BfES, M -AEAEO. BEE. mE.
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AT AR IX MR, UL FFT Afl, xt—B8M5 S0 FFT 5047, SR R8I0t i
T FFT @5k U UK — e 8055, nre b 9-17 FRiix M S, 55 1024 A RAE
fEf— IR FFTEH . B 5B AEEEAE, JEHEE W LLLL sample A— 5 k47 4b

Signal Source FFY
FFT Size: 1028k File Sink
| Stream to Vector ForwardReverse: Forward Complex to Mag” 2 File: out dar
— Hum ltems: 1 024k Windew: Vec Length: 1 024k Vec Length: 1024
Shiftz res Unbuffered: off
Mum. Threads: 1

®9-17 FFTALFE I E

fEXAMREF, H—/ “Stream to Vector” B, B HIHIAIST A4 HERA . X
Belfez) 1024 A~ sample Z )5, fiiH—NMKEA 1024-sample (i, A FEELE 4 item.
“Complex to Mag"2” IXAMERA FFT B H 05 80m) 8 4 Rim i - r 77, i st Az
—ANEECRT . FTLARAMBIRAIHI item R EH R E, it item RLEA E . ERES, A
FEAIY item ¥ 1, SHANFPEEER.

B2, item A LLREEKR, f0— sample. —& bit, SLF ZIEHBH—BERE. B
PR 2k & —2Rkmif, ABA S Aizh ) item 0] B K2, AT LLRAHRD, 4] DL S o1
Eo

4
) GNU Radio &7 (915 5 Ab T84 th At IS

J ?ﬁl@lEE’l‘%likéﬂﬁio TSR TE R S TR %, B 15 5 A A5 AR
L ERERE S,

O {5 B 1EHIHE LA FIRE RIS, G RO | R 0 U, SR R SRR
O —1 ?ﬁil@i&"%ﬁ*’l\ source LA~ sink FEk,
O R FEATI, /ft@‘]al%ﬁi(kﬂﬁﬁi&"’fﬁﬁ% L SR (5 5 19 24k

9.6.3 XKAFEFE
ARHEREEE.
fEE 9-16 Fros il 7, E R R ¥ B 1 [ % I RAE 2 32K S/s. R 8 B A oL
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G THIRPESR, FULBA B RFEREZ 32KS/s.

{EE 9-17 Al e, 55 —AMEER “Stream to Vector” 48 1024 M item CF 550 48
A1 A item G ED, ATEUA item [FE M E 2 1/1024. IXFpHHAT L
Pl “decimator” CHERAE). iR LM NEE R, XBBIFA “interpolator” (FfifE
),

{E P 9-17 Fras 8], It P o A (RIS SR i 3R AR () 9, 04 BLIE A Bt e 2 % /D g ?
ebr b, XA R B AR B ] o B A4 A [ E R RER B R
A LR L, CPU ¥ LU AT AEIRAE R O IX L5 5 GER, X2F8 CPU WL,
BIEHL—HF, Ama AR ). Bk, TR, RABEFLHM (Throttle) B
MEEYE, EATDMER AR IR BE MR, BT, B % CPU W TEH .

HE AT £ 9-18 FURKIIXANEF A REAER, MR R/EH Audio Sink, X H g
BRI 48kHz, R RERMEE, FHIbBARER X AME ISR . ZAPFiEH
— ML #JE Audio Sink HF MG, BIZ. ARAEIE. P4 Signal Source 43 B 4E
RABERES, 5 EhaR NS SHMNRE .

Signal Source
Sample Rate: 32k
Waveform: Cosine |

== Audio Sink
— Sample Rate: 48KH2

Signal Source
Sample Rate: 32k
Waveform: Cosine
Frequency: 440
Amplitude: 1
Offset: 0

f9-18 FEAERSERRA
9.6.4 metadata

metadata 1X N ASEE B PR A LGS, meta RTZRA “ Flleenee- Mo e ZJE"” WeE
X . metadata TR FEBEE 15 50— 2L ] @ T B ARZE . 5] in— B USRP B2WCKI15 S i,
metadata °] LU0 B IX BAE SR AT T [a] . PO . KR, metadata i 0] LA — L85 2
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MBS S, 140 M T (R FR % .

fE GNU Radio ', 4515 5 i IN metadata [ 75 25 2 10 i —FpF1ON stream tag [ L1 - stream
tag f&—AXFH, A item HEEAE—#L. stream tag 7] LA — AN — A mE, dATRUE—4
list, BRAE A LR fRIAAL,

TEAEAE S URAF B SO, metadata t17] LA— 2GR A7 T oK RO BG4 AT (5 5 AR AT B0,
A DLUAIEX B S i 0 . SRS, it a) 55

9.6.5 fEFHBHIERIFTHAN: FSHAMER

REBHBEHRBMAREERES “W”, BRELKLER. £EFERM “W”. KIEERNSE—
M REBT, SHA— sample, fiHimEi S H— AN ER S P sample. JEHAS A L4
NRAT A, NERGFTELMERS, #H—WF.

(B AFTE ) — R KA —— 8 (packet), #il4n PDU (WM H 70, A ML
HEHAEE T . BB EILRN, H header, H payload. GNU Radio 7 f 77 kb
HOZ e 7 BAE 8 30 (message) Maibs2E M &iE (tagged stream block).

message /7 e — A5 T, BERTE N AGES — N B, B P RBRIE B
e, AR MRS, X T MAC ESREE&Z N, 12— & ikt
H55o — ASBERTT LU RN ) PDU ek, SRS R8BI 9B PDU hés B — MR

tagged stream block 75 3UM& — B IELEHI . A bR HERR, B —FILRKKKE, &
TERRE—ME 5, WHBECHRE. BAIKEXTTUEER DY) “H7. EF5ABERT
PAREAS AL R PDU RACBEHE, o m] DA B BRI 77 R Ak B HH

A LR AT DL B0 7E message 77 2UAI tagged stream block 7 2.2 [H] 3T 4t .

9.7 ®EFWOFR GNU Radiod

i HARE — F GNU Radio ] tutorial 7 [fii Chttp://gnuradio.org/redmine/projects/gnuradio/wiki/
Tutorials), e KIA KL MRS, LR AN B P EEERR S, LT24]
FRME, ReRgtE FT.

SN hitp:/gnuradio.org/redmine/projects/gnuradio/wiki/How ToUse .
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LA A TR RS, R IRt /R S, 8 Python 485 GNU Radio [
R

9.7.1 WA% S E—Python K AR’

1. HSENGIF ,
BHE-MERAME . TR FERE 9-18 Fiasi GRC 7B A FFERKThAE, KW
MRS . XA F 2 gr-audio/examples/python H 5% T ] dial_tone.py.

#!/usr/bin/env python

from gnuradio import gr -

from gnuradio import audio 2 7 ; :
from gnuradio.eng_option import eng option

from optparse impbrt OptionParser

try: L L
+ from gnuradio impoit analog
except ImportError: i =
sys.stderr.write ("Error: Program requires gr-analog.\n")
sys.exit (1)

class my top_block(gr.top_block) :

def _ init_ (self):
! gr.top _block. init_ (self)

parser = OptionParser (option_class=eng option) S 3
parsei.add_option(“-O", "--audio-output", type="string", default="",

\ help="pcm output device name. E.g., hw:0,0 or /dev/dsp")
parsé;fadd_option("-r", "--sample-rate", type="eng float", default=48000,
— help="set sample rate to RATE (48000)")

(options, args) = parser.parse_args()
if len(args) != 0:
parser.print_help()
raise SystemExit, 1

sample rate = int (options.sample rate)
ampl = 0.1

src0 = analog.sig _source f(sample rate, analog.GR_SIN_WAVE,'SSO, ampl)
srcl = analog.sig_source f (sample rate, analoq.GRHSIN_WAVﬁ,‘44O, ampl)

X r N AR 1 hitp://gnuradio.org/redmine/projects/gnuradio/wiki/TutorialsWritePython Applications..
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dst = audio.sink(sample_ rate, options.audio output)
self.connect (src0O, (dst, 0))
self.connect (srcl, (dst, 1))

if name == "'_main_ ':
try:
my top block().run)
except KeyboardInterrupt:
pass

RIS —1T, i VF shell X2 —A Python 3CfF, #5181 Python RS RAATIX A SCH.
IR EE AT ATIBATHIE, ST — 1T AU .

BT RAIVYATAES, FA T GNU Radio 247 ] —4£E Python #iHt.import 454, KL T C/C++
HffJ#include, X H S AT gr. audio. eng option Al OptionParser. gr & GNU Radio 7 fiz & fifi 1)
B4, FTAR GNU Radio P27 &A1 S ANIXMEH . audio FLAH L —AN 5 7 B AL BEAN 5 R S FF
A RIBH . FF PR S SR E ML RA R ERA . TR vy w2 a1
(Kpfr, &A T TN analog BE4L, XMRALE A — LALLM T AR .

my top_block iX — B IX MEFII EEE /7. B T — 14 my top block [, X4
25/ M gr.top_block YA H KM . top block FAR — 7%, Uit EI2EAE 1 - top block /& T GNU
Radio T2 5 i 712 14544 .

7E my_top_block XA R, Hig X 17— R def init_ (self), ‘B HRXA KM
EERE XA RBEE— AR, AL M R HL

gr.top_block. jnit_ (self)

.}%T*H‘J—X&fﬁﬂiﬁfﬁﬁ)\%ﬁy BREMASHIEL., BKNME, RERMAZSE, fil
[CTULERSS

parser'= OptionParser (option class=eng option)
parser.add_option("—O" "-—audio-output", type="string", default="",
help-"pcm output device name. E.g., hw:0,0 or /dev/dsp")
parsér.add_opt10n(“-r" Y-—sample-rate", type="eng float", default=48000,
help—"setvsample rate to RATE (48000)")
(options, args) parser .parsg args()
if len(args)'“j
parser. prlntﬂhelp()
raise SystemExit, 1

SR E TS, 2 TN EERE: sample rate il ampl, 75 FH T8 RFE R AE 5
(IR FEE
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EEL I = ATRRS, 24T sre0. srel Fil dst =Mk, iR K 9-18 Wil =ik, H
o srcO A srcl BPAME S, CAESH =4 EiZ#, 2 5)i& 350Hz 1 440Hz, BRIAKFER
& 48KS/s, BRIATRAEA 0.1; dst 38/ R RO, 0450 dst (508 75 R 48 s k.

R 2B, e I1RA 5 f#. b4 analog.sig source f, FRIXE—ME T, &
G i1 f ZoReERt float BUMEIE . K19 audio_sink HIHIA LA float BY, 17 HL 4 A (3 Bl 7
FE(-1, 1), FrLME SURAUERE T float BY.

by N o R TG, R G AR R R L A R . AR GNU Radio 2% E Bl b Ha 265 i
— SO A, (EATS IR L e B T AR A B, G0 SR B A H A& 45 audio.sink, GNU Radio
AR E R R E T — B A R IR AT | (I SR BSR4 audio.sink, B R SRS,
TAIEAT | MHRAIE | AT, R T —RHENES . ,

% F K, self.connect #f FIEIX —MEHOEREAE k2. i self.connect B& U 4 T 7 ] 9-18
PP 2L . connect BRELTI T A — A2 self.connect(blockl, block2, block3, ...), &£ blockl
[t B block2 BB AGERE, 1 block2 HOMIHFR block3 AUMAER:, KILKHME. EIXAHIT
1, dst BEHUE B AN E, B connect AAAUHR A src0 FEHEF] dst 9 0 511, i srcl 45
dst 19 1 35 1.

IR AREAE GRC HEE R, A 158 % /£ £ %] GNU Radio ] Python f2F 2 )5, 4% % connect
KT, SEACBRITER R R . '
if  name_ == "' main_‘':
try:

my top block().run()
except KeyboardInterrupt:

pass

S B s — 45, AT top_block iZ17T 42K . top_block A & 7 A I run R AW UHALIX
NSRBI, SR L IR R I ek B A s AT K

OK, 7R PRI, fE4 i gr-audio/examples/python H 3%, #h47:
./dial_tone.py

HEE PRRZ T B SRR IR S & . WRRAWRIR S, R atyhe 7.
R AR E P R R AR AR B XA AL, 7 B -0 S e S Ri& A plughw:0,0.

./dial_tone.py -O plughw:0,0
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2. FIAIA R GNU Radio 45 Python M T2
M E—F 16 FrTLLE S|, F Python F2/54F GNU Radio 2 fER&Fheie &k, mtnl
PLSCI—LEThRE 1. A4 GNU Radio #5435 WFLEHL AL IR EIE 7 1 W4 9-3.

% 9-3 GNU Radio BTl HI I AL B4R

R 15t R

gr GNU Radio M4z 0. HeAR B A b

analog R USEREL S PR

audio PRI M4, source A sink #5HL, o] LGS RIEUGE 515 5, thal LUESE 5k
PSS

blocks TR HFN AR R, BEIX B T

channels T A BRI BERMG R AL, BlnF &% EE, EHFrERk(EE

digital 5 b e R A ORI PR

fec A2 5% 4 f% (Forward Error Correction) {3 5% ] ¢

£t FFT Jf

filter TR AR

qtgui BIR StH T HLEE, W LHISREZRII 8T . S, R, HAREAE

trellis trellis 5 S . trellis j&—Fh g 5 i il 7 =X

vocoder R LT

wavelet N AR 4

wxgui EAFEAET R P S, SE 0, &0 REARE. EEAE, NRLEm
g

XEFHBAFIL A KL, GNU Radio FIBERAEHR £ . 1] LA{E gnuradio fR H 3% &, 3
PRI “gr-xxx” HRAPEN T —, #e7 DOAHE T BUR I BERA 44 T .

GRERE T AR VRS B, WY LAFE T 1 A R A T T A R

http://gnuradio.org/doc/sphinx/index.html
http://gnuradio.org/doc/doxygen/index.html

X GNU Radio E a4 BISCRY, W] Lt A it ,
BG4 — F GNU Radio i 5 45 (a4 M0 o J5 48 1007 B i 1 (K A 2878

f = float

¢ = complex float
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i1=int
s = short int
b =bits (actually an integer type)

R BT T8, R RIEABR AR 2 B RA A%, Hetn add_const_cc,
B4, BARSE SR, MANREHER (complex), ﬁﬂﬂ%%ﬁﬁ%@ EE=
MEREER, Eedn i filter_cef, FRiXZE— IR 2, BERHMARSHEE, MHEE
HOERAY, sk REOR LB,

3. MR ERRAISE

PR B EERE TR G, MANIEEAM. € LR B i, AT LA
KEFTHENEE. F2ARMTE, &% GNU Radio 4 B —25. -

THRUR S &7 Rl . & T SR AIX =17 4CRY:

grcl = analog s::.g source _f (sample rate, analog.GR SIN WAVE, 350, ampl)
srel = analog. 51g source\ﬁ(sample rate, analog.GR_SIN WAVE, 440, ampl)
dst = audio. s:.nk(sample rate;- options.audio_output)

UNSAE T f# analog.sig_source IXMEERIPYA SRR X, Hal AR Bl 855 . LA
Doxygen F=4ERI T AF], EEEFEHIEE “sig source 7, HirI LAk F] analog.sig source f,
B 9-19 Fi7R o

ar:analog:sig_source_f Class
Reference 3

Wirealore Cievevalin,

signal generator with floot output, More

#include <gunuradio/analog/sig_source_f.h>

Public Types
typedel boostshored_ptr
< g sourca > spht

et QF- Dok
MOgiC return values from genaal work. More.

Public Member Functions
virtuol double  sumping e () const =0
virtuol g onolog g wavatonm ! wavelorm [) const =0
virlual double  fraquency () const=0
virtuol doubie ompitude (] const =0
virtuol flioat  offset (] const =0
virtuol void set_sompiing._req [double samping_ frec)=0
4 [griotologigr_wovelotm § wovelorm)=0
virtual void set fr y (Souble freauency)=0
udle (double ompl}=0
vitualvold ot othae! (oot olisel)=0

[#9-19 ¥%sig source fULli
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XA THENSHN AR, F0 sampling_freq /& double B[, offset ZHOELHI [ ERIA
fH 0. K ENSH waveform, EHFAHES M, A LLIEMEE g 08 2 0wk o o & ) 26 7Y
“gr_waveform_t”, B DLFEFIH LR JLFEA, ik 9-20 Aok

enum gr-.onalog.igr_waveform_t

Types of signal generator waveforms,

Enumerator
GR_CONST_WAVE
GR_SIN_WAVE
GR_COS_WAVE
GR_SQR_WAVE
GR_TRL_WAVE
GR_SAW_WAVE

920 gr waveform t$7Y

FAU audio_sink "Fﬁiﬁ&’&ﬁf L) E R BE B . 7E audio_sink [IFEBENE R g, TTLUES
device_namez XZ¥, HUWF JLFPILEEE:

O pulse

O hw:0,0

Q) plughw:0,0
O surround51
O /dev/dsp

FR, KRGS, TRATR AT LA SR ik, URATI IR — B
AR, AR 8, R EE .

4 FEREAH SRS

FIHE, BAISHE UM AT, G — BT, XFMBHFR Y “Hierarchical
blocks”, ¥y “EROMEH”, TATRIERA. B FRRR, iR hEFARN. KBTS T
RIS,

filhn, B B1 Ak B2 BIBELE—i, 4LA— AR HierBlock. FIfi/& HierBlock [
i,

class HierBlock(gr.hier block2):
def init I(self, audio rate, if_rate):



$9% THRREMATA—GNURadio 261

gr.hier -block2. init (self, "HierBlock",
gr.io signature(l, 1, gr.sizeof float),
gr.io signature(l, 2, gr.sizeof gr complex))

Bl = blocks.blockl(...) # Put in proper code here!

B2 = blocks.block2(...) I Jn e

T

"

self.connect (self, Bl, B2, self)

AUEES, 2Pk, RES—MRERIFFRLN. ARZAET, WAk
wi B it O EAEA DB, EHEARARILFE L. _init OREA TS

) selfe {—PNSELURE self.

D ERBER ARR. TEXAM TR “HierBlock”.

D BN EE X '
D Haiem O L.

gr.io_signature J& H K 5E A S H s . B8 =S5

> Ui AN B B/ ME
D i AR B AR -
D IR D K .

M HierBlock XMol7 kK&, EMHIARZ float &, #it 2 complex &, #f AR Bl 5k
B2 "Rk T HHCERL,

{# H] HierBlock i, PRAS FH I AR H 1) 7 202 —FER

class FGl(gr,Eép_block):
def _ init_ (self):
ge-top block. init_ (self)
. # Sources and other blocks are defined here
other blockl = blocks.other block()
hierblock HierBlock ()

other block2 = blocks.other block()
self.connect (other blockl, hierblock, other block2)
. # Define rest of FG1

i w] LA HierBlock [R5 47 £ —/N42 4 hier_block.py 30+, #RJ5 LTSN

from hier block import HierBlock
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GNU Radio [f1#-FHA1R ZiXFER m i, thn:

gr-uhd/examples/python/fm _tx 2 daughterboards.py
gr-uhd/examples/python/fm tx4.py
gr-digital/examples/narrowband/tx voice.py

5. =HliRE
WP SO — A28, 1 grtop_block JRAEH KM . A4l EAE, Wifddzhlix A~ 208
). IBAT. 1EIEIR?

gr.top_block XA —LEpR B, TTTIXEETHE. BT M grtop_block R4t A AL 2
WA A RE D EE . R AhE Sk — N AR, AT RME A DL R X ek B, nEk 9-4 BT

*9-4 RIBIEIL—TRENEE

m e

run() LI o IR A2 AT T B 5 7 T 9ehR LT start(), ZAJ6 ] wait)-
S — BT, EREHIEA AR T I, REWE SIGINT 5%t
2451k

sant) A, SR, — BRI, SEE R

stop() ik —ANRErET

— s, HBTAIRIGERIES P ELT, SE R T stop 1%, M2a

lock() WE— MR, HEAEZH

uniock() fRBRBlE

ML

cla'ss my top block(gr.top block) :
def _ init_ (self):

»gr.top_block. init (self)

. # Define blocks etec. here

It . mame ' =="Siimdingats
my_ top block().start()

N

sleepr(S) # Wait 5 secs (E§_gm@g sleep was imported!) t
my_top.__.bfo?:'k_()_.s'—f-o—ﬁ?).-% ; / )
my top block().wait () # If the graph is needed to run again, wait () must be called after
stop .
. # Reconfigure the graph or modify it
my top_block().start() # start it again
sleep(5) # Wait 5 secs (assuming sleep was imported!)
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my_ top_block().stop() # since (assuming) the graph will not run again, no need for
wait() to be called

ERAGT . BREERE, RES 5 B, BIERARE bREEASPRE, &
HCEZE: BERRE, F5sH, 21k

PR 1A ETTE, e -EEGER TN, AREHKERE, EERBRZHZE, B
HEFRA. WW%HAﬁﬁﬁﬂmmhmMMymmﬂﬂm%ﬁﬁbmiﬁyﬁ KWeEf
—/~% 5 B #L blocks.multiply _const_ff.set k(), 1XA™eREHI k& B AN H & . RITRE Fiiix
MhEEF:

class my_top_block(gr.top;block):
def . indit  (self):
gr.top block. init (seTf)
. # Define some blocks
self. amp = blocks multiply const ff(l) # Define multlpller block
st Deflne more blocks

self.connect (e ., sélf-amp, ...) # Connect all blocks

def set_voiume(é%lf[”ﬁolumé):

self.amp.set_k(volume) -

if name == "'_main_ ':

my_ top block().start()

sieep(Z) # Wait 2 secs (assuming sleep was imported!)

my_ top_block.set volume(2) # Pump up the volume (by factor 2)
sleep(z)L# Wait 2 secs (assuming sleep was imported!)
my_top_block() .stop()

XA AT SR 2% i SUAE [ — N B self.amp, SRJGE T set_volume() R ¥ kA%
KA. TRAEITHER, A my top block.set volume(2)#l i LMEHIX 2%, RJEE
ZANRE.

KR EAERE A, RS AFERARTMMNE. in— Mgk r, BATHE
TR RS hOBR, RER, Borlfl. S2HERE. YRNERMAEFRAT S
H, TR, RERLUHFSEERBNT .

6. BFARHRE
WRARZ Python 4afE H I L K, JEHE KA Python K5 GUI, A4 iX 40N 2k vl LA
- SURTEN
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IEGNHT E BT 431K, GNU Radio R AN 2 —4% DSP B8ty )€ T Python ) ZhE. FTLA™Y
fH] Python "5 —%& UI i, #i7] LA GNU Radio FI7LER Itk . 5t 7T A Matplotlib 2% #
Qwt TH, 48455 n¥ifk.

I AR H R AR PUE R — 4 GUI, HF4 GNU Radio ©.4 AMRAER T —Le IR 2E, X e
KHEHET wxPython (1, — - FEHALAY GUI T A . @A wxWidgets, 77 25 A\ — 6464 .

from gnuradio.wxgui import stdgui2, fftsink2, slider, form
X A% A gnuradio.wxgui FFEA T 4 AMEER,  W1FE 9-5 Fis.

TO-5 FAM 4 NER

B 15RA

stdgui2 FEARME O LE

fftsink2 SR ANTE A T S, IR EhASHE B FFT (4 45 R
slider Rk

form HNKE

X Seti ], FRATIHEAT CAR stdgui2.std_top block AL grtop block, €& /N
HE M AR .

class my gui flow_graph(stdgui2.std top block):
def _;_init_;(s:elf, frame, panel, vbox, argv): . 7
' - stdgui2.std_top_block._ init__ (self, frame, panel, vbox, argv)
M EHXBEAETUES, WERETEAEZNSE: frame. panel. vbox. argv.
stdgui2.std_top block B/ T —1M&E N, WHE LT A TR, FRa] LLEEERE Fidsn
/N (widget). BiltnLLFIZLERRMF, WK 9-6 FR.

£9-6 /N
G2 tRA
frame 0. A LL#T frame.GetMenuBar() i i & [ {132 5
panel MR, &F— frame 2, #JHT%E wxControl fE{F
vbox T EHE. FSKTE panel txd e 0E
argv wAITSH

“form” IXMEABH IR LA R/ form.static text field()n] PA & A5 M 2 7R SCA
form.float_filed()FH TH#iNVF i %:; form.text field)FH T4 A\ L A; form.checkbox field()/2 i% %
HE. BEiE gr-wxgui/python/form.py Y5 RS ] LAFE 2 AT A B &1 .
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gnuradio.wxgui H iR AT I ARAF, FTRERDRE “AMASHEEE” 7. FARESEEA, £
— Mg B FB . A E M gnuradio.wxgui HHkIE — NG IE 1 sink SS9, EREAE AT
i S AT R IS, BERT LAAIZAS sink B BG5S HRGL. F fisink2 REAM T
from gnuradic.wxgui import stdgui2, fftsink2 . g

# App gets defined here ...

# FFT display (pseudo-spectrum analyzer)

my fft = fftsink2.fft sink f(panel, tltle—“FFT of some Signal", £t size= 512,, £
sample rate=sample rate, ref level=0, y per_div=20)

self connect (source block, my fft)

vbox. Add (my_fft.win, 1, wx.EXPAND)

if  name | ==\ main ': -t - § 1
app = stdgui2.stdapp(my gui_ flow graph, "GUI GNU Radio Application")
app-.MainLoop ()

XHEES T ffsink2.fft_sink f B, EHH— N SH0E panel, 1 panel X R1Eifd . B
ZANBHUEIXA FFT BEIFRE “FFT of some Signal”. G /LS H0UE S FFT A XM FFT &
¥ KFEE%, 1 connect &4 source block FlIXA4™ my fft BbERSE —iL. B/GHE my fit
1) & DA NE] vbox FIHESR Z 1,

AN EE L app.MainLoop()ig {T#2 K «

bR 1 gr-wxgui, FH 4 gr-qtgui, 2% T QT LMK GUI, tHIRHH.

9.7.2 WAI%wE H 2R C++iEiR

X A R TSR S [ O C+BER, B2 out-of-tree module. out-of-tree module
A E{ECA 9 GNU Radio fRISH 2 4b, B/ HCBIEISA, Kb 8T i,

AN TAEZHRFHRE? X4/R &P GNU Radio BLA HIFBEREBAS REME YR 18] B, 405E
H a2 F A FEnr, #7F% E A 21X F out-of-tree module T .

i, fEREs T B C S 2 B, B4 55 F| CGRANChttp:/cgran.org/ )M 55 E — F . CGRAN
FHREZE =LA, ENIAET GNU Radio RIGH, M2 BT KERSMGET K, Hp
HALZHAES . Bl FWE 9-7.
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Fx9-7 E=HKRE
A L]
gr-osmosdr Osmocom Il H i & f1)—%2 T H, 45§ RTLSDR. HackRF. bladeRF [f] source il sink
gqrx AN L M AE o TR
gr-adsb — & ADS-B &AL 7ERTTE U ADS-B %4 (515 v F Bl
gr-gsm TR0 GSM (551 T A
gr-lte PRI LTE (5 510 LA
gr-icee802-11 | 802.11 bRk A F2 7

I R IX AR th A RE SR ESR, At A CahFe!

- PHRAER S — & TAKM. 5%~ gr_modtool, X GNU Radio {71 TH,
FIR BB A A HACE SR AT makefile SCOF, AEARALAERBI S0 RIR#RS (A, wTLLEE
RIEV ORGSR EAR S gr_modtool 2B IR B E L AC BB, Rk, i SRELHGEH{k
FEREMRE, gr_modtool MAEMLAIE & 7o ES T BIBLX A IHI ¥ Kb, B A% fi o 1) ik
#.

F% T gr modtool, 4 CMake % T. HL &Kt /2 75 B 1.

1. B —4 out-of-tree module

module /& & £ /MEH R, g4, tbin gr-audio. gr-digital #f/& module. [F i,
B — module, B4 —ANFHY gr-xxx.

REGXH B E TN “howto”, FEFTEAFHMACIIMIERTE T, AT

$ gr_modtool newmod howto
Creating out-of-tree module in ./gr-howto... Done.
Use 'gr modtool add' to add a new block to this currently empty module.

ERAPEXT, M/ E— 4% gr-howto Y HK. HANRXNH¥x, TUERETRS
F HFAZ A '

$1s8
apps cmaka,CMQ&QQJ}§£§MGS*‘EX%@19.S grc include 1lib python swig

lib HFH A C+/C ARBE X C+H/C 113k U ILAE include H % F: python H %R
Ht A& 7718 Python CAFf .

GNU Radio [ C++HERAEWLE Python T, ZFIAH SWIG (Simplified Wrapper and



$9EF RKLLEHRIEBE—GNURadio 267

Interface Generator) [K1# ), ‘& /& C++Al1 Python 2 8] (iIHFR . IXEMFRARHD A7 TAE swig H 5%
o BRARECR A m A MBS, BT I AEEM swig H R TR, gr modtool 2 H zh4Ed"
lZi i A

R S BT R H 8 GNU Radio companion F 8, AB A EAE gre Ha RN
— 4 XML fRf5.

’

docs H 3% HIR A7/ Doxygen 1 Sphinx 7= 4= (1) 85 B 30k .
apps H 3% H g — e 5p 8 Al AT REF, A install Z23& 0] £ %435 % GNU Radio H’J%%Ei?

examples H 3% 7] PAF BT BIREF o ﬁ@ﬁ’]ﬁﬁ%ﬁi‘ﬂﬁ“ G, AT AR PRI 1%
ST A ,

cmake #i A& CMake BEFHIIH® T . B4, #AHIE FHA CMakeLists.txt X .

2. B E— R square_ff

X —IRATEAE gr-howto FR4H B[ G 58 — AMBEER, 440 square ff. X MEERTHEER T
FANEAE T 7, AN SR AN —ANF g, 7R U X AN e, R
REL PrLU%HE GNU Radio Hfir 44 216, BEERAFRN G 42

(1) Bl —A 2 itk R ,

B4, R gr_modtool % S SCAFAEAR, /2 Se e bR X B 2R 45 ek, (b REH FIH
FAHNE. {E gr-howto HE T, 47!

gr-howto$ gr_modtool add —t'general‘square;ff

GNU Radio module name identified: howto

Language: C++ g

Block/code identifier: square ff : o
Enter valid argument list, includlng default arguments -
Add Python QA code? [Y/n] :

Add C++ QA code? [y/N]

Adding file 'lib/square ff impl.h'...

Adding file 'lib/square ff impl.cc'...

Adding file 'include/howto/square ff.h'...

Editing swig/howto swig.i...

Adding file 'python/ga_square ff.py'...

Editing python/CMakeLists.txt...

Adding file ‘grc/howto_square_ff.xml'...

Editing grc/CMakeLists.txt...
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FRAE P BRI SR AT 1B . AR T, BASAZE, SUAh AR BRI T, [
SE—BRIEE, BJarA T RAIHOT AT X XL S O AR .

(2) DA HE 2 d 2

TERTRIER B SRR M AE ez f5, BT DA S LR AR T . (H, sRZUE BRENHK
REGE K, PAAKHES wAE, R —afi — ek, MEEE. rdies —&
QA ff%, $T7F python/qa square ffpy, kLA FHHKACAS:

from gnuradio import gr, gr_unittest
from gnuradio import blocks
import howto swig as howto

class ga_square ff (gr_unittest.TestCase):

def setUp (seif) :
self.th = gr. ‘top. block. () L Ly
!
def teaquwn (self):' g
self.tb = None

def test 001 square ff(self)
src_data = (-3, 4, -5.5, 2, 3)”
expected result = (9316, 30,25, 4, 9)
src = blocks.vector source f(src data)
sqr howto.square ff()
dst = blocks.vector_s}nk_f()
self.tb;conneét(src, sqr)
self.tb.?onnect(sqr, dst)
self.tb.run() .
result data = dst. data()~u e ,
self assertFloatTuplesAlmostEqual(expected result, result data, 6)

Il

it name g-=“ maln it o e
gr unittest. run (ga_ square ff, Mga square ff xml")

gr_unittest ZFRIER] Python F24H “unittest” ff— N . gr unittest AN T X SR 3L
PSR, B LU N R (Eﬁl) R BITUIAESF . Unittest 22 H R BIPTA B “test_” I3k
(€ Python F£f7, J£ HHAT-

HPATIEANIAFEFRS, gr_unittest.main 2 ZeflK setUp, 2RJEHAT test_001_square_ff,
A AT tearDown.

test 001 _square ff G T —N/INEIRE, & =178, blocks.vector source f(src_data)ffi
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src_data FREAE R E, ENFEIER source; howto.square ff A& TR AT 4T Ik A AR e
blocks.vector_sink_f HIR Y% howto.square ff ()it
AT run() SR BOZATIXAN A, BEETA IR TR ZAEFh A AR R, A
S I AR 2 AN AR '
(3) JFih%S C++UhY '
BAERANIA T — R, TP g S CHRES T . gr_modtool CZ74E | =4

JCfF: lib/square ff implh. lib/square ff impl.cc # include/howto/square ff.h. FRATFHE B
RAEEX =

B, ekt BARAOIT AR T, FrAEr Lkt se e R uiss. R, ©
4 lib/square_ff_impl.cc X ff. gr_modtool 7E 7 EAIRALMIALE, I T <t+.. +>HER:
i 4 ; . ( e

* The pfivate céﬁs;ructor ] : 2 i B
: */ S x ’ . A
square_ff_impl::square_f}:impl()
: gr::block("square ff", X ,
gr::io_;igﬁazure::hakét<+MIN_IN+>, <tMAX IN+>, sizeof (X+ITYPE+>)),
gr::io_signature::make (<+MIN_-OUT+>, <+MAX_OUT+>, sizeof (<+OTYPE+>)))

{} g

HERBARD, <+ >R T BB . square_ffﬁ‘]ﬁﬁ)\ﬁﬁﬁ%; MEREL R
—NEREL BT IE R BRZ S BOX A

/*

* The private constructor

*/ e

square ff impl::square ff impl ()

:-5;;:block("square_ff",

gr::io_signature::maié}l, 1, sizeof(float)),
gr::io_signature::make(l, 1, sizeof(float)))

{}

MiERBN R, RO ECF A EAT MG TE. iR BaR Mt 2 B, R
JiFE. FIEIE — T forecast()ER %

void
square ff impl::forecast (int noutput items, gr vector int &ninput items_required)
{ .
ninput items required(0] = noutput_items;
: :
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forecast() PR AL OVE A, 5 UFIAE RS, 277 E noutput items fii i 75 22 £ AN item. {E
AN, N AN BOE ARG . ninput_items required[0] 1K /¥ 45 0, R EH —1
i 1o WISHARAT M4, BJLLE— K griblock. grisync block. grisync decimator LAAz grissync
interpolator [{JJifi, A4 forecast()pf HUBKIA MR BIAKES . Forecast()rf K 2 B HOE R A H
HEMT A,

o, BAVKE— NN general work(PA%L, X2 H BT 5 S PRI

int
square ff impl::general work (int noutput items,
gr_vector_int &ninput_itemé,
gr_vebtor_const_void_star &input_items, =
gr vector void star &output_ items)

const float: *in = (const float *) input_items(0];
float *out = (float *) output_ items([0];

// Do '
for (int i = 0; i < noutput ttems; i++) {
out[il = infil * in[il; e

}

// Tell runtime system how many input items we consumed on
// each input stream. h
consume_each (noutput_items);

// Tell runtime system how many output items we produced.
return noutput items;

} ’ 5

STWUBE, 75 general workOH¥LH, i —MEEHEIMNGEA, 5 — MEEHIE ST,
WG for MEFER— T S EUR G . AP HIIRAER R, PR %
Bl LATRRSER T -

(4) H CMake % A0S
ERXMEARTERRXT, /& build Hsk. #RJ5H CMake %i¥ .

$ mkdir build # We're currently in the module's top directory

$ cd build/

$ cmake ../ = # Tell CMake that all its config files are one dir up

$ make # And start building (should work after the previous section)

K52 7E build H 3 FH4T cmake [, X H B A build tree. install tree, B %% H 3%,
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J& ) — /M E Sprefix/lib/$pythonversion/dist-packages. ' $prefix /& CMake 7F fit & 1l F2 ri% &
1, ERA N/ ust/local/.

un L& H PyBOMBS %44 GNU Radio [f1, A4 BRIA K %22 H 3% 2 target/. BEI , B2 { CMake
BB I install BRA2 AL IERAM . 75 EP0AT T THI A1 -

$ cmake -DCMAKE INSTALL PREFIX=<target dlrectory> ../ # <target directory> should be the
configured PyBOMBS target fia

{EPAT 76 make Z )5 . QR B A AETRTIR I, 7 build H 3 F#i™4E T libgnuradio-howto.so
SO, RAAT make install B, IXEESCAE A28 DLE install tree H.

(5) A
AR B HE R4 1) Al ELIEAAT make test.

$ make test

Running tests. :

Test project /home/tesE/workspace/test _oot/gr-howto/build
Start 1: test howto -

L2 TesEF 1SRt st DD ol = oo S inaegs Jotei ey s sl)s st & Passed 0.01 sec
Start 2: ga square ff

2/2 Test B2 gal Sonars VEE LT rusibeicalas o it siinie Passed  0.40 sec’
100% tests passed, 0 tests failed out of 2 e
Total Test time (real) =—0.41 sec
VR Z A BIMR L DX BRI IE R4S R
fEtn 'S MRS A 41, HLAndE outfi] = infi] * in[il; 5K T out[i] = in[i];, &AM FHiEH.
[ EREME? BARIAT make test (HTTLAH ctest) At4 k.

$ ctest =
Test project /home/test/workspace/test oot/gr—howto/bulld
Start 1: test_howto

1/ 25 Teah T EIRCEE MOWED ! &t da ke o s oo &8l ans Sl Passed 0.00 sec
Start 2: ga square ff i
2/27Test #2: 'gda souare TE .\ ol skhis e ok Ar¥pailed 09 ssec

50% tests passed, 1 tests failed out of 2

Total Test time (real) = 0.19 sec
"

The following tests FAILED:
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2 - ga_square ff (Failed)
Errors while running CTest

SR qa_square_ff BN E AT @I . A3 T RTINS ? JA 10T LAESAT ctest IF L
-V fl-R B4, -V KR verbose #iithl: -R FHIMZEE R, KA KEE TR A 2
et AT . ctest—V —R square #f %7~ HIZ1T qa_square ff X ANAH], fin i 8 2 05 2.

$ ctest -V -R square
UpdateCTestConfiguration
from :/home/test/workspace/test oot/gr-howto/build/DartConfiguration.tcl
UpdateCTestConfiguration
from :/home/test/workspace/test oot/gr-howto/build/DartConfiguration.tcl
Test project /home/test/workspace/test oot/gr-howto/build
Constructing a list of tests R
Done constructing a list of tests
Checking test dependency graph...
Checking test dependency graph end
test 2

Start 2: qa_square_ff

2: Test command: /bin/sh "/home/te§i/werkspace/test oot /gr-howto/build/python/ga square_
ff test.sh"

2: Test timeout computed to be: 9.99988e+06

25 F

2 ) -

2: FAIL: test 001 square ff (_ main_ ,ga_square_ ff) N

2y e i R e e e i ¢ g, TreNE TS e g : P T

2: Traceback (most. recent call 'Tast) s

2: File "/home/test/workspace/test oot/gr-howto/python/qa square ff. py", line 44, in
test_ 001 square f£f

2% self. assert?loatTuplesAlmostEqual(expected result,~result_data, 6)

2% File “/usr/local/llb/thhonZ.7/dlst—packages/gnuradlo/graun1ttest.py“, line 90, in
assextFloatTuplesAlmostEqual

23 self.assertAlmostEqual (a(i], b[i], places, msg)

2: AssertionError: 9 != -3.0 within 6 places :

2 A

25 e e e e e e e _
2: Ran 1 test in 0.00%5 ; : }

2 )

2: FAILED (failures=1)
1/1 Test #2 qa_. square ff ..:;..:‘,.J....:.....***Failed 0.16 sec

0% tests passed, 1 tests failed out of 1
Total Test time (real) = 0.17 sec

The following tests FAILED:
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2 - ga_square_ff (Failed)
Errors while running CTest

MEH IS BT AR R, A 9'=-3.0 R, T2, O T LAE fr F38 548 B EHR 1. VE
B, XHEERZ Python iE 5 XANEIRM, M%Eﬁﬁcﬁ@ it e A 77 i

3. BIRE MERR square2_ff

W IEAG S EREANE, RAERMEREAPRINE M, 48 square2 ff. &
(I THREIR S — MR square ff —FF, #MRIUMEFHE. ARMEZ, FRATELL grasync block j\J
Elid', JRA: X AR

grusync_block /2 — A gr:block JRAEHKHIFE, “sync” RNER—NRF IR, - B
ok, MEENMAMLERZ 1. WRERKAR 11, MEHRNTE, 48
sync_decimator il sync_interpolator, ‘EfiT/&M sync block JRAEH KR, 47l T REEE G
BO FJt g GEED. ‘

9 sync_block #5E THIAMIH SRS, FUVE LG ninput_items B8, L2450
consume_each() &%

HEHREF IR, S RAE RIS, 82K qa_square_ffpy, #IN—NHrAIAER R H. XA
RR PR T 2FA—FE, NAIR test 001_square ff %%é—ﬁ%o

def test 002_square2 ff (self): il & il !
sze_data = (-3, 4y/—55,-2; 3) .
expected result = (9, 16, 30.25, 4, 9)
src = blocks.vector source_ f (src_data)
sqgr = howto.square2_ff()
* dst = blocks.vector_ sink_f()
self.tb:connect (src, sqr, dst)
self.tb.run()
result data = dst.data() ~
self. assertFloatTuplesAlmcstEqual(expected result, result data, 6)

RiG, 1 gr modtool F=AEREMR L. A4 QA iE, HEARMCLE M
ga_square ff.py H 7.

$ gr_modtool add -t sync square2 ff

GNU Radio module name identified: howto

Language: C++

Block/code identifier: square2 ff

Enter valid argument list, includinq default arguments:
Add Python QA code? [Y/n] n

Add C++ QA code? [¥Y/n] n
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Adding file 'lib/square2 ff impl.h'...

Adding file 'lib/sguare2 ff impl.cc'...] b
Adding file "include/howto/square2_ ff.h'...

Editing swig/howto swig.i...

Adding file 'grc/howto square2 ff.xml'...

Editing gre/CMakelLists.txt...

BEi, 47T square2 ff implee, HiexRIE S square ff impl.ecc BEA A, BIATRIE
& grusync_block. FRATE T EE NS 5 3 2.

/*

* The private constructor

*/ - =

square?2 ff impl::square2 ff impl()

: gr::sync block("square2 ff",

gr::io signature::make(l, 1, sizeof (float)),
qr::io_sigﬁature::make(l, 1, sizeof(float)))

{1

/* '

* OQur virtual destructori—__

i

square2 ff impl::~square2 ff impl()

{ - —
/ =,

int

square2_ff*impl$:work(int noutput_items,

gr_vector const void star &input items,

gr_vector void star &output items)

{i ; ;
const float *in = (const float *) inpuf items[0];
float *out = (float *) output_items([0];

/! Do g
, for(int i = 0; i < noutput_items; it+) {
out![il = in[il. * $nfil;
}
‘ ’ <
// Tell runtime system how many output items we produced.
return noutput items; ; N

} oy el e

square2_ff impl::work [FIHIASE P #A gr_vector_int &ninput_items, [ H#& 4 forecast()
g

R BRI — rUR, MR MBS AR, ATE D SR T B R, AR AT B
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H] set_history() e& #is & 7 L HE IR . EIEBCAR R, IR ZIXFEE T, annn
B % T4, S ERE 71 & T-N (5. #IanfE pfo_arb resampler ccc_impl.cc 1, f—
7 h:

set_history(d resamp->taps _per filter()); g i e

REREZHECTIRER T, 7 L (0 8o 2 /> BA5 T 1 S Mo

set_history(d_resamp—>taps_per_fiIter());

ez )E, T

$ cmake ../
$ make
S ctest

RIS AR R B T .

4. HEBRFNE GRC BHHBET
I RBAT make install Ay, BT 8RB 2 b8 TR 2% HRR L (HRA S HILE GRC
s MRAEE GRC HAEA B, T EH gr_modtool %N XML fXf5.

$ gr_modtool makexml square2 ff

GNU Radio module name identified: howto =~ . . i
Warning: This is an experimental feature. Don't expec y magic.
Searching for matching files in lib/: ¥
Making GRC bindings for libssquare2 ff impl.cc...

Overwrite existing GRC file? [y/N] y

FERER MG T, gr_modtool J 2 GIEE 7 AARSAMR, &7 %X XML AR 272 %K. (B,
BATRERZ AN FERAERKE R T, UATFESSH T T & — F gre/howto_square2
ff.xml -

<block>
<name>Square2 ff</name>
<key>howto_square2 ff</key>
<category>HOWTO</category>
<import>import howto</import>
<make>howto.square2 ff ()</make>
<sink>
<name>in</name>
<type>float</type>
</sink> ‘
<source>
<name>out</name>
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<type>float</type>
</source> - ¥
</block>

I, BT B ERIEE GRC 1 1. T

$ sudo make install
$ sudo ldconfig

T, BATATATE GRC PHEIE T . W GRC & TIEFETHPRE, Aidi “Reload”
PR, R DB R B N Bk . W LAE R, EA NSRS, 4 “HOWTO”
BLEH, Frpofg — AN “square ff”.

B Ak, TS B O CHEBE A AT T .

B g5 — T G — MR D 3R
(1) BIEH4: gr modtool create MODULENAME
(2) PP IS gr modtool add BLOCKNAME
(3) 4% H%: mkdir build/
(4) 47iF: cd build && cmake <OPTIONS> ../ && make
(5) #Mik: make test 5% ctest, B ctest —V
(6) %685 sudo make fnstal

(7) Ubuntu fH /7 T ZEHINEZESCAF: sudo ldconfig

9.7.3 W{I4SE B2 /Y Python &R

E—TN AT EFRS CHEER, HHWATLAH Python K5, 1E9.7.1 Fith, 7 —H
KTk, FRBSRARmESR., 52 AR ME, EHBRITENDAH Python if 5 RKMmSE —ME
B,

Python & —MBRAIES, FTUVE MIBITHCER BRI . FEMAERHX M, 2%
FE 2 A Python J2 15 BEHH 2 T HMERERI 2K,

FAVELEZ AU A howto B s II— /N H Python 5[] square3 ff #kt. HL, 45l
RARAY, 4kLETE qa square ff.py TN .
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from gnuradio import gr, gr_unittest
from gnuradio import blocks

import howto_ swig

from square3 ff import square3 ff

class ga_square ff (gr_unittest.TestCase): ! e o e e e e WY

def setUp (self):
self.tb = gr.top block () h ; ‘

def tearDown (self):
self.tb = None ' : «

# [...] Skipped the other test cases

def test 003 square3 ff (self):
src_data = (-3, 4, -5.5,72, 3)
expected_result = (9, 16, 30.25, 4, 9)
src = blocks.vector source f (src_data)
sqr asquafe3~ff ()
dst = blocks.vector sink £ ()
self.tb.connect (sre, sqr)
self.tb.connect (sqr, dst)
self.tb.run _()
result data = dst.data ()

self.assertFloatTuplesAlmostEqual‘Yexpectggr;esult, result data, 6)
—

el
if mname == ' main ': ] '
gr unittest.main () —

X B A AR SR AT I B B L& —HE . AEKRZ, 7ERATTE R import #4r, FHESFA
XA~ Python #i#t, %I Python 27 £k A 3 square3_ff.

from square3_ff import squared ff

RIG, SERIAR., [ er modtool T EIFIMIX ML,

$ gr_modtool add -t sync -1 python square3 ff

GNU Radio module name identified: howto

Language: Python

Block/code identifier: square3_ ff

Enter valid argument list, including default arguments:
Add Python QA code? [Y/n] n

Adding file 'python/square3 ff.py'...

Adding file 'grc/howto square3 ff.xml'...

Editing grc/CMakelists.txt...

PR K, fB0Y python/square3 ffpy SCIF, B2 G Ni%AE T X FER:
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import numpy
from gnuradio import gr ¥

class square3 ff(gr.sync_block):

def indt (self):
gr.sync_block. _init (self,
name="square3 ff",
in_sig=[numpy.float32],
out sig=[numpy.float32])

def work(self, input_ items, output items):
in0 = input items[0]
out = output_items[0] .
# <tsignal processing here+> i
out[:] = in0 * inO0
return len(output items[0])

BROCHHSERxEEL, ATRAERERAMERE it ()); MENESAMS DT RE, #2
numpy.float32; 47—/ work() ek %4

XA 240 0, B84 M Python 35 & #38 MiZ /2 X FEAY:  [(numpy.float32, 4),
numpy.float32]. XFRRHA (BHH) AR, HPE—PuamigrmERE, b4 N7
SR R A B A O R — N s

fEf RSy, ) output_items BAEY, —E B AL LRIESRF, (RUEXAESS DUIER.
FRATAI RIZ AR

$ ctest & o -

Test project /home/test/worﬁspaée/test_oot/gr-howto/build
Start 1: test_howto P

1/2 Test #1: test howto
Start 2: ga_square ff > : - S

2/2 Test #2: TRl T: 3 St e A A A | e (ot gt X Passed 0.17 sec

............ c Sy s - e PR Eed 0.00 sec

100% tests pgssed, 0 tests failed out of 2
A A
b5 CHHBURERL, Python Mt # LR AAY,

) grsync_block
2 gr.decim_block
) grinterp block
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J gr.basic_block

th4 forecast(). work(). general work()ER%L, ‘EATHIAN A S HUCE S R HIXFEMI A

def work(self, input_ items, output_items):
" # Do stuff il = !

def general work(self, input items, output items): 5
# Do stuff \

i3t len(input_items[PORT NUM])AT LAZK 15 4 A Kk 14 %

?'Jlﬂ:jlll” X HNERAANHET T - WRERE—LIVI2EE, MEREEERE TEEAR GNU
Radio 4mF2 .

9.7.4 EKKBHTAE

AT 24 7 —45H] Python %i 5 19 QA AT IR 77 X B S/ 21— Se H A ) i
K77k, HARNGUMILE RS, HREERHAMHKTTE.

1. £/ GRC FRYIAIXER

IR GRC KIF RN, WABEBER GRC i — L HGIAT 1R 7 (1.
i i AL Oscilloscopes sink. number sink il FFT sink, (11X 44 sink AR 3 R 2
AR e ) E i N 1, R ET AR BT . BlE e A . MR] DUR BOW ML BB
W2, AT FIT X AR B HHR -

YA E R, AT X AU AR L) sink Bk, WARBRATEE, W o] LU
i, .

2. BB S REF RIS HF

G SR ER BR8] B T A B AT, T B A RO R R A RIS R, AR A L
fit TR AL M. H MK TABAHA GNU Radio. Octave. SciPy, i&f5 MATLAB.

PP B B R Mk, BURERER|— A file sink £, ELIELEIX B EIE i
FlfRE R

MBI CHRLH P RIS, R MR AR QA ARASAIFT BN H ke s R 4 R,
HABAHEELHATAT .,
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3. F gdb ik C++48HR

{E Python fUi%H, {£ import Z J&, FTENHBERE id, HEEFFREALRI N o BERS 4T IF 55 — N6 1,
Lf_?ﬁ gdb, HFEHRE id, FEMREEZA Python #EFE L. ARG, o LAYEAT &L B 5L W7 A
BTV T . G5AGRRI, (B3 Python FEFE G 1, 5 o T BBl v LAk S35 1T .

FA 14k AT square2 fF (961 TR 34RTMIR . S65 —/MAT LI GNU Radio KR«

win Testing GDB, yay "mv

import os
from gnuradio import gr 8 A
import howto '

class SquareThat (gr.top block) :
def __init__ (self): :
gr.top_block. init (self, name="square that")
self.src = gr.vector source f ((1, 2, 3, 4, )*5)
self.sqr = howto.square2 ff ()
self.sink = gr.vector s;nkufu
self.connect (self.src, self. sqr, self. sxnk)

def main () :
nwun go, gol go nwun
top_block = SquareThat ()
top_block.run()

TE names’ | E== Sl RS
print 'Blocked waiting for GDB attach (pid
raw_input (' Press Enter to continue: ')
main () : ) . ri

%d)' % (os.getpid(),)

SR I howto #E4LFH debug Hix # 54 1% .

$ cmake, .. ~DCMAKE BUILD TYPE=Debug
$ make j
$ sudo make install

BT Rt T LRI A T o (B R A S0 1 4 9 test._adbpy.

$ python test gdb.py RS

Blocked waiting for GDB attach (pid = 27049)
Press Enter to continue:

vy

VERFRE Pl ok, SfPAtMAZ F Rkt TR, RIWTHS P LumEn.

$ sudo gdb -p 27049
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7EE, Ubuntu F P00 sudo A A BRI R. IS, gdb £{51E Python F&FF {51 7 .

Loaded symbols for /usr/local/lib/libgnuradio-howto.so
0xb7755424 in _ kernel vsyscall ()
(gdb)

RGBT, HEW R EE workORRBUX B . fRAT LA Tab @ EHZNHR KRBT . WUF
WimZiE, BN c, BEBITENMEF. i

(gdb) break gri:howto::square2_ff_impl:;work(int, std::vector<void const*, std::
allocator<void const*> >&, std::vector<void*, std::allocator<void*> >&) {
Breakpoint 1 at 0xb5620d8a: file /home/test/workspace/test oot/gr-howto/lib/square2 ff
impl.cc, line 60. 4

'(gdb) c

Continuing.

#A 7€ Python 27 & 1, MWEEEEMA—IEMN, ERFHEET. KB, 7F gdb ik
A& O AT LG B RS R, FEAEE workOBRBMON DAL B . 8 FRARB AT LAR gdb
(1) &Fh 2T T RATATDARBIAT, FTE—LeAs il BpHetialr, BE% k.
iBH gdb iR,

(gdb) c e

Continuing. 3

[New Thread 0xb3d3bb40 (LWP 10827)] P - a2
[Thread 0xb3d3bb40 (LWP 10827) exited] it

[New Thread 0xb353ab40 (LWP 10828)] !
[Switching to Thread 0xk353ab40 (LWP 10828))

Breakpoint 1,<§r::howto::square2_ff_impl::work (this=0x8604680,
noutput_items=20, input items=..., output items=...)
at /home/test/workspace/test_oot/gr-howto/lib/square2 ff impl.cc:60

60 const float *in = (const float *) input items[0];
(gdb) n

61 -~ float *out = (float *) output_items[0];
(gdb) e

64 for(int i = 0; i < noutput_items; i++) {
(gdb)

65 out[i] = in[i] * in[i];

(gdb) n

64 for(int 1 = 0; i < noutput items; i++) {
(gdb) n i

65 out[i] = in[i] * in[i

(gdb) print in[i] o

$6 = 2

(gdb) print out[i]
$7 =0
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(gdb)‘n

64 for(int i = 0; i < noutput items; i++) { b
(gdb) print out[i]

$8 = 4

(gdb) ¢

Continuing.

[New Thread Oxb2bffb40 (LWP 10829)]

[Thread 0xb2bffb40 (LWP 10829) exited]

[New Thread 0xb23feb40 (LWP 10835)]

[Thread 0xb353ab40 (LWP 10828) exited]

[Thread 0xb23feb40 (LWP 10835) exited] :

[Inferior 1 (process 10820) exited'normaliy]

(gdb) quit o e

OK, i EXFERITIE, #nl LU sk 1.

A —FER 2R FIH core dump SCfF. AR (RS HBUXFERITEOL, BEFEIERIZITH
HE, ATRER] gdb BUBHATIN EIBA . KRB gdb B TEREARE, B EE A
Plez ik tiok. SEm, Hiwl LA core dump (75 SR Wik

BT EH core dump (FEERIMEM FERZEHID. A ulimit -a 2 &EE YATIRE.

$ ulimit -a
core file size (blocks, -c) 0

==k

BANEXNZEOE N TR K
$ ulimit -c¢ unlimited
$ ulimit -a i
core file size (blocks, -c) unlimited
ﬁFLfohﬁﬁf?: , LA FE S H ki ?JEA‘Eé{J’IEi"FFEE*AZ»ﬁcore ay # core.PID
(S0 MK core SCHFII4 P& core. 12345, BB IN#E gdb.

gdb /usr/bin/python core.12345

R AT
i stack § ’
BRFEFIAT R

E‘fﬁ%ﬁ%ﬁﬁémﬁiﬁ* BTG R FPAEAE AR R TR, fiskrf (5 S48, P
A — R AT BRI BT AR F IR 72 & H GRC H ) sink #5880, o [a) 55 6 47 A0 core
dump X f¥.
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9.8 3EAIRIE—OFDM Tunnel

IX— K FELEVH#E GNU Radio H W f1—/ Mol 7——OFDM Tunnel. XI5 A A2 2010 5
1, BILEE (2016 4F) RS54 AR LUIE A N, (B ARGEHE 3, ANFE AT AR .

Tunnel /& GNU Radio HRZ I T . Tunnel P, Hb—NEEF GMSK I

( gr-digital/examples/narrowband); 75 —/N&F OFDM (¥ (gr-digital/examples/ofdm). ‘E1f]

L EM MAC E/ K, $RE— A EHLE Ethernet $2 11, (EE3ET 1P 19 &-Ff B F FE PP B )
PIOIN#RAEIXA Tunnel L, E#&—MEE, AT,

FAERAPIIET — F GMSK Tunnel! (M| FH2A7 MM MR R, OFDM Tunnel 47
ST HEFEEAR). :
(1) FPA~ USRP 43 50n b+, BImdATHE 7 A RFX900, RJFEEEIMEG PC L.

(2) fEPC A LI, fFIHMAN L& fEH DM RumEOH, BMATImE:

$./tunnel.py —-freq’93er--bitrate 500k ~v

B EVFFEFFAE 930MHz L 37— N E# 0y 500kbps (UIERE, M EHEAN L&
fa S Bl 5 A, EE A LImE AF, A

$ ifconfig gr0 192.168.200.1 { . ' e
EREBRAEND g0 Bl E —4 1P Hihl 192.168.200.1.

(3) fEPC B L, fFTHMANZmE O EH— i 0%, A
$./£Gnnel.py -—freq 930M —-bitrate 500k -v

XFE, PC Bit2 5 PC_ A —Ff, 7F 930MHz A —4> 500kbps ¥ 2558, W&
ARESAHIIEAS . 8 A MRIRE O, B

$ ifconfig gr0 192.168.200.2
‘B4 PC B gr0 BCE T 55— 1P #thhk 192.168.200.2, LAXH)F PC A,

OK, FEFFIafTiERZ/a, f£PC_A MS—M&IeE HF, BATMEE Bl TR Eqm -

# ./tunnel.py --freq 930M --bitrate 500k -v

" i&1T GMSK Tunnel X i 51 P9 7 K £ Alalelddin Mohammed R+ 16 3 Studving Media Access and Control Protocols.,
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>>>.gy fir fffz using SSE

bits per symbol = 1 s ¥
Gaussian filter bt = 0.35

Tx amplitude 0.25

modulation: gmsk mod

bitrate: 500kb/s

samples/symbol: 2

USRP Sink: A: Basic Tx

Requested TX Bitrate: 500k Actual Bltrate. 500k

bits per symbol = 1

M&M clock recovery omega = 2.000000

M&M clock recovery gain mu = 0.175000

M&M clock recovery mu = 0.500000

M&M clock recovery omega rel. limit = 0.005000
frequency error = 0.000000 V

Receive Path:

modulation: gmsk demod

bitrate: 500kb/s

samples/symbol: 2

USRP Source: A: Basic Rx , :

Requested RX Bitrate: 500k o LRy

Actual Bitrate: 500k i e Tl
modulation: gmsk D s ’ ‘ i ‘ =
fregs ogdM -l e e T s ke e
bltrate: 500kb/sec ‘ I f e
samples/symbol: 2 | ™
Carrierisense,thxeshold: 30 dB

Allocated virtual ethernet inﬁerface:_gfo = ;
You must now use ifconfig to set its IP address. B.g.y
1 A i <

$ sudo ifconfig gr0 192.168.200.1
Be sureito'usé a different'address in the'saméaéqbpetqur each machine.

Txe Ienifqyload) 90

Tx: len(payload) = 54 ‘ , e
TXr:len(payloady;= 153 | e o

Tx: len(payload) = 82 ,
Tx: len(payload) = 235 4}J
Rx: ok = False- len(payloadT””’235 L
Tx:~len(payload) =178 |

Tx: 1en(payload) = 235

RIFRXHMMEEUI T PC_A K& T JLMEHEE, KEDHIEU T, W T

235 PR E, (HRRREERIEHIRN .

—MKEHN
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9.8.1 ZEZIEEF0 MAC MBI+ BX

Wi 9-21 Frzs & Tunnel [ RZHEE . Tunnel FI4HEE RS, By LA — AN 2R AT
(sensing probe) — i HaIfK, 56 R AR B LA 30 37 PP A e 4, LA R 3 3t e S 00 1 =14 i
GERAEZT . MAC JZ£&—/%ET CSMA (Carrier Sense Multiple Access) i #.[ MAC 2.
MAC 25 PHY JZ 2 [a)4&3% )2 —ANE 1P AL SR B 7 —sfu S A e ) S 40 .

Virtual Eth | ’
interface -

/r {j} IP packet h
5 CSMA MAC layer _
3 Fa
14
% PHY |

ayer
& Y
Transmit I Receive Sensing
path path probe

USB interface “

[9-21 Tunnelﬂ’ﬂ%%ﬁ@
P 9-22 HiHA T —A TP HdE A2 w760 s MAC HEaH .

( Data J

| Data ] CRC4B J
l Header T Data I CRC } x55 ]

4 Bytes\a’\ \ x Bytes 4 Bytes 1Byte
[
4

| Whiter offset ] Pkt_len | Whiter offset | Pkt_len
; 4 Bits 12 Bits 4Bits 12 Bits

K9-22  IPHHE A BIMACHHE BT BidFE

B, IP BIEAHMET 4 FHORKEHS, B2 CRC32. A, FUEHs ML CRC
LLRFF R AR (x55), b OfLAbE, (EREARE ALY mstE. &5, mE—1 4
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FHREL. BREOEHMEE: AhSE 4 RAIEEE K 12 . BKH TEERIE
M7k, CAEINATREVE. FEM, 7R MAC $dn st B e T .

9.82 WIEE

T il LA OFDM Tunnel A5 k#4758 )2 .

YK OFDM Tunnel & SEHIHER, WP 9-23 fiors.

»  Ofdm_mod % > scale ! » To usrp sink

FFT > ’E"F‘,’ »{ scale LT-

[€19-23  OFDM Tunnel & S HLHE &

fE transmit_path.py 1, 154):
self.connect (self.ofdm tx, seif.amp, self)
B L S A ofdm tx £/ ofdm mod % amp & — ik 2.

HE ofdm_mod % — T, HLALHLE ofdm.py A .

7E ofdm_mod ', HdEtu %t — send pkt(O)E%L, e MAC W4T FE.
send pkt (self, payload=', eof=False)

SR MAC A8 e — A BB A
self. pkt input.msgq() -insert ‘té.{iA(ﬁé’g)

JE T[] ofdm_mapper_bev F5ERA BAF A HL H 5045 £, #R4% OFDM i il (1) S HOme it e — A4
OFDM 5, FRIEF|GEME, HINATSF5] (Preamble), #E4T IFFT 283, ¥R I
(Cyclic Prefix, CP), H)a % — FiRE, Kikd k.
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X BRI — T2, 7€ ofdm mapper Z fG2ME MR, TEXZTEE AN SR
51| (message queue) 5 MAC ZHkRIE M. XMEETAMER “FEH” MAC JZHEE (i
HEdRBKAE), BERGnt b 207 W EERE . XFhER T 08— MR 16
¥, HES%.

TP B L1 9-24.

N,-/céu_;am
r ™. MAC

%
g o 4__/
Sensing
e Ofdm rx probe
P >
» To sensing

{ 3
1

Nal Pkt extract Null sink

demod )
p ‘v Watcher pkt  —+—# To MAC
Frame timing signal Msg
%

ueue
q A

‘_/

—»  dewhiten }—» Remove » To MAC
' CRC :

P

— # To sensing

1
J — _sync >
Pkt dat
T filter v sampler w Frame =
et

= acquisition >
Frame timing - Frame timing
Nco signal signal
—p Sig_mix

[¥]9-24  OFDM Tunnel#2Ii HLHE [

receive_path.py % | ofdm_demod il probe P MEHL . ofdm demod B4R % & OFDM #21ii
BLES: 1M probe & —/ME SR MIAELR, 24 USRP WE {5 SRR T IIBRES, MHANELL S

AL 7

ofdm_demod KIFCHSTE ofdm.py S, EE/FIFIGEE (ofdm receiver). fif bR
(ofdm_frame sink) 1 MAC WifF Loy, SR EL, WHZEES MAC FEHEET—
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BA%1 self._revd pktq EREFE—#2MK. ofdm receiver #i /3 LL# S 4%, JEHH Python 5], 5ERL 1 Wi
[, Sifmflitt. MW E. FFT B1Ih6E. ofdm frame sink &—H C SR, 58/ 1M
VATIAT 5 B LR B R (A e ARAEESE).

9.8.3 WHiXAE

> OFDM Tunnel fIIERJZE R FLAR TR LA, E4L0T 1 802.11 (UELZ ‘(E’FE&’:W”-*
RO LA T AN — AN e KRR 5, ARSRIX AR S 5 e B 18] [R5 A0 ) 0 . e
FAGEREY, K HeHU: S TR .

£ gnuradio-examples\python\ofdm H 3% F, F& T Tunnel i FI R & 4h, A 1T % AR KA
B X R BRI R Rrh RERBN, B3 E T RN — 5 P TR &
B2 TR A GNU Radio BB R MO Bk, RBIFMS%. FHEHMAHNE—F.

O ofdm_mod demod_test.py—— F T 2 U R AR R (1) 07 BLMR
O benchmark_ofdm.py—/ll L. MAC ELAfE, sk i 15 FK.

O benchmark ofdm_tx.py. benchmark ofdm rx.py——/Mll = USRP . j&, ¥ i fig A& (1ol
e 2RI 1 3 4 AR B0 . AT AN ) SR A AR B 1 i

280 1) A R JS AT LASESG X 4246 T - tunnel.py.

534, A L MATLAB BFF, HENRRERF. SRAVE log bRERN True B, L7
HARS dat SO, B T BRACH:

if logging:
,self connect(self chan_filt,gr. file SLnk(gr sizeof gr complex,
"ofdm receiver- chan filt c.dat')) >
self. connect(self fft demod,gr file 31nk(gr 31zeof _gr complex*fft length,
“ofdm receiver-£f£ft out c. dat"))
self cennect(self ofdm frame acq,gr.file s1nk(gr sizeof gr_complex*occupied tones,
"ofdm xeCelver -frame acq_c dat"))
self.connect ( (self. ofdm frame acq,1), gr.file sink(l, "ofdm receiver-found
cor B dat"))‘“.~" i s e
self. connect(self sampler,gr.file sink(gr.sizeof gr complex*fft length,
"ofdm receiver-sampler c.dat"))
self. connect(self sigmix, gr.file_sink(gr. sizeof _gr_complex, "ofdm receiver-
sigmlx c.dat"))
self.connect (self.nco, gr.file sink(gr.sizeof gr complex, "ofdm receiver-
nco_c.dat"))
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X HE S ERIC R TR R0, SRELZ)E. FFT ZJa. RS2
J55E. RJE M MATLAB RBEFHHT — AR E, sl LURBLICTEME— 0t 7 )i, s 50 i By
AR, R A R AR 2 S

SR T IR T, BTG 0 EAREE T GNU Radio & I 00— M K& A6
ARG, EHEIW T BT

i

FH—¥: H MATLAB 5— MR EECKFER, it &N ThRetis, e,
%3 i GNU Radio 5— /M35 USRP IR %, 5 MATLAB FifF—#, H{Ein

GNU Radio * %4 7 A\ MATLAB F k.
[=0. UWHHEEBERAGRBZE, B MAC 2.
VU N USRP. Seifif #mdfs, e iEME .
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